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R #70

An organization delivers high-resolution, dynamic web content. Internet users access the content froma variety of platforns,
including mobile, tablet and desktop. Each platform receives a customized experience to account for the differences in viewing
modes. A dedicated, automatic-scaling fleet of Amazon EC2 instances is used for each platform to server content based on path-
based headers.
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‘Which combination of services will MINIMIZE cost and MAXIMIZE performance? (Select two.)

A. Amazon Route 53 with traffic flow policies
B. Network Load Balancer

C. Application Load Balancer

D. Amazon CloudFront with Lambda@Edge
E. Amazon S3 static websites

Eﬁ: C\ D

iR
Explanation/Reference:
References: https:/docs.aws.amazon.cony AmazonCloudFront/latest/DeveloperGuide/lambda- at-the- edge.html

HE#T1

An organization has created a web application inside a VPC and wants to make it available to 200 client VPCs. The client VPCs
are in the same regjon but are owned by other business units within the organization.

What is the best way to meet this requirement, without making the application publicly available?

¢ A Deploy the web application behind an internal Application Load Balancer and control which clients have access by using
security groups.

¢ B. Deploy the web application behind an internet-facing Application Load Balancer and control which clients have access by
using security groups.

¢ C. Configure the application as an AWS PrivateLink-powered service, and have the client VPCs connect to the endpoint
service by using an interface VPC endpoint.

¢ D. Enable VPC peering between the web application VPC and all client VPCs.

Ef#: C

B #72

You need to find the MTU used by another instance, but tracepath is not working, You know the instance you are trying to
tracepath has open security group and NACL rules. Which protocol do you need to allow to access your instance to remedy this?
Choose the correct answer:

e A. Protocol 17: UDP
e B. Protocol 47: GRE
e C. Protocol 6: TCP

e D. Protocol 1: ICMP

IEf#: D

fEE R
You need to allow Protocol 1, ICMP, to access your instance. tracepath specifically needs the
"destmnation unreachable" feature of [CMP.

R #73

Changes made to a security group attached to an Application Load Balancer resulted in connectivity issues for a company's
production web application. The Network Engneer needs to lock down permissions for the company's AWS account, automate
auditing for any changes, and set up notifications.

‘What actions should acconplish this?

e A, Configure IAM user policies to lock down permissions for specific users. Enable AWS CloudTrail to identify API calls
fromusers. Use AWS Config to audit any changes, and configure Amazon SNS to send notifications.

¢ B. Configure IAM role policies to lock down permissions for specific users. Configure Amazon GuardDuty to audit and
monitor configuration changes, and configure Amazon SNS to send notifications.

e (. Configure IAM user policies to lock down permissions for specific users. Enable AWS CloudTrail to identify the API calls
fromusers. Configure Amazon Macie to use machine learning to identify any configuration changes, and configure Amazon
SN to send notifications.



¢ D. Configure IAM user policies to lock down permissions for specific users. Enable AWS CloudTrail to identify the API calls
fromusers. Configure AWS CodeCommiit to audit any changes in configurations, and configure Amazon SNS to send
notifications.

EfE: A

R -
httpsz/aws.amazon.comyguardduty/

HMA #74
To directly manage your CloudTrail security layer, you can use for your CloudTrail log files.

A. SSE-KMS
B. SCE-KMS
C. SCE-S3
D. SSE-S3

EfE: A

A -

By default, the log files delivered by CloudTrail to your bucket are encrypted by Amazon server- side encryption with Amazon S3-
managed encryption keys (SSE-S3). To provide a security layer that is directly manageable, you can instead use server-side
encryption with AWS KMS-managed keys (SSE-KMS) for your CloudTrail log files.

Reference:

http://docs.aws.amazon.comvawscloudtraillatest/userguide/encrypting-cloudtrail-log-files-with- aws-kims.html
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