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NEW QUESTION # 11 
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A. BGP
B. EIGRP
C. IS-IS
D. OSPF

Answer: A

Explanation:
When configuring FortiSASE Secure Private Access (SPA) with SD-WAN integration, establishing a routing adjacency between
FortiSASE and the FortiGate SD-WAN hub requires the use of the Border Gateway Protocol (BGP).
BGP (Border Gateway Protocol):
BGP is widely used for establishing routing adjacencies between different networks, particularly in SD-WAN environments.
It provides scalability and flexibility in managing dynamic routing between FortiSASE and the FortiGate SD-WAN hub.
Routing Adjacency:
BGP enables the exchange of routing information between FortiSASE and the FortiGate SD- WAN hub. This ensures optimal
routing paths and efficient traffic management across the hybrid network.

NEW QUESTION # 12 
Which two deployment methods are used to connect a FortiExtender as a FortiSASE LAN extension? (Choose two.)

A. Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server
B. Connect FortiExtender to FortiSASE using FortiZTP
C. Enable Control and Provisioning Wireless Access Points (CAPWAP) access on the FortiSASE portal.
D. Configure an IPsec tunnel on FortiSASE to connect to FortiExtender.

Answer: A,B

Explanation:
There are two deployment methods used to connect a FortiExtender as a FortiSASE LAN extension:
Connect FortiExtender to FortiSASE using FortiZTP:
FortiZero Touch Provisioning (FortiZTP) simplifies the deployment process by allowing FortiExtender to automatically connect and
configure itself with FortiSASE. This method requires minimal manual configuration, making it efficient for large-scale deployments.
Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server:
Manually configuring the FortiSASE domain name in the FortiExtender GUI allows the extender to discover and connect to the
FortiSASE infrastructure.
This static discovery method ensures that FortiExtender can establish a connection with FortiSASE using the provided domain name.

NEW QUESTION # 13 
When using Secure Private Access (SPA) and SD-WAN, which protocol is used for spoke-to-spoke connectivity?
Response:

A. eBGP
B. GRE
C. SSL
D. IPSEC

Answer: D

NEW QUESTION # 14 
Which feature of FortiSASE is most beneficial for securing remote users in a hybrid network?
Response:

A. End-to-end encryption
B. Local breakout optimization
C. Centralized management interface
D. Direct internet access

Answer: D



NEW QUESTION # 15 
Which two statements describe a zero trust network access (ZTNA) private access use case? (Choose two.)

A. The security posture of the device is secure.
B. All TCP-based applications are supported.
C. All FortiSASE user-based deployments are supported.
D. Data center redundancy is offered.

Answer: A,B

Explanation:
Zero Trust Network Access (ZTNA) private access use cases focus on providing secure and controlled access to private
applications without exposing them to the public internet. The following two statements accurately describe ZTNA private access
use cases:
* The security posture of the device is secure (Option A):ZTNA enforces strict access controls based on the principle of least
privilege. Before granting access to private applications, ZTNA evaluates the security posture of the device (e.g., whether it is
patched, compliant, and free of malware). Only devices that meet the required security standards are granted access, ensuring that
the device is secure before allowing private access.
* All TCP-based applications are supported (Option C):ZTNA supports all TCP-based applications, enabling secure access to a
wide range of private applications, including legacy systems and custom- built applications. This flexibility makes ZTNA suitable for
organizations with diverse application environments.
Here's why the other options are incorrect:
* B. All FortiSASE user-based deployments are supported:While FortiSASE supports various deployment scenarios, not all user-
based deployments are automatically compatible with ZTNA.
Specific configurations and requirements must be met to enable ZTNA functionality.
* D. Data center redundancy is offered:Data center redundancy is unrelated to ZTNA private access use cases. Redundancy
typically pertains to infrastructure design and failover mechanisms, not access control methodologies like ZTNA.
References:
Fortinet FCSS FortiSASE Documentation - ZTNA Private Access Overview
FortiSASE Administration Guide - ZTNA Deployment Best Practices
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