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e Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
FEY 2 1 authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.
¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisims, managing
FEy 22 FortiAIOps, troubleshooting FortiGate commumication with FortiSwitch and FortiAP, and using monitoring

tools for wireless connectivity.
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o Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
FEy 23 policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling,

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
NEY 2 4 implementing zero-touch provisioning, configuring VLANSs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.
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HPH #44

You are troubleshooting a Syslog-based single sign-on (SSO) issue on FortiAuthenticator, where user authentication is not being
correctly mapped from the syslog messages. You need a tool to diagnose the issue and understand the logs to resolve it quickly.
Which tool in FortiAuthenticator can you use to troubleshoot and diagnose a Syslog SSO issue?

A. Parsing Test Tool

B. Debug logs > Remote Servers > Syslog Viewer
C. Debug logs > Single Sign-On > Syslog SSO

D. Debug logs > SSO Sessions page

Ef#: C

it

Context: You're troubleshootingSyslog-based SSOonFortiAuthenticator:

* Devices (typically firewalls, WLAN controllers, VPN gateways) sendsyslog messagescontaining usernames, IPs, login/logout
events.

* FortiAuthenticator parses those logs usingSyslog SSO rulesand injects logon sessions intoFSSOfor FortiGate.

When users are not mapping correctly, you need to see:

* Did the syslog message arrive?

* Which matching rule (if any) caught it?

* What username and IP were extracted?

* Why was a message ignored or rejected?

FortiAuthenticator has a dedicated debug area for this:

Debug logs # Single Sign-On# Syslog SSO

This view shows:

* Raw syslog lines received

* Thematching ruleapplied (or "no match'")

* Parsed fields (username, IP, group)

* Any parsing errors

This is exactly the tool designed totroubleshoot and diagnose Syslog SSO issues.

Why the other options are not the best for this issue

* A. Debug logs > Remote Servers > Syslog Viewer

* Lets you see syslog traffic in general, but doesnotshow how SSO rules are applied or why they fail. Good for connectivity checks,
not SSO logic.

* B. Parsing Test Tool

* Useful totestpatterns and rules manually by pasting sample log lines, but it doesn't show live traffic or running SSO sessions.
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* C. Debug logs > SSO Sessions page
* Shows existing SSO sessions (who is logged in), but notwhya particular syslog message did not create a session.

HH #45
To view FortiAP debug logs in the CLI, which command is used?
Response:

¢ A execute wireless ap debug start

¢ B. debug controller-ap

e (. diagnose debug enable — diagnose debug application cw_ac -1
¢ D. diagnose wireless-controller wlac -c

Ef#: C

H #46
‘Which LDAP object class should you target in your FortiAuthenticator LDAP query to identify user accounts?
Response:

A. inetOrgPerson

B. userAccount

C. organizationalUnit
D. objectGroup

Ef: A

B #47

You are configuring a new wireless network for your organization. The network requires users to authenticate through a RADIUS
server for secure access. Which two security modes should you select when creating the SSID to ensure compatibility with the
RADIUS server?

(Choose two.)

Response:

A. WEP

B. WPA2-Enterprise

C. WPA-Personal

D. WPA/WPA2 Mixed Mode
E. WPA3-Enterprise

IEf#: D, E

H #48
What is the primary requirement for FortiManager to manage a FortiSwitch via FortiGate using FortiLink?
Response:

A. FortiSwitch must have a static IP

B. FortiLink must be in trunk mode

C. FortiGate must be managed by FortiManager
D. FortiGate must be in transparent mode

H
R

: C

HR #49
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