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¢ Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
mnvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,

Topic 1 ) .. .
P and analyzing reports for user traffic and security issues to enhance overall security posture.

¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
solutions. It includes implementing various user onboarding methods, configuring administration settings,

Topic 2
P and applying security posture checks and compliance rules to ensure a secure environment.

o SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security

profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
Topic 3 SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

e SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
Topic 4 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q12-Q17):

NEW QUESTION # 12
Refer to the exhibits.

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGale hub.
However, the administrator is not able to ping the webserver hosted behind the FortiGate hub.
Based on the output, what is the reason for the ping failures?

A. The Secure Private Access (SPA) policy needs to allow PING service.

B. Quick mode selectors are restricting the subnet.

C. The BGP route is not received.

D. Network address translation (NAT) is not enabled on the spoke-to-hub policy.

Answer: C

NEW QUESTION # 13
Why is it important to configure both real-time and historical logging within FortiSASE for a comprehensive security overview?
Response:

A. To use logs for marketing research

B. To maintain an aesthetically pleasing dashboard

C. To identify trends and patterns that could indicate evolving threats
D. To ensure all user actions are recorded for legal reasons

Answer: C

NEW QUESTION # 14

What should be prioritized when securing remote workers using FortiSASE?
(Select all that apply)

Response:

A. Implementation of MFA (Multi-Factor Authentication)
B. Encryption of all communications

C. Continuous monitoring of user activities

D. Deployment of dedicated hardware firewalls

Answer: A,B,C



NEW QUESTION # 15
Refer to the exhibit.

The daily report for application usage shows an unusually high number of unknown applications by category.
What are two possible explanations for this? (Choose two.)

A. Deep inspection is not being used to scan traffic.

B. The nline-CASB application control profile does not have application categories set to Monitor
C. Certificate inspection is not being used to scan application traffic.

D. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

Answer: A,B

NEW QUESTION # 16
Refer to the exhibit.

The daily report for application usage shows an unusually high number of unknown applications by category.
What are two possible explanations for this? (Choose two.)

A. Deep inspection is not being used to scan traffic.

B. The inline-CASB application control profile does not have application categories set to Monitor
C. Certificate nspection is not being used to scan application traffic.

D. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

Answer: A,B

NEW QUESTION # 17
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