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Palo Alto Networks Security Operations Generalist Sample Questions (Q78-
Q83):

NEW QUESTION # 78

Which log type in Palo Alto Networks Prisma SD-WAN (accessible via the Cloud Management Console/Cortex Data Lake) is
specifically generated by the SD-WAN engine and provides visibility into which WAN links a particular application flow traversed,
the quality metrics of that path at the time, and if any path changes occurred during the session?

A. Traffic logs
B. Tunnel logs
C. System logs
D. Path Monitoring logs
E. SD-WAN Flow logs

Answer: E

Explanation:
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Prisma SD-WAN introduces specific log types related to the SD-WAN functionality itself. - Option A: Traffic logs show the
security policy action and basic session info but don't typically provide detailed path selection information within the log entry itself. -
Option B: While there are path monitoring views, 'Path Monitoring logs' as a distinct log type detailing per-flow path traversal isn't
the standard term. - Option C (Correct): SD-WAN Flow logs (or similar terminology depending on specific console view/version,
but conceptually the 'flow' logs capturing SD-WAN path details) are the logs that capture which path an application flow took
across the SD-WAN fabric, including the real-time path quality metrics (latency, jitter, loss) for that link at the time, and any path
changes that occurred during the session lifecycle. This is distinct from standard security- focused traffic logs. - Option D: System
logs are for appliance health. - Option E: Tunnel logs show the state of the tunnels (up/down) but not the per-flow path selection
decisions.

NEW QUESTION # 79

A company is using Prisma Access for Mobile Users and Remote Networks. They want to apply different levels of security
inspection based on the source of the traffic. Traffic from corporate-owned laptops connecting via GlobalProtect should receive full
decryption and deep content inspection, while traffic from less-trusted Remote Networks (e.g., guest Wi-Fi at branches) should
receive basic threat prevention and URL filtering but may not be fully decrypted. How are Security Profiles and Decryption Policies
typically used in conjunction with Security Policy rules in Prisma Access to achieve this tiered security approach? (Select all that

apply)

¢ A. Configure separate Security Policy rules for each source type (Mobile Users, Remote Networks), matching the respective
source zones.

B. Apply the less comprehensive Security Profile Group to the Security Policy rules matching Remote Network traffic and
ensure relevant Decryption Policy rules (e.g., 'No Decrypt' or specific exclusions) are configured for those zones.

C. Create Decryption Policy rules that match the source zone (Mobile Users) and specify the 'Decrypt' action for relevant
traffic (like HTTPS), placing them higher than rules for other sources.

D. Apply the comprehensive Security Profile Group to the Security Policy rules matching Mobile [Jser traffic.

E. Create different Security Profile Groups, one with comprehensive profiles (Threat, AV, WildFire, URL, File, Data) and
another with a subset of profiles (Basic Threat, Basic URL).

Answer: A,B,C,D,.E

Explanation:

Implementing tiered security in Prisma Access involves segmenting traffic sources by zone, defining different security profiles, and
controlling decryption. - Option A (Correct): Policy evaluation starts by matching traffic to a Security Policy rule. Creating rules
based on source zones (Mobile-Users, 'Remote-Networks) is the way to apply different policies to traffic from different origins. -
Option B (Correct): Security profiles define the specific inspection settings. Creating different bundles of profiles allows you to apply
varying levels of inspection. - Option C (Correct): Decryption is necessary for deep inspection. Decryption Policy rules determine if
traffic is decrypted. Rules matching the "Mobile- Users' zone with a "Decrypt' action enable full inspection for corporate users. Rules
for less trusted zones might specify 'No Decrypt' for certain traffic or have a 'Decrypt' rule placed lower or with more exceptions. -
Option D (Correct): Once the Security Policy rule matches the Mobile User traffic (identified by Source Zone 'Mobile-Users'),
applying the comprehensive Security Profile Group enforces the desired deep inspection. - Option E (Correct): Similarly, applying
the less comprehensive Security Profile Group to the rules matching Remote Network traffic enforces a lower level of inspection.
Ensuring Decryption Policies are aligned (e.g., fewer things decrypted, more bypasses, or "No Decrypt' rules) is necessary because
full deep mspection (like Data Filtering or WildFire analysis) requires decryption.

NEW QUESTION # 80

An administrator manages multiple Palo Alto Networks firewalls using Panoram a. They have configured dynamic updates for App-
ID, Threat Prevention, WildFire, and URL Filtering to download automatically. Which of the following are valid methods for
distributing and installing these dynamic updates to the managed firewalls from Panorama? (Select all that apply)

e A. Manually download update files from the Palo Alto Networks support portal and upload them individually to each
managed firewall

e B. Use the Panorama web interface to schedule recurring push operations for specific update types to selected Device
Groups or firewalls.

e C. Configure Panorama to download updates from Palo Alto Networks update servers, and then push the updates from
Panorama to the managed firewalls.

e D. Updates are automatically pushed from Panorama to managed devices in real-time upon download, without requiring a

scheduled push operation.

E. Configure each managed firewall to directly download updates from Palo Alto Networks update servers.



Answer: B,C

Explanation:

Panorama provides centralized management of dynamic updates for its managed firewalls. - Option A: While possible, configuring
each firewall to download directly bypasses the centralized control and distribution capabilities of Panorama. - Option B (Correct):
This is the standard and recommended method for managing updates with Panorama. Panorama downloads the updates, and then
the admmistrator pushes themto the managed firewalls. This provides control over when updates are applied to different groups of
firewalls. - Option C (Correct): Panorama allows administrators to schedule recurrent push jobs for specific update types (e.g., push
daily Threat updates, push weekly App-ID updates) to specific sets of firewalls or Device Groups, autormating the distribution
process. - Option D: Updates are downloaded by Panorama, but they are not automatically pushed in real-time. Administrators
must initiate a push operation (manual or scheduled) to distribute them to the managed firewalls. - Option E: This is a manual,
cumbersome method used for troubleshooting or in specific isolated environments, but not standard practice for managing multiple
firewalls with Panorama.

NEW QUESTION # 81

‘When utilizing Cortex Data Lake (CDL) for centralized logging from various Palo Alto Networks platforms (NGFWs, Prisma
Access, Prisma SD-WAN), what is a key advantage compared to using local firewall logging or individual syslog servers at each
location?

A. CDL aggregates logs fromall connected devices and services into a single, searchable, and correlatable repository.
B. CDL eliminates the need for admmistrators to configure logging on individual firewalls.

C. CDL provides unlimited, perpetual log storage for all log types.

D. CDL perforns real-time security enforcement based on log analysis.

E. CDL can collect logs from any network device, regardless of vendor.

Answer: A

Explanation:

Centralized logging platforns are designed for scalability, aggregation, and ease of analysis. - Option A: CDL provides scalable
storage, but it is typically licensed based on ingest rate and data retention period, not unlimited and perpetual. - Option B (Correct):
The primary advantage of CDL is its ability to receive and store logs fromall supported Palo Alto Networks sources in a unified
cloud-based repository, enabling administrators to search, filter, report, and correlate events across the entire distributed
environment from a single mnterface (like the Cloud Management Console or Panorama). This is crucial for comprehensive visibility
and incident response. - Option C: CDL is a logging and analytics platform; security enforcement actions are performed by the
firewalls/Prisma Access/SD-WAN devices based on their policies. - Option D: Admnistrators still need to configure logging profiles
and apply them to policy rules on the firewalls/services to specify which logs are generated and where they are forwarded (to CDL).
- Option E: CDL is specifically designed for logs from Palo Alto Networks products.

NEW QUESTION # 82

A security teamreceives a BPA report via AIOps for NGFW highlighting a 'High' severity finding related to 'Policies Without Log
Forwarding'. This finding indicates Security Policy rules configured without a log forwarding profile or with logging disabled, where
logging is generally recommended. Which of the following are potential negative impacts of this configuration best practice violation?
(Select all that apply)

e A Failure to record sessions that trigger other security profiles (Threat, URL, etc.) applied by these rules.

e B. Increased load on the firewall's data plane due to improper policy configuration.

e C. Reduced visibility into traffic flows matching these specific rules, making it difficult to audit access or investigate security
incidents.

e D. Inability to utilize AIOps for NGFW's operational insights and reporting features for traffic matching these rules.

¢ E. Difficulty in correlating security events (like threats) with the specific traffic session and policy rule that permitted or
processed it.

Answer: C,D,E

Explanation:

Loggmng is fundamental to visibility, monitoring, and incident response. When logging is missing for policy rules, it creates blind spots.
- Option A (Correct): The most direct impact is the lack of visibility into the traffic that matches these rules. You won't have records
of who accessed what, when, and the result of the session. - Option B (Incorrect): Security profiles like Threat Prevention and URL
Filtering generate their own specific logs (Threat logs, URL Filtering logs) when they detect an event, even if the traffic log for the



base session is not generated due to policy logging being off. However, correlating these threat/JRL logs back to the specific traffic
flow becomes harder without the traffic log, -Option C (Correct): AIOps relies on logs (primarily traffic logs) for many of its
operational and security insights (like application usage, User activity, session trends). If logging is disabled for certain rules, AIOps
will not have the necessary data for traffic matching those rules, limiting its effectiveness. - Option D: Lack of logging doesn't typically
increase data plane load; it's a control plane finction. - Option E (Correct): Security investigations often start with a threat alert and
require correlating it back to the originating session and the policy rule that handled it. Without traffic logs for the base session, this
correlation becomes very challenging.

NEW QUESTION # 83
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