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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q631-Q636):
NEW QUESTION # 631 
A help desk technician needs to remotely access and control a customer's Windows PC by using a secure session that allows the
technician the same control as the customer. Which of the following tools provides this type of access?

A. FTP
B. VNC
C. RDP
D. SSH

Answer: C

Explanation:
RDP stands for Remote Desktop Protocol, which is a proprietary protocol developed by Microsoft that allows a user to remotely
access and control another computer over a network. RDP provides a secure session that encrypts the data between the client and
the host, and allows the user to see and interact with the desktop and applications of the remote computer as if they were sitting in
front of it. RDP also supports features such as audio, video, clipboard, printer, and file sharing, as well as multiple monitor support
and session recording. To use RDP, the host computer must have Remote Desktop enabled and configured, and the client computer
must have a Remote Desktop client software installed. The client can connect to the host by entering its IP address, hostname, or
domain name, and providing the login credentials of a user account on the host. RDP is commonly used for remote administration,
technical support, and remote work scenarios

NEW QUESTION # 632 
A systems administrator is creating a new document with a list of the websites that users are allowed to access. Which of the
following types of documents is the administrator MOST likely creating?

A. Incident report
B. Acceptable use policy
C. Standard operating procedure
D. Access control list

Answer: D

Explanation:
An access control list (ACL) is a list of permissions associated with a system resource (object), such as a website. An ACL
specifies which users or system processes are granted access to objects, as well as what operations are allowed on given objects1.
A systems administrator can create an ACL to define the list of websites that users are allowed to access.

NEW QUESTION # 633 
A user is having phone issues after installing a new application that claims to optimize performance. The user downloaded the
application directly from the vendor's website and is now experiencing high network utilization and is receiving repeated security
warnings. Which of the following should the technician perform FIRST to mitigate the issue?

A. Uninstall the fraudulent application
B. Disable the mobile hotspot.
C. Increase the data plan limits
D. Reset the phone to factory settings

Answer: C

NEW QUESTION # 634 
A systems administrator received a request to limit the amount of cellular data a user's Windows 10 tablet can utilize when traveling.
Which of the following can the administrator do to best solve the user's issue?



A. Turn on airplane mode.
B. Enable the Windows Defender Firewall.
C. Configure the device to use a static IP address.
D. Set the connection to be metered.

Answer: D

Explanation:
Setting the connection to be metered is the best solution for limiting the amount of cellular data a user's Windows 10 tablet can utilize
when traveling. A metered connection is a network connection that has a data limit or charges fees based on the amount of data
used. Windows 10 allows users to set any network connection as metered, which reduces the amount of data that Windows and
some apps use in the background.
For example, setting a connection as metered will prevent Windows from downloading updates automatically, stop some apps from
syncing data online, and disable some live tiles on the Start menu. Setting a connection as metered can help users save cellular data
and avoid extra charges when traveling. Turning on airplane mode, configuring the device to use a static IP address, and enabling the
Windows Defender Firewall are not effective solutions for limiting the amount of cellular data a user's Windows 10 tablet can utilize
when traveling. Turning on airplane mode will disable all wireless connections on the device, including Wi-Fi, Bluetooth, and cellular
data. This will prevent the user from accessing any online services or applications on the tablet. Configuring the device to use a static
IP address will assign a fixed IP address to the device instead of obtaining one dynamically from a DHCP server. This will not affect
the amount of cellular data the device uses, and it may cause IP conflicts or connectivity issues on some networks. Enabling the
Windows Defender Firewall will block or allow incoming and outgoing network traffic based on predefined or custom rules. This will
not reduce the amount of cellular data the device uses, and it may interfere with some apps or services that require network access.
References:
* Official CompTIA learning resources CompTIA A+ Core 1 and Core 2, page 19
* CompTIA A+ Complete Study Guide: Core 1 Exam 220-1101 and Core 2 Exam ..., page 108

NEW QUESTION # 635 
A company is looking lot a solution that provides a backup for all data on the system while providing the lowest impact to the
network. Which of the following backup types will the company MOST likely select?

A. Full
B. Differential
C. Off-site
D. Synthetic

Answer: D

Explanation:
A synthetic backup is a backup type that provides a backup for all data on the system while providing the lowest impact to the
network. It combines a full backup with one or more incremental backups to create a single backup set, without requiring access to
the original data source. Off-site is a backup location, not a backup type. Full and differential are backup types, but they have a
higher impact on the network than synthetic. Verified References: https://www.comptia.org/blog/what-is-a-synthetic-backup
https://www.comptia.org/certifications/a

NEW QUESTION # 636
......
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