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Microsoft Cybersecurity Architect Sample Questions (Q108-Q113):

NEW QUESTION # 108

You have an Azure subscription

You plan to deploy multiple containerized microservice-based apps to Azure Kubemetes Service (AKS) You need to recommend a
solution that meets the following requirements:

* Manages secrets

* Provides encryption

* Secures service-to-service communication by using mI'LS encryption

* Minimizes administrative effort

‘What should you include in the recommendation?

A. Istio
B. Envoy
C. Dapr
D. Flux

Answer: A

NEW QUESTION # 109

You are designing a ransomware response plan that follows Microsoft Security Best Practices.

You need to recommend a solution to minimize the risk of a ransomware attack encrypting local user files.
‘What should you include in the recommendation?

A. BitLocker Drive Encryption (BitLocker)
B. protected folders

C. Windows Defender Device Guard

D. Microsoft Defender for Endpoint

E. Azre Files

Answer: B

Explanation:
httpsz/lear.microsoft.com/en-us/microsoft-365/security/defender-endpoint/controlled- folders?view=0365-worldwide

NEW QUESTION # 110

You have a Microsoft 365 ES subscription that uses Microsoft Exchange Online.

You need to recommend a solution to prevent malicious actors from impersonating the email addresses of internal senders.
‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 111

Youneed to design a strategy for securing the SharePomnt Online and Exchange Online dat a. The solution must meet the application
security requirements.

Which two services should you leverage in the strategy? Each correct answer presents part of the solution. NOTE; Each correct
selection is worth one point.

e A. Azure AD Conditional Access
e B. Microsoft Defender for Cloud
¢ C. Microsoft Defender for Cloud Apps


https://www.testkingpass.com/SC-100-testking-dumps.html

¢ D. Microsoft Defender for Endpoint
e E. access reviews in Azure AD

Answer: C.E

NEW QUESTION # 112

You have an Azure subscription that has Microsoft Defender for Cloud enabled. You are evaluating the Azure Security Benchmark
V3 report.

In the Secure management ports controls, you discover that you have 0 out of a potential 8 points. You need to recommend
configurations to increase the score of the Secure management ports controls. Solution: You recommend enabling adaptive network
hardening, Does this meet the goal?

* A Yes
e B. No

Answer: A

NEW QUESTION # 113
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