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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q265-Q270):
NEW QUESTION # 265 
An engineer is configuring multicast for wireless for an all-company video meeting on a network using EIGRPand BGP within a
single domain from a single source. Which type of multicast routing should be implemented?

A. Protocol Independent Multicast Dense Mode
B. Source Specific Multicast
C. Multicast Source Discovery Protocol
D. Protocol Independent Multicast Sparse Mode

Answer: D

NEW QUESTION # 266 
What is the default IEEE 802.1x AP authentication configuration on a Cisco Catalyst 9800 Series Wireless Controller?
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A. EAP-FAST with CAPWAP DTLS
B. EAP-PEAP with 802.1x port authentication
C. EAP-TLS with 802.1x port authentication
D. EAP-FAST with CAPWAP DTLS + port authentication

Answer: D

Explanation:
Explanation
https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/1612/configguide/ewc_cg_16_12/802_1x_suppor

NEW QUESTION # 267 
Refer to the exhibit. You enter the command on a Cisco Catalyst 3850 Series Switch that runs Cisco ISO XE. What does the
command do?

A. It defines the level of access of the user or the device.
B. It defines the user identity or the device identity to be validated by the RADIUS server.
C. It captures information on the length of the authorized session, as well as the bandwidth usage of the client.
D. It defines the RADIUS server used to track which sessions are still active.

Answer: A

NEW QUESTION # 268 
A wireless engineer must configure access control on a WLC using a TACACS+ server for a company that is implementing
centralized authentication on network devices.
Which role must be configured under the shell profile on the TACAS+ server for a user with ready-only permissions?

A. MONITOR
B. MANAGEMENT
C. ADMIN
D. READ

Answer: A

Explanation:
Usage: In order to grant the user read-only access, the <username> value must be set to monitor. In order to grant the user read-
write access, the <username> value must be set to admin.
https://www.cisco.com/c/en/us/support/docs/security/secure-access-control-system/115926- tacacs-radius-devices-00.html

NEW QUESTION # 269 
An engineer needs read/write access to rename access points and add them to the correct AP groups on a wireless controller. Using
Cisco ISE TACACS, which custom attributes is the minimum required?

A. role1=WIRELESS
B. role1=WLAN
C. role1=WLAN role2=SECURITY
D. role1=WLAN role2=WIRELESS

Answer: A

Explanation:
To rename access points and add them to the correct AP groups on a wireless controller, the minimum custom attributes required
using Cisco ISE TACACS is role1=WIRELESS. This role provides the necessary permissions for read/write access to wireless-
related configurations. References := (CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-
430 Official Cert Guide)
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