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HM #49
A security team notices delays in responding to phishing emails due to manual investigation processes.
Howcan Splunk SOAR improve this workflow?

¢ A. By automating email triage and analysis with playbooks
¢ B. By assigning cases to analysts in real-time

¢ C. By increasing the indexing frequency of email logs

¢ D. By prioritizing phishing cases manually

EfE: A

R -

How Sphink SOAR Improves Phishing Response?

Phishing attacks require fast detection and response. Manual investigation delays can be elimnated using Sphnk SOAR autommation.
#Why Use Playbooks for Automated Email Triage? (Answer B)#Extracts email headers and attachments for analysis#Checks links
& attachments against threat intelligence feeds#Automatically quarantines or deletes malicious emails#Escalates high-risk cases to
SOC analysts

#Example Playbook Workflow in Splunk SOAR#Scenario: A suspicious email is reported. #Sphunk SOAR playbook automatically:
Extracts sender details & checks against threat intelligence

Analyzes URLs & attachments using VirusTotal/Sandboxing


https://www.tech4exam.com/SPLK-5002-pass-shiken.html
https://www.shikenpass.com/SPLK-5002-shiken.html

Tags the email as "Malicious" or "Safe"

Quarantines the email & alerts SOC analysts

Why Not the Other Options?

#A. Prioritizing phishing cases manually - Still requires manual effort, leading to delays.#C. Assigning cases to analysts in real-time -
Doesn't solve the issue of slow manual investigations.#D. Increasing the indexing frequency of email logs - Helps with log retrieval
but doesn't automate phishing response.

References & Learning Resources

#Splunk SOAR Phishing Playbook Guide: httpsz/docs.splunk.com/Documentation/SO AR#Phishing Detection Automation in
Splunk: https//splunkbase.splunk.con#Email Threat Intelligence with SOAR:

https//www.splunk.com/en_us/blog/security

HMA #50
A company wants to implement risk-based detection for privileged account activities. What should they configure first?

A. Event sampling for raw data

B. Automated dashboards for all accounts

C. Asset and identity information for privileged accounts
D. Correlation searches with low thresholds

EfE: C

A -

Why Configure Asset & Identity Information for Privileged Accounts First?

Risk-based detection focuses on identifyng and prioritizing threats based on the severity of their impact. For privileged accounts
(admins, domain controllers, finance users), understanding who they are, what they access, and how they behave is critical.

Key Steps for Risk-Based Detection in Splunk ES:

1. Define Privileged Accounts & Groups - Identify high-risk users (Admin, HR, Finance, CISO).

2. Assign Risk Scores - Apply higher scores to actions involving privileged users.

3. Enable Identity & Asset Correlation - Link users to assets for better detection.

4. Monitor for Anomalies - Detect abnormal login patterns, excessive file access, or unusual privilege escalation.

H #51
In a Risk-Based Alerting implementation with Splunk Enterprise Security, which of the following best describes a risk factor?

A. A multiplier of risk that depends on the characteristics of the specific user or asset.
B. A tool to enable risk data model acceleration.

C. An event that modifies risk based on the characteristics of the specific user or asset.
D. A SOAR action that is drawn from annotations.

: A

L

In Risk-Based Alerting (RBA), a risk factor is a multiplier of risk applied based on the characteristics of a user or asset, such as
criticality or sensitivity. This allows higher-risk entities to accumulate risk more quickly and ensures prioritization aligns with business
impact.

H
F e o 0 o

HH #52
There are mutltiple methods for comnumnicating data with a REST Endpoint. In the above screenshot what is the name of the key
value pairs represented after the question mark in the URL?

sandbox.remotesystem.api t t % i ;

A. KV Elements
B. Headers

C. Payload

D. Parameters




IEf#: D

A -
Everything after the question mark in a REST URL consists of query parameters, which are key- value pairs used to pass data to the
endpoint.

P #53
‘Which of'the following detections would use a high count of events with Windows Event Code
4740 grouped by a user to determine suspicious behavior?

A. Detect Excessive AWS Security Scanning
B. Detect Excessive User Logins

C. Detect Excessive Network Connections
D. Detect Excessive User Account Lockouts

Ef#: D

R :

Windows Event Code 4740 indicates that a user account has been locked out. A high count of these events grouped by user would
therefore map to the detection "Detect Excessive User Account Lockouts", signaling possible brute-force or malicious login
attempts.
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