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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q26-Q31):
NEW QUESTION # 26 
An administrator needs to group FortiGate wireless interfaces in NAT mode with multiple physical interfaces. What interface type
must the administrator select to group multiple FortiGate interfaces with the wireless interface?

A. Redundant interface
B. Aggregate interface
C. Software switch interface
D. VLAN interface
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Answer: C

NEW QUESTION # 27 
In an operation technology (OT) network. FortiAnalyzer is used to receive and process logs from responsible FortiGate devices.
Which statement about why FortiAnalyzer is receiving and processing multiple log messages from a given programmable logic
controller (PLC) or remote terminal unit (RTU) is true?

A. To isolate PLCs or RTUs in the event of external attacks
B. To help OT administrators troubleshoot and diagnose the OT network
C. To determine which type of messages from the PLC or RTU causes issues in the plant.
D. To track external threats and prevent them attacking the OT network.

Answer: B

Explanation:
FortiAnalyzer is designed to collect and process logs from devices in the OT network, such as PLCs and RTUs, to provide
actionable insights. By receiving and analyzing these log messages, FortiAnalyzer helps OT administrators troubleshoot and diagnose
issues in the network. This includes identifying abnormal behavior, performance issues, or security threats, which are critical for
maintaining the operational integrity and reliability of the OT environment.

NEW QUESTION # 28 
Which statement is correct about processing matched rogue devices by FortiNAC?

A. FortiNAC remembers the match ng rule of the rogue device
B. FortiNAC cannot revalidate matched devices.
C. FortiNAC disables matching rule of previously-profiled rogue devices.
D. FortiNAC matches the rogue device with only one device profiling rule.

Answer: D

NEW QUESTION # 29 
Refer to the exhibit.

An OT administrator ran a report to identify device inventory in an OT network.
Based on the report results, which report was run?

A. A FortiSIEM analytics report
B. A FortiAnalyzer device report
C. A FortiSIEM CMDB report
D. A FortiSIEM incident report

Answer: C



NEW QUESTION # 30 
Refer to the exhibit.

Which statement about the interfaces shown in the exhibit is true?

A. The VLAN ID of port1-vlan1 can be changed to the VLAN ID 10.
B. port1, port1-vlan10, and port1-vlan1 are in different broadcast domains
C. port1-vlan10 and port2-vlan10 are part of the same broadcast domain
D. port2, port2-vlan10, and port2-vlan1 are part of the software switch interface.

Answer: B

NEW QUESTION # 31
......
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