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NEW QUESTION # 49
Which of'the following overrides site categories action in FortiClient web-filter?
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A. Block malicious website on AV

B. FortiSandbox custom URL categories
C. URL list

D. Web exclusion list

Answer: D

Explanation:
Web exclusion list — explicitly bypasses web filtering. Any URL or domain placed here will override category-based actions and
always be allowed.

NEW QUESTION # 50
‘When multitenancy is enabled on FortiClient EMS, which admmistrator role can provide access to the global site only?

A. Standard administrator
B. Global administrator
C. Settings administrator
D. Tenant administrator

Answer: B

Explanation:
The global administrator role in FortiClient EMS has access to the global site only when multitenancy is enabled, allowing
management of global settings without tenant-specific permissions.

NEW QUESTION # 51
Refer to the exhibit. Based on the FortiClient logs shown in the exhibit which application is blocked by the application firewall?

F.cFrinineEl

xx/xx/20xx 9:05:05 AM  Notice Firewall date=20xx-xx-xx time=09:05:04 logver=2 type=traffic level=notice sessionid=34252360
hostname=Win-Internal uid=C7F302B1D3EB4FO5A77E38AD6202B8D7 devid=F(T8003611939390 fgtserial=FGVMA10000042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.0.1.10 srcport=62401 direction=outbound destinationip=199.59.148.82 remotename=N/A
destinationport=80 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Twitter vd=root fctver=5.4.0.0780 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 9600)"
usingpolicy="default" service=http

xx/xx/20xx 9:05:54 AM  Notice Firewall date=20xx-xx-xx time=09:05:53 logver=2 type=traffic level=notice sessionid=34252360
hostname=Win-Internal uid=C7F302B1D3EB4FO5A77E38AD6202B8D7 devid=F(T8003611939390 fgtserial=FGVMO10000042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.0.1.10 srcport=62425 direction=outbound destinationip=104.25.62.28 remotename=N/A
destinationport=443 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked
utmevent=appfirewall threat=Proxy.Websites vd=noot fctver=5.4.0.0780 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit
(build 9600)" usingpolicy="default™ sepwice=https

xx/xx/20xx 9:28:23 AM Notice Firewall date=20xx-xx-xx time=09:28:22 logver=2 type=traffic level=notice sessionid=26453064
hostname=Win-Internal uid=C7F302B1D3EB4FO5A77E38AD6202B8D7 devid=F(T8003611939390 fgtserial=FGVMO10000042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.0.1.10 srcport=62759 direction=outbound destinationip=208.71.44.31 remotename=N/A
destinationport=80 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Yahoo.Games vd=root fctver=5.4.0.0780 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 9600)"
usingpolicy="default" service=http

A. Twitter

B. Facebook

C. Firefox

D. Internet Explorer

Answer: A

Explanation:

Based on the FortiClient logs shown in the exhibit:

The first log entry shows the application "firefox.exe" trying to access a destination IP, with the threat identified as "Twitter." The
action taken by the application firewall is "blocked" with the event type "appfirewall." This indicates that the application firewall has
blocked access to Twitter.

NEW QUESTION # 52



An administrator wants to simplify remote access without asking users to provide user credentials Which access control method
provides this solution?

e A. ZTNA IP/MAC littering mode
e B.SSL VPN

e C.L2TP

e D. ZTNA full mode

Answer: D

Explanation:

Simplifying Remote Access:

The admmnistrator wants to simplify remote access without asking users to provide user credentials.

Evaluating Access Control Methods:

ZTNA full mode can provide seamless access by leveraging device identity and posture, eliminating the need for user credentials for
each access request.

Other methods like SSL VPN and L2TP typically require user credentials.

Conclusion:

The correct access control method that provides this solution is ZTNA full mode.

NEW QUESTION # 53
Refer to the exhibit.

FortiClient logs

28250226 ©5:50:24.563 TZ=+8100 [DEBUG] proxy:381 ConnID 1557243834: now rate bbc.com /
20250226 ©5:50:24.563 TZ=4+0100 [DEBUG] accessors:127 url comparing https://www.twitter.com Attps://bbc.com

20250226 ©5:50:24.563 TZ-+0100 [DEBUG] fgdahandle:346 Category request: host bbc.com path /

20250226 ©5:50:24.564 TZ=4+0100 [ERROR] rating db:97 Category query failure: failed to UplRequestSendReceive

receiveResponse error: FortiGuard server down, task dropped, https bbc.com /.Brave-Dumps.com /

20250226 ©5:50:24.564 TZ=+0100 [INFO ] proxy:383 ConnlD 1557243034: bbc.com,/ rating: -1 action: WF_ACTION BLOCK

20250226 ©5:50:24.564 TZ=+0100 [INFO ] accessors:352 inserting violation® {bbc.com / Unknown 2025-82-26 ©5:50:24.564598172

+0100 CET m=-+4561.038040488 admin 368039 /opt/google/chrome/chroie}

20250226 ©5:50:24.601 TZ=+0100 [DEBUG] http2_handler:312 set table size to 65536

20250226 ©5:50:24.820 TZ=+0100 [DEBUG] proxy:381 ConnlD 1557243834: now rate bbc.com /favicon.ico

20250226 ©5:50:24.820 TZ-+0100 [DEBUG] accessors:127 url comparing https://www.twitter.com https://bbc.com/favicon.ico

28250226 ©5:50:24.820 TZ=+8100 [DEBUG] fgdahandle:346 Category request: host bbc.com path /favicon.ico

28250226 ©5:50:24.821 TZ-+0100 [ERROR]. rating db:97 Category query failure: failed to UrlRequestSendReceive

receiveResponse error: FortiGuard sepver down, task dropped, https bbc.com /favicon.ico Brave-Dumps.com

20250226 ©5:50:24.821 TZ=+8100 [INFO ), proxy:383 ConnID 1557243834: bbc.com /favicon.ico rating: -1 action: WF_ACTION_BLOCK
20250226 05:50:24.821 TZ=+0100 [INFO ] accessors:352 inserting violation: {bbc.com /favicon.ico Unknown 2025-02-26 05:50:24,.82122551

+0108 CET m=+4561.294667764 admin 368039 /opt/google/chp EII-DEI

Why is the user not able to access bbc.com? (Choose one answer)

¢ A The URL is blocked by the web filter endpoint profile.
¢ B. FortiGuard servers are not reachable from the endpoint.
¢ C. The application firewall is blocking Google Chrome.

¢ D. The endpoint cannot resolve the URL FQDN.

Answer: B

Explanation:

Based on theFortiClient EMS Administrator Study GuideregardingWeb Filtertroubleshooting and the specific log entries provided in
the exhibit, the reason the user cannot access the website is due to connectivity issues with FortiGuard.

1. Analysis of the FortiClient Logs:

* The Error Message:The logs show multiple [ERROR] entries stating: rating db:97 Category query failure: failed to
UrlRequestSendReceive.

* Root Cause Identity:The log explicitly describes the failure: receiveResponse error: FortiGuard server down, task dropped, https
bbc.com

* Resulting Action:Because the endpoint could not receive a rating from the FortiGuard servers, the Web Filter module recorded
rating; -1 and applied the action WF_ACTION BLOCK.

2. Why Option C is Correct:

* FortiGuard DependencyFortiClient's Web Filter module relies on real-time queries to FortiGuard distribution servers to categorize
URLSs. Ifthe endpoint is behind a firewall blocking FortiGuard ports (typically UDP 53 or 8888, or HTTPS 443) or has no internet
path to these servers, it cannot categorize the site.

* Fail-Safe Behavior:In many FortiClient configurations, if a rating cannot be obtained (Category query failure), the default security
posture is to block the request to ensure no potentially malicious or unrated



"Unknown'" sites are accessed. The logs confirm this by showing the "FortiGuard server down' message immediately followed by the
block action.

3. Why Other Options are Incorrect:

* A. The URL is blocked by the web filter endpoint profile:If it were a standard profile block, the log would show a
specificCategory ID(e.g., Category 52 for News and Media) being blocked by policy.

Instead, it shows arating failure (- 1).

* B. The endpoint cannot resolve the URL FQDN:The logs show the process correctly identifies host bbc.com. If DNS had failed,
the proxy wouldn't even reach the stage of attempting a FortiGuard category query for that specific URL.

* D. The application firewall is blocking Google Chrome:While the log mentions /opt/google/chrome

/chrome, the error is generated by the rating_db and proxy components of the Web Filter, not the Application Firewall module.

NEW QUESTION # 54
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