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NEW QUESTION # 152

John, a novice web user, makes a new E-mail account and keeps his password as "apple", his favorite fruit. John's
password is vulnerable to which of the following password cracking attacks?

Each correct answer represents a complete solution. Choose all that apply.

A. Brute Force attack
B. Rule based attack
C. Hybrid attack

D. Dictionary attack

Answer: A,CD

NEW QUESTION # 153
Which of the following functions in ¢/ct++ can be the cause of buffer overflow?
Each correct answer represents a complete solution. Choose two.

A. strcat()
B. strepy()
C. strlength()
D. printf{)

Answer: A.B

NEW QUESTION # 154
Which of the following statements about buffer overflow is true?

A. Tt is a collection of files used by Microsoft for software updates released between major service pack releases.
B. It manages security credentials and public keys for message encryption.

C. It is a condition in which an application receives more data than it is configured to accept.

D. It is a false warning about a virus.

Answer: C

NEW QUESTION # 155

Peter works as a Network Administrator for the PassGuide Inc. The company has a Windows-based network. All client computers
run the Windows XP operating system. The employees of the company complain that suddenly all of the client computers have
started working slowly. Peter finds that a malicious hacker is attempting to slow down the computers by flooding the network with a
large number of requests. Which of the following attacks is being implemented by the malicious hacker?

A. Man-in-the-middle attack

B. Buffer overflow attack

C. SQL mjection attack

D. Denial-of-Service (DoS) attack

Answer: D

NEW QUESTION # 156

SIMULATION

Fill in the blank with the appropriate word.

StackGuard (as used by Immunix), ssp/ProPolice (as used by OpenBSD), and Microsoft's /GS option use
defense against buffer overflow attacks.

Answer:

Explanation:
canary



NEW QUESTION # 157

Leaming knowledge is not only to increase the knowledge reserve, but also to understand how to apply it, and to carry out the
theories and principles that have been learned into the specific answer environment. The GIAC Certified Incident Handler exam
dumps are designed efficiently and pointedly, so that users can check their learning effects in a timely manner after completing a
section. Good practice on the success rate of GCIH Quiz guide is not fully indicate that you have mastered knowledge is skilled,
therefore, the GCIH test material let the user consolidate learning content as many times as possible, although the practice seems
very boring, but it can achieve the result of good consolidate knowledge.
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