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SolarWinds Hybrid Cloud Observability Network Monitoring Exam Sample
Questions (Q161-Q166):
NEW QUESTION # 161 
Which SNMP version will support MD5, SHA1, SHA256, and SHA512 authentication in SolarWinds' platform?

A. version 1
B. version 3
C. version 2
D. version 2c
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Answer: B

Explanation:
Only SNMP version 3 supports advanced authentication methods such as MD5, SHA1, SHA256, and SHA512 in SolarWinds and
other SNMP-compliant platforms.
The documentation specifies:
" SNMP v3 provides secure authentication and encryption options, including MD5, SHA1, SHA256, and SHA512. Versions 1 and
2c only support community string authentication. " References:
NPM Administrator Guide: SNMP Security and Supported Authentication Methods

NEW QUESTION # 162 
If a NetFlow collector service is showing a "down" status, which two of the following steps are possible troubleshooting options?
(Choose two.)

A. Start or restart SolarWinds' collector service.
B. Start or restart SolarWinds' NetFlow service from Orion service manager.
C. Confirm the database connection is up and server has free resources.
D. Delete and re-add NetFlow collector service.

Answer: B,C

Explanation:
When the NetFlow collector service is showing a " down " status, the SolarWinds documentation recommends the following
troubleshooting steps:
* Confirm the database connection is up and server has free resources.
* Explanation: The NetFlow collector service relies on connectivity to the SolarWinds database. If the database connection is lost or
the server is out of resources (such as CPU or RAM), the service may go down or fail to start. Ensuring that the database is
reachable and that the server has enough resources is a primary troubleshooting step.
* Start or restart SolarWinds' NetFlow service from Orion Service Manager.
* Explanation: The official troubleshooting guidance instructs administrators to use the Orion Service Manager to start or restart the
NetFlow service. This is a direct method to recover the NetFlow collector from a " down " state and is one of the first actions
recommended by SolarWinds support.
Options B and C are not recommended in the official documentation:
* Deleting and re-adding the NetFlow collector service is not a documented troubleshooting step and may cause loss of
configuration.
* Starting or restarting the generic " collector service " is not specific to NetFlow; the correct service is the NetFlow service.
Exact Extract from Official Guide:
" If NetFlow collector service status is down:
* Ensure the SolarWinds database is online and the server is not experiencing resource issues.
* Use the Orion Service Manager to start or restart the NetFlow service.
* If the issue persists, review the NetFlow logs for errors and consult the SolarWinds Success Center for advanced troubleshooting.
" - (Network Performance Monitor Administrator Guide, Troubleshooting NetFlow and Service Issues) References:
Network Performance Monitor Administrator Guide, Troubleshooting NetFlow and Service Issues SolarWinds Success Center:
NetFlow Troubleshooting

NEW QUESTION # 163 
Which VPN vendor allows Network Insight to check site-to-site VPN connections?

A. Citrix Gateway
B. GlobalProtect
C. OpenVPN
D. AnyConnect

Answer: B

Explanation:
The best answer from the choices is GlobalProtect. SolarWinds firewall monitoring documentation states that SolarWinds
Observability Self-Hosted can monitor VPN tunnels, including site-to-site VPNs and GlobalProtect VPNs, and that supported
firewall vendors include Cisco ASA and Palo Alto. GlobalProtect is the Palo Alto VPN capability represented in the options.



AnyConnect is Cisco remote-access VPN branding, not the SolarWinds Network Insight vendor option given here. Citrix Gateway
and OpenVPN are not documented in the SolarWinds Network Insight firewall monitoring scope for this feature. The question
wording is not ideal because SolarWinds also monitors Cisco ASA site-to-site VPN tunnels, but Cisco ASA is not one of the
answer options.

NEW QUESTION # 164 
Which custom poller supports interface traffic, UPS battery status, and CPU temperature?

A. hardware health
B. device studio
C. universal device poller
D. visualization integration

Answer: C

NEW QUESTION # 165 
A custom application is to be monitored in hybrid cloud observability's flow monitoring features. How is this application added for
monitoring?

A. Ensure the application is using IPv6 then map it to a source.
B. Add the source or destination machine, then map it to application ports.
C. Custom application ports cannot be added they may only be edited.
D. Add the application ports, then assign it to a machine.

Answer: B

NEW QUESTION # 166
......
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