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Topic 1: Single Sign-On (SSO)

- Given a scenario, recommend the appropriate SSO strategy

e 1. Federated SSO
o 2.SSO0 strategies

- Given a scenario, configure SSO

¢ 1. SAML Configuration
¢ 2. OpenlD Connect Configuration

- Given a scenario, troubleshoot common SSO issues

e 1. SAML issues
e 2. OpenlD Connect issues

Topic 2: Directory Services

- Given a scenario, configure directory services

e 1. Integration settings
e 2. Configuration steps

- Given a scenario, recommend the appropriate directory service solution

e 1. Active Directory
e 2. LDAP

Topic 3: Identity Management

- Describe the role(s) Identity Management plays in the enterprise

¢ 1. Identity Management solutions
¢ 2. Identity Management concepts

- Given a scenario, recommend the appropriate Salesforce authentication mechanism

¢ 1. Security tokens
e 2. Connected Apps
¢ 3. Authentication mechanisms

- Given a scenario, troubleshoot common authentication issues

¢ 1. Login issues
o 2. Authentication flow issues

- Describe the risks to enterprise security associated with Identity Management

o 1. Identity threats
¢ 2. Mitigation strategies

Topic 4: Access Management

- Given a scenario, troubleshoot common access management issues

¢ 1. Configuration errors
e 2. Access errors

- Given a scenario, describe how to configure access management

¢ 1. Access control implementation
o 2. Configuration settings

- Given a scenario, recommend the appropriate access management solution

¢ 1. Enterprise territory management
¢ 2. Roles and Sharing Rules
¢ 3. Profiles and Permission Sets
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Salesforce Identity-and- Access-Management- Architect Examenskandidaten alle wissen, dass Salesforce Identity-and- Access-
Management- Architect Priifung ist nicht leicht zu bestehen. Aber es ist auch der einzige Weg zum Erfolg, so dass sie die Priifung
ablegen miissen. Um Thre Berufsaussichten zu verbessern, miissen Sie diese Zertifizierungspriifung bestehen. Die Priifingsfragen und
Antworten zur Salesforce Identity-and- Access-Management- Architect Zertifizierung von Zertpruefung enthalten verschiedene
gezielte und breite Wissensgebiete. Es gibt keine anderen Biicher oder Materialien, die ihr tiberlegen sind. Zertpruefing wird sicher
Thnen helfen, diese Salesforce Identity-and- Access-Management- Architect Priifung zu bestehen. Die Untersuchung zeigt sich, dass
die Erfolgsquote von Zertpruefing 100% betrégt. Zertpruefing ist die einzige Methode, die Then zum Bestehen der Salesforce
Identity-and- Access-Management- Architect Priifung hilft. Wenn Sie Zertpruefing wéhlen, wartet eine schone Zukuntft auf Sie da.

Salesforce Certified Identity and Access Management Architect Identity-and-
Access-Management-Architect Priifungsfragen mit Losungen (Q63-Q68):

63. Frage

Universal containers (UC) would like to enable SAML-BASED SSO for a salesforce partner community. UC has an existing Idap
identity store and a third-party portal. They would like to use the existing portal as the primary site these users' access, but also want
to allow seamless access to the partner community. What SSO flow should an architect recommend?

A. IDP-initiated
B. Web server
C. User-Agent
D. Sp-Initiated

Antwort: A

Begrindung;

Explanation

IDP-initiated SSO flow is when the user starts at the identity provider (IDP) site and then is redirected to the service provider (SP)
site with a SAML assertion. This flow is suitable for UC's scenario because they want to use their existing portal as the primary site
and also enable seamless access to the partner community. The IDP-initiated flow does not require the user to log in again at the SP
site, which is Salesforce in this case.

References: SAML SSO Flows, Single Sign-On, Salesforce Community Single Sign-on (SSO)

64. Frage

A global fitness equipment manufacturer is planning to sell fitness tracking devices and has the following requirements:

1) Customer purchases the device.

2) Customer registers the device using their mobile app.

3) A case should automatically be created in Salesforce and associated with the customers account in cases where the device
registers issues with tracking,

Which OAuth flow should be used to meet these requirements?

A. OAuth 2.0 Asset Token Flow

B. OAuth 2.0 User-Agent Flow

C. OAuth 2.0 Device Flow

D. OAuth 2.0 SAVL Server Assertion Flow

Antwort: A

Begrindung;

The OAuth 2.0 Asset Token Flow is Salesforce's purpose-built answer for connected devices and IoT-style integrations. It is
designed for assets that need to act on behalf of a physical device or asset record rather than a human user. That makes it the
correct fit for sensors, GPS trackers, or smart devices that must securely post telemetry or create service actions in Salesforce.
User-agent, web-server, or username-password flows are built around user identity or generic application access, not around a
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registered device/asset relationship. The architectural advantage of the asset token model is that it ties the authorization context back
to the asset, which is exactly what you want when the platform must know which device generated the event or maintenance alert.
This is why option B is the best answer in Salesforce termns.

65. Frage

Northern Trail Outfitters (NTO) is launching a new sportswear brand on its existing consurmer portal built on Salesforce Experience
Cloud. As part of the launch, emails with promotional links will be sent to existing customers to log in and claima discount. The
marketing manager would like the portal dynamically branded so that users will be directed to the brand link they clicked on;
otherwise, users will view a recognizable NTO-branded page.

The campaign is launching quickly, so there is no time to procure any additional licenses. However, the development team is
available to apply any required changes to the portal.

‘Which approach should the identity architect recommend?

A. Create a full sandbox to replicate the portal site and update the branding accordingly.

B. Implement Experience ID in the code and extend the URLs and endpoints, as required.

C. Use Heroku to build the new brand site and embedded login to reuse identities.

D. Configure an additional community site on the same org that is dedicated for the new brand.

Antwort: B

Begrindung;

Explanation

To dynamically brand the portal so that users will be directed to the brand link they clicked on, the identity architect should
recommend inplementing Experience ID in the code and extending the URLs and endpoints, as required. Experience ID is a
parameter that can be used to identify different brands or experiences within a single Experience Cloud site (formerly known as
Community). Dynamic branding is a feature that allows Experience Cloud sites to display different branding elements, such as logos,
colors, or images, based on the Experience ID or other criteria. By implementing Experience ID in the code, the identity architect
can provide a consistent and personalized brand experience for each user without creating muiltiple sites or sandboxes.

References: Experience ID, Dynamic Branding for Experience Cloud Sites

66. Frage
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A pharmaceutical company has an on-premise application (see illustration) that it wants to integrate with Salesforce.

The IT director wants to ensure that requests must include a certificate with a trusted certificate chain to access the company's on-
premise application endpoint.

‘What should an Identity architect do to meet this requirement?

A. Use open SSL to generate a Self-signed Certificate and upload it to the on-premise app.

B. Upload a third-party certificate from Salesforce into the on-premise server.

C. Generate a certificate authority-signed certificate in Salesforce and uploading it to the on-premise application Truststore.
D. Configure the company firewall to allow traffic from Salesforce IP ranges.

Antwort: C

Begrindung;

Explanation

To ensure that requests must include a certificate with a trusted certificate chain to access the company's on-premise application
endpoint, the identity architect should generate a certificate authority-signed certificate in Salesforce and upload it to the on-premise
application Truststore. A certificate authority-signed certificate is a certificate that is issued by a trusted third-party entity, such as
VeriSign or Thawte, that verifies the identity and authenticity of the certificate holder. A Truststore is a repository that stores trusted
certificates and public keys. By generating a certificate authority-signed certificate in Salesforce and uploading it to the on-premise
application Truststore, the identity architect can enable mutual authentication and secure commumication between Salesforce and the
on-premise application. The other options are not recommended for this scenario, as they either do not provide a trusted certificate
chain, do not enable mutual authentication, or do not secure the commumnication. References: Create Certificate Authority-Signed

Certificates, Mutual Authentication

67. Frage
A manufacturer wants to provide registration for an Internet of Things (IoT) device with limited display nput or capabilities.
Which Salesforce OAuth authorization flow should be used?



A. OAuth 2.0 User-Agent

B. OAuth 2.0 WiT Bearer Flow
C. OAuth 2.0 Device Flow

D. OAuth 2.0 Asset Token Flow

Antwort: C

Begriindung;

The OAuth 2.0 Device Flow is intended for devices that have limited input or display capabilities and therefore cannot easily support
a standard browser-based login interaction. Instead of collecting full credentials on the device, the user completes authorization on a
secondary device using a verification code and URL. That is why Salesforce recommends device flow for TVs, appliances, kiosks,
and similarly constrained hardware. Asset Token Flow solves a different problem: it authorizes a registered asset or device to call
Salesforce as a connected thing. Here the requirement is about registration and user authorization froma constrained device, so the
device flow is the correct match. The design distinction is between human sign-in on limited hardware and secure machine identity for
an asset. This is why option D is the best answer in Salesforce terms.

Die Salesforce Identity-and- Access-Management- Architect Zertifizierungsprifing ist der erste Schritt zum Berufserfolg fur IT-
Fachleute. Durch die Salesforce Identity-and- Access-Management- Architect Zertifizierungsprifing haben Sie schon den ersten Fuf3
auf die Spitze Ihrer Karriere gesetzt. Zertpruefing wird Ihnen helfen, die Salesforce Identity-and- Access-Management- Architect
Zertifizierungspriifing zu bestehen.
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