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B #187
‘When does a TLS handshake occur?

e A. After a TCP handshake has been established
¢ B. Only during DNS over HTTPS queries

¢ (. Before establishing a TCP connection

¢ D. Independently of HTTPS commumications

EfE: A

A -
A TLS handshake occurs after the TCP handshake is complete. The TLS handshake is responsible for establishing a secure,
encrypted session between client and server, including the negotiation of encryption algorithms and exchange of keys.

M #188
Which Palo Alto Networks tools enable a proactive, prevention-based approach to network automation that accelerates security
analysis?

A. MineMeld
B. Cortex XDR
C. AutoFocus
D. WildFire

iIFf@g: B

L2

Cortex XDR is a security analytics platform that converges logs from network, identity, endpoint, application, and other security
relevant sources to generate high-fidelity behavioral alerts and facilitate rapid incident analysis, investigation, and responsel. Cortex
XDR uses machine learning algorithis to automate data analysis and apply modeling in real time, helping organizations to reduce
analyst workloads and improve securityl. Cortex XDR also integrates with Palo Alto Networks next-generation firewalls and other
security tools to streamline and speed network security response2. Reference: Security Analytics - Palo Alto Networks, Network
Security Automation - Palo Alto Networks

B #189
What is the finction of an endpoint detection and response (EDR) tool?

A. To ingest alert data from network devices

B. To monitor activities and behaviors for investigation of security incidents on user devices

C. To provide organizations with expertise for monitoring network devices

D. To integrate data from different products in order to provide a holistic view of security posture

EfE: B

R :
Endpoint Detection and Response (EDR) tools monitor, record, and analyze endpoint activity to detect suspicious behavior,
mvestigate incidents, and respond to threats on user devices such as laptops and desktops.

M #190
What is the purpose of host-based architectures?

e A They divide responsibilities among clients.
e B. They allow client computers to perform most of the work.



o (. They share the work of both clients and servers.
¢ D. They allow a server to performall of the work virtually.

IEf#: D

R -
In a host-based architecture, the server (host) handles all processing tasks, while the client mainly provides input/output. This
centralizes control, processing, and data storage on the server, reducing the client's role to that of a terminal.

HH #191
Which aspect of a SaaS application requires compliance with local organizational security policies?

A. Data-at-rest encryption standards

B. Types of physical storage media used
C. Acceptable use of the SaaS application
D. Vulnerability scanning and management

EfE: C

A -

SaaS applications are cloud-based software that users can access from anywhere and any device. This poses a challenge for
organizations to ensure that their employees are using the SaaS applications in a secure and compliant manner. Therefore,
organizations need to establish and enforce acceptable use policies (AUPs) for SaaS applications that define the rules and guidelines
for accessing and using the applications, such as who can use them, what data can be stored or shared, and what actions are
prohibited12. AUPs help organizations to protect their data, prevent unauthorized access, and comply with local regulations and
standards3. Reference: Using Software as a Service (SaaS) securely - NCSC, Minimum Security Standards for Software-as-a-
Service (SaaS) and Platform+-as-a-Service (PaaS) | University IT, How to Secure Your SaaS Applications - CyberArk
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