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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q228-Q233):
NEW QUESTION # 228 
When an AWS Config rule is triggered a JSON object known as an AWS Config Event is created. This object contains a(n) ____
attribute, which is a JSON-formatted set of key/value pairs the receiving AWS Lambda function processes as part of its evaluation
logic.
Response:

A. mappingTemplate
B. invokingEvent
C. ruleConfiguration
D. inputParameters

Answer: D

NEW QUESTION # 229 
You are deploying a web application in a VPC that requires SSL mutual authentication with a clientside, smartcard-stored
certificate. The ELB Classic Load Balancer listener must support mutual authentication between the client and the application.
Which load balancer protocol should you select for this application?
Response:

A. HTTP
B. TCP
C. HTTPS
D. SSL

Answer: B

NEW QUESTION # 230 
A company is using custom DNS servers that run BIND for name resolution in its VPCs. The VPCs are deployed across multiple
AWS accounts that are part of the same organization in AWS Organizations. All the VPCs are connected to a transit gateway. The
BIND servers are running in a central VPC and are configured to forward all queries for an on-premises DNS domain to DNS
servers that are hosted in an on-premises data center. To ensure that all the VPCs use the custom DNS servers, a network engineer
has configured a VPC DHCP options set in all the VPCs that specifies the custom DNS servers to be used as domain name servers.
Multiple development teams in the company want to use Amazon Elastic File System (Amazon EFS). A development team has
created a new EFS file system but cannot mount the file system to one of its Amazon EC2 instances. The network engineer
discovers that the EC2 instance cannot resolve the IP address for the EFS mount point fs-33444567d.efs.us-east-
1.amazonaws.com. The network engineer needs to implement a solution so that development teams throughout the organization can
mount EFS file systems.
Which combination of steps will meet these requirements? (Choose two.)

A. Create an Amazon Route 53 private hosted zone for the efs.us-east-1.amazonaws.com domain.Associate the private
hosted zone with the VPC where the EC2 instance is deployed. Create an A record for fs-33444567d.efs.us-east-
1.amazonaws.com in the private hosted zone. Configure the A record to return the mount target of the EFS mount point.
B. Create an Amazon Route 53 Resolver inbound endpoint in the central VPUpdate all the VPC DHCP options sets to use
the Route 53 Resolver inbound endpoint in the central VPC for name resolution.
C. Create an Amazon Route 53 Resolver outbound endpoint in the central VPC. Update all the VPC DHCP options sets to
use AmazonProvidedDNS for name resolution.
D. Create an Amazon Route 53 Resolver rule to forward queries for the on-premises domain to the on-premises DNS
servers. Share the rule with the organization by using AWS Resource Access Manager (AWS RAM). Associate the rule with
all the VPCs.
E. Configure the BIND DNS servers in the central VPC to forward queries for efs.us-east-
1.amazonaws.com to the Amazon provided DNS server (169.254.169.253).

Answer: C,D

Explanation:



https://aws.amazon.com/blogs/security/simplify-dns-management-in-a-multiaccount-environment- with-route-53-resolver/ You can
mount an Amazon EFS file system on an Amazon EC2 instance using DNS names. The file system DNS name automatically
resolves to the mount target's IP address in the Availability Zone of the connecting Amazon EC2 instance. To be able to do that, the
VPC must use the default DNS provided by Amazon to resolve EFS DNS names.
If you plan to use EFS in your environment, I recommend that you resolve EFS DNS names locally and avoid sending these queries
to central DNS because clients in that case would not receive answers optimized for their availability zone, which might result in
higher operation latencies and less durability.

NEW QUESTION # 231 
A company has deployed an application in a VPC that uses a NAT gateway for outbound traffic to the internet. A network engineer
notices a large quantity of suspicious network traffic that is traveling from the VPC over the internet to IP addresses that are included
on a deny list. The network engineer must implement a solution to determine which AWS resources are generating the suspicious
traffic. The solution must minimize cost and administrative overhead.
Which solution will meet these requirements?

A. Use VPC flow logs. Launch a security information and event management (SIEM) solution in the VPC. Configure the
SIEM solution to ingest the VPC flow logs. Run queries on the SIEM solution to identify the AWS resources that are
generating the suspicious traffic.
B. Launch an Amazon EC2 instance in the VPC. Use Traffic Mirroring by specifying the NAT gateway as the source and the
EC2 instance as the destination. Analyze the captured traffic by using open-source tools to identify the AWS resources that
are generating the suspicious traffic.
C. Configure the VPC to stream the network traffic directly to an Amazon Kinesis data stream. Send the data from the
Kinesis data stream to an Amazon Kinesis Data Firehose delivery stream to store the data in Amazon S3. Use Amazon
Athena to query the data to identify the AWS resources that are generating the suspicious traffic.
D. Use VPC flow logs. Publish the flow logs to a log group in Amazon CloudWatch Logs. Use CloudWatch Logs Insights to
query the flow logs to identify the AWS resources that are generating the suspicious traffic.

Answer: D

NEW QUESTION # 232 
Which of the following are valid Direct Connect Requirements for the customer router?
Response:

A. BGP ASN, Single Mode Fiber Connection, 802.1q
B. IPSEC VPN, CAT-5 Ethernet Connection, 802.3ad
C. IPSEC VPN, Single Mode Fiber Connection, 802.1q
D. BGP ASN, CAT-5 Ethernet Connection, 802.3ad

Answer: A

NEW QUESTION # 233
......
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