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A. Least privilege through contextual device checks
B. Implicit trust of datacenter zones
C. Micro-segmentation based solely on IP
D. Single-sign-on token reuse

Answer: A

Explanation:
Combining device and location ensures least-privilege evaluation.

NEW QUESTION # 45 
A DevOps team requests temporary shell access to an internal build server.
Which ZTNA capability can grant least-privilege, time-bound access?

A. Permanent addition to privileged IDP group
B. Connector NAT exception list
C. SIEM-triggered token refresh
D. Just-in-time (JIT) Policy with expiry timer

Answer: D

Explanation:
JIT policies allow precise, time-limited access without long-term group changes.

NEW QUESTION # 46 
In a Brownfield Migration, what tool assists mapping VPN subnets to ZTNA app objects?

A. TLS packet sniffer
B. Network Discovery Scan in the Admin Console
C. SIEM correlation rule export
D. Manual spreadsheet import

Answer: B

Explanation:
The built-in discovery tool accelerates brownfield mapping.

NEW QUESTION # 47 
Why might you keep Legacy VPN active in parallel during initial ZTNA go-live?

A. Reduces SIEM license costs
B. Allows TLS 1.0 traffic
C. Provides temporary fallback while confidence builds
D. Enables Connector GRE encapsulation

Answer: C

Explanation:
Gradual transition needs rollback path.

NEW QUESTION # 48 
Which two outcomes occur when you define multiple Network Security Boundaries that overlap IP ranges?

A. Connectors in both boundaries form an any-to-any tunnel mesh
B. Policy evaluation fails open if overlap is detected
C. Health-check alerts show "Overlapping Subnet" warnings
D. ZTNA prioritizes the most specific (longest-prefix) range first



Answer: C,D

Explanation:
Longest-prefix wins; the portal warns but does not fail open.
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......
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