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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q602-Q607):

NEW QUESTION # 602

Enabling firewall ACLs may not resolve the issue if the firewall rules do not block the malicious or unwanted websites. Verifying the
routing tables may not resolve the issue if the routing configuration is correct and does not affect the web traffic. Updating the
antivirus definitions may help prevent future infections but may not remove the existing malware or changes to the localhost file.
References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives Version 4.0, Domain 1.question 218a A network
technician installed a SOHO router for a home office user. The user has read reports about home routers being targeted by malicious
actors and then used in DDoS attacks. Which of the following can the technician MOST likely do to defend against this threat?

A. Change the default credentials.
B. Configure port forwarding.

C. Add network content filtering,
D. Disable the SSID broadcast.

Answer: A

Explanation:

One of the most effective ways to defend against malicious actors targeting home routers for DDoS attacks is to change the default
credentials of the router. The default credentials are often well-known or easily guessed by attackers, who can then access and
compromise the router settings and firmware. By changing the default credentials to strong and unique ones, a technician can prevent
unauthorized access and configuration changes to the router. Adding network content filtering may help block some malicious or
unwanted websites but may not prevent attackers from exploiting router vulnerabilities or backdoors. Disabling the SSID broadcast
may help reduce the visibility of the wireless network but may not prevent attackers from scanning or detecting it.

Configuring port forwarding may help direct incoming traffic to specific devices or services but may not prevent attackers from
sending malicious packets or requests to the router. References: CompTIA A+ Core 2 (220-1002) Certification Exam Objectives
Version 4.0, Domain 3.3

NEW QUESTION # 603
A department has the following technical requirements for a new application:
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The company plans to upgrade froma 32-bit Windows OS to a 64-bit OS. Which of the following will the company be able to fully
take advantage of after the upgrade?

A. Hard drive
B. CPU
C.RAM

D. Touch screen

Answer: C

Explanation:

https//www.makeuseof.com/tag/difference-32-bit-64-bit-windows/

After upgrading froma 32-bit Windows OS to a 64-bit OS, the company will be able to fully take advantage of the RAM of the
computer. This is because a 64-bit operating system is able to use larger amounts of RAM compared to a 32-bit operating system,
which may benefit the system's overall performance if it has more than 4GB of RAM installed
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NEW QUESTION # 604
Which of'the following filesysters is most likely to be used for the boot volume on a Linux desktop?

A.NTFS
B. ext4
C. APFS
D. HFS

Answer: B

NEW QUESTION # 605

A user calls the help desk to report that none of the files on a PC will open. The user also indicates a program on the desktop is
requesting payment in exchange for file access A technician verifies the user's PC is infected with ransorrrware. Which of the
following should the technician do FIRST?

A. Scan and remove the malware

B. Schedule automated malware scans
C. Disable System Restore

D. Quarantine the system

Answer: D

Explanation:
Explanation
The technician should quarantine the system first1

NEW QUESTION # 606

A company-owned mobile device is displaying a high number of ads, receiving data-usage limit notifications, and experiencing slow
response. After checking the device, a technician notices the device has been jailbroken. Which of the following should the
technician do next?

A. Undo the jailbreak and enable an antivirus.

B. Back up the files and do a system restore.

C. Restore the defaults and reimage the corporate OS.
D. Run an antivirus and enable encryption.

Answer: C

Explanation:

Jailbreaking a device exposes it to various security risks, such as malware, data theft, network attacks, and service disruption1234.
Running an antivirus and enabling encryption may not be enough to remove the threats and restore the device's fimctionality. Undoing
the jailbreak may not be possible or effective, depending on the method used. Backing up the files and doing a system restore may
preserve the jailbreak and the associated problems. The best option is to erase the device and reinstall the original operating system
that is compatible with the corporate policies and standards. This will ensure that the device is clean, secure, and compliant25.
References: 1 What is Jailbreaking & Is it

safe? -Kaspersky(https:/www.kaspersky.com/resource-center/definitions/what-is-jailbreaking). 2 Jailbreak Detection: Why is
jailbreaking a potential security risk? - Cybersecurity ASEE(https://cybersecurity.asee.co/blog/what-is-jailbreaking/). 3 Jailbreaking
Information for 10S Devices | University IT(https:/uit.stanford.edwservice/mydevices/jailbreak)4 What does it mean to jailbreak
your phone-and is it legal? - Microsoft(https://www.microsoft.com/en-us/microsoft-365- life-hacks/privacy-and-safety/what-is-
jailbreaking-a- a corporate laptop back to a personal laptop... Enterprise vs Pro - Windows
10(https//community.spiceworks.convtopic/2 1968 12-resetting-a-corporate- laptop-back-to-a-personal- laptop-ent

NEW QUESTION # 607
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