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¢ OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
=x 1 (1AM) Sp.ecia]ist and covers the implementation of O Auth services and SAML-based single sign-on
configurations.

=52 e 802.1X Authentication

¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
=x 3 covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure

(PKI).

¢ Admnistering and Authenticating Users: This section of the exam measures the skills of a Security
= 4 Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.

¢ FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
=X 5 Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

e Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
=6 the implementation and configuration of two- factor authentication using FortiTokens and other verification
methods.

o FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment

=H 7
=H methods.
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¢ Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
=X 8 Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

¢ Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
™9 configuration and management of self-service portals for guest and local user access.

¢ FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
A 10 and covers the setup and use of FIDO2 standards for passwordless authentication.

¢ This section of the exam measures the skills of a Network Security Engineer and covers the configuration
F=H 11 of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

¢ Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including

FA 12
T mitial deployment steps and system preparation for identity management services.
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EE #36
‘When revoking a certificate, which reason must be selected if you want the ability to reinstate it at a later time?

e A OnHold

¢ B. Operation ceased
e C. Unspecified

¢ D. Superseded

HE: A

HEE #37
What is two-factor authentication (2FA)?

¢ A Using two different VPN connections for secure access

¢ B. Using two different network protocols for authentication

¢ (. Requiring users to provide two different forns of authentication before granting access
¢ D. Authenticating users using only their email addresses

Y. C

HE #38
What does PKI stand for in the context of certificate management?

e A Personal Key Identification
¢ B. Private Key Infrastructure
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¢ C. Public Key Integration
¢ D. Public Key Infrastructure

HE: D

EE #39
Which FSSO discovery method makes use of service tickets to authenticate new users and validate the currently logged on users?

A. DC polling

B. FortiClient SSO mobility agent
C. RADIUS accounting

D. Kerberos-based FSSO

o
il

: D

HAE #40
‘When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role must you select on the primary
FortiAuthenticator?

A. Cluster member

B. Active-passive primary
C. Load balancing primary
D. Standalone primary
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