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A Chief Executive Officer (CEO) wants to implement BYOD in the environment. Which of the following options should the security
analyst suggest to protect corporate data on these devices?
(Choose two.)

A. Enable email services on the device.
B. Disable Bluetooth on the device.
C. Enable encryption on all devices.
D. Disable VPN connectivity on the device.
E. Enable MDM/MAM capabilities.
F. Disable near-field communication on the device.

Answer: C,E

NEW QUESTION # 340 
A Chief Information Security Officer has asked for a list of hosts that have critical and high-severity findings as referenced in the
CVE database. Which of the following tools would produce the assessment output needed to satisfy this request?

A. Fuzzer
B. Wireshark
C. Prowler
D. Nessus
E. Nikto

Answer: D

Explanation:
Nessus is a vulnerability scanning and assessment tool that can be used to scan systems for potential vulnerabilities and weaknesses.
It provides detailed reports on any critical and high-severity findings as referenced in the CVE database, making it the ideal tool for
fulfilling the Chief Information Security Officer's request. Nikto, fuzzer, wireshark, and prowler are all security tools, but they are not
applicable for the scenario described in the question. Here is a link to an article from CompTIA's website about Nessus for your
reference: https://www.comptia.org/content/nessus-vulnerability-scanning-and-assessment-tool.

NEW QUESTION # 341 
An analyst must review a new cloud-based SIEM solution. Which of the following should the analyst do FIRST prior to discussing
the company's needs?

A. Check industry news feeds for product reviews.
B. Perform a vulnerability scan against a test instance.
C. Download the product security white paper.
D. Ensure a current non-disclosure agreement is on file

Answer: D

NEW QUESTION # 342 
An incident responder successfully acquired application binaries off a mobile device for later forensic analysis.
Which of the following should the analyst do NEXT?

A. Perform a factory reset on the affected mobile device.
B. Decompile each binary to derive the source code.
C. Encrypt the binaries using an authenticated AES-256 mode of operation.
D. Inspect the permissions manifests within each application.
E. Compute SHA-256 hashes for each binary.

Answer: E

NEW QUESTION # 343 



An organization has the following vulnerability remediation policies:
* For production environment servers:
* Vulnerabilities with a CVSS score of 9.0 or greater must be remediated within 48 hours.
* Vulnerabilities with a CVSS score of 5.0 to 8.9 must be remediated within 96 hours.
* Vulnerabilities in lower environments may be left unremediated for up to two weeks.
* All vulnerability remediations must be validated in a testing environment before they are applied in the production environment.
The organization has two environments: production and testing. The accountingProd server is the only server that contains highly
sensitive information.
A recent vulnerability scan provided the following report:
Which of the following identifies the server that should be patched first? (Choose Two)

A. timecardProd
B. expense Prod
C. timecardTesl
D. expenseTest
E. accountingProd
F. stagingTest
G. accountingTest

Answer: B,E

Explanation:
These servers should be patched first because they have vulnerabilities with CVSS scores of 9.0 and 8.9 respectively, which fall
under the policy of remediating within 48 hours and 96 hours for production environment servers. The other servers either have
lower CVSS scores, are in lower environments, or do not contain highly sensitive information.

NEW QUESTION # 344
......
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