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HM #26
What is the next step a technician should take after completing malware cleanup?

e A. Educate the end user

¢ B. Performa secondary antivirus scan
¢ C. Reimage the computer

e D. Review system logs

Ef: A

-
Comprehensive and Detailed Explanation From Exact Extract:
Once the systemis cleaned, the next priority is toeducate the useron safe practices to prevent recurrence.
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FromQuentin Docter - CompTIA A+ Conplete Study Guide:
"Post-malware remediation should include user education to prevent reinfection and identify how the malware was introduced."”

HE #27

A technician is attempting to join a workstation to a domain but is receiving an error message stating the domain cannot be found.
However, the technician is able to ping the server and access the internet. Given the following information:

* [P Address - 192.168.1.210

* Subnet Mask - 255.255.255.0

* Gateway - 192.168.1.1

* DNSI1 - 8.8.8.8

*DNS2 - 1.1.1.1

* Server - 192.168.1.10

Which of'the following should the technician do to fix the issue?

A. Configure a subnet mask.
B. Assign a static IP address.
C. Update the default gateway.
D. Change the DN settings.

EfE: D
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Comprehensive and Detailed Explanation From Exact Extract:

The issue described-"domain cannot be found" despite the ability to ping the server and access the nternet-indicates aDNS
resolution problem, not a network connectivity issue. The workstation is currently usingpublic DNS servers (8.8.8.8 and
1.1.1.1)whichcannot resolve internal domain names, such as the ones used in Active Directory environments. To resolve this, the
technician needs tochange the DNS settings to point to the internal DN'S server, which in most domain setups is thedomain controller
itself (likely 192.168.1.10 in this case).

Here's the breakdown of the incorrect options:

* B. Assign a static IP address: The IP is already assigned and functioning; the device can ping and reach the network and internet.
* C. Configure a subnet mask: The subnet mask is appropriate for the network range (Class C /24).

* D. Update the default gateway: The gateway is valid and allows internet access; this is not the issue.

CompTIA A+ 220-1102 Core 2 Objective Reference:

Objective 1.8 - Given a scenario, use features and tools of the operating system.

Under this objective, candidates must know how to troubleshoot OS-based network configurations, including proper DNS settings
in domain environments.

H #28
A security administrator teaches all of an organization's staff members to use BitLocker To Go. Which of the following best
describes the reason for this training?

A. To configure all laptops to use the TPM as an encryption factor for hard drives

B. To enable Secure Boot and a BIOS-level password to prevent configuration changes
C. To ensure that all removable media is password protected in case of loss or theft

D. To enforce VPN connectivity to be encrypted by hardware modules

IEf: C

AR :

Comprehensive and Detailed Explanation From Exact Extract:

BitLocker To Go is a Microsoft encryption feature specifically designed for removable drives such as USB flash drives and external
hard drives. It allows users to protect the data on these devices by requiring a password to decrypt the contents, thereby preventing
unauthorized access in the event the device is lost or stolen.

A is correct because BitLocker To Go is directly tied to password-protecting removable media.

B and C are unrelated to BitLocker To Go; Secure Boot and VPN encryption are entirely different security layers.

D applies to BitLocker (not BitLocker To Go) and full disk encryption on internal drives using TPM.

Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast common security measures and tools.



Study Guide Section: Encryption technologies (BitLocker, BitLocker To Go)

HH #29
A user reports that the time on their computer does not match the time on their VoIP phone. What should a technician do?

¢ A. Configure access to an available NTP server.

¢ B. Confirm the user is logging in to the domain.

¢ (. Download and install the latest BIOS update.

e D. Manually set the time on the phone to match the computer.

EfE: A
fEE N -

This scenario involves a mismatch in device time settings, which can affect synchronization and authentication across the network.
Using aNetwork Time Protocol (NTP) serverensures all networked devices maintain accurate and synchronized clocks.
FroniTravis Everett - All-in-One Exam Guide:

"NTP servers keep all devices on a network in sync. This prevents time drift, which can cause authentication issues with domain
logins, certificates, and applications." .

HM #30
Performance on a user's smartphone is degrading. Applications take a long time to start, and switching between windows also takes
a long time. Which of the following diagnostic steps should a mobile technician take first?

¢ A Uninstall unneeded applications

¢ B. Restore the phone to factory settings
e C. Check the phone's battery state

e D. Restart the phone

iFf@g: D

L2

Comprehensive and Detailed Explanation From Exact Extract:

Thefirst stepin troubleshooting degraded mobile performance is typically arestart. This clears RAM and stops background processes
that might be causing issues.

FromAll-in-One Exam Guide:

"Before taking nvasive measures like a factory reset, always restart the device. A reboot clears temporary files and can significantly
improve responsiveness."
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