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CIPS L6M7 Exam Syllabus Topics:

Topic Details

Topic 1

Understand the concept of big data in the global supply chain: This section of the exam measures the skills
of Supply Chain Managers and covers understanding big data's role in enhancing supply chain operations.
It evaluates how big data transforms procurement and supply functions by leveraging large volumes of
diverse data, focusing on skills like "Data Trend Analysis.

Topic 2

Understand data integrity and its impact on procurement and supply: Targeting IT Security Officers, this
section focuses on ensuring that all collected information remains accurate (data integrity) while maintaining
confidentiality through legal frameworks like GDPR. It assesses strategies for managing disruptions, such as
system redundancy.

Topic 3

Understand the impact of cyber security on procurement and supply: This part targets Cybersecurity
Experts, exploring how cyber threats affect supply chains by compromising sensitive information through
vulnerabilities in software or networks. It involves evaluating technologies to secure systems effectively,
emphasizing "Secure Data Transmission.

CIPS Commercial Data Management Sample Questions (Q21-Q26):
NEW QUESTION # 21 
Joe is a Supply Chain Manager at Crunchy Lettuce Incorporated and is responsible for multiple sets of data on aspects of the
business, including suppliers, customers, and manufacturing processes. Joe is aware that the integrity of his data is extremely
important as, without accurate data, he is unable to plan effectively for future orders and deliveries.
Which of the following are ways in which data integrity can be affected? Select THREE.

A. Manipulation
B. Omission
C. Commission
D. Corruption
E. Corrosion

Answer: A,B,C

Explanation:
Commission: Data is mistakenly created, such as duplicate records.
Omission: Data is accidentally deleted or not recorded.
Manipulation: Data is changed incorrectly, such as an extra zero added to a value.
Corruption is not included because it refers to data being unreadable or damaged rather than integrity being affected by an internal
process. Corrosion refers to metal deterioration and is unrelated to data.

NEW QUESTION # 22 
Henry is the Head of IT at Purple Rain Ltd and is presenting a case to the Senior Leadership Team to ask for more investment in the
company's IT strategy. Henry believes the company has an issue with data resilience and is asking for more money to be invested in
this. He has completed a Business Impact Assessment (BIA) to better understand what data the company holds. Jon is the Head of
Procurement and has listened intently to Henry's presentation. He has decided to go back to his department and complete a
thorough risk assessment, as he is aware his team holds a lot of data on suppliers and contracts. The CEO of Purple Rain, Roger
Nelson, has asked Henry about next steps in order to protect the company from further risks associated with the IT strategy. Data is
currently stored on servers located at Purple Rain's Headquarters. The server room is locked at all times of the day and is only
accessible to staff members who have a key. The building itself is extremely secure with CCTV systems located both inside the
server room and outside it. However, the server room is prone to overheating.
What should Henry's next steps be?

A. Train all members of staff in the importance of password-protecting their work and the dangers of phishing
B. Contract a third-party cloud storage provider to manage the data on behalf of Purple Rain Ltd
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C. Complete a Priority Assessment and Recovery Objectives
D. Submit a budget request to increase the IT Security budget

Answer: C

Explanation:
Given Henry's focus on data resilience, the next logical step is to complete a Priority Assessment and define Recovery Objectives.
This will help identify which data and systems are most at risk and require immediate attention in the Data Resilience Plan. (P.105)

NEW QUESTION # 23 
Fluffy Pillows Ltd has recently expanded its operations and has hired more staff. These staff will work remotely and because of this
Fluffy Pillows Ltd is in need of buying and upgrading their IT systems. The CEO of Fluffy Pillows is examining the security of
currently held data in preparation for the expansion and has recently completed a document which looks into what data is stored
where and what the consequences would be if this data were to be stolen or corrupted. In his research he has found multiple data
entries for the same information, which he believes could lead to inaccuracies in data reporting. He is also concerned that the data
isn't being stored securely and is unsure whether he should retain some of the confidential personal details on employees who have
left the business. He has decided that along with the introduction of new systems it is important that all members of staff at Fluffy
Pillows are aware of the responsibilities of storing data correctly and the risks of cyber attacks.
What is the main legal concern regarding the data?

A. Data can be hacked and sold on
B. Data can easily be corrupted and used for purposes it was not intended for
C. Compliance with regulations such as GDPR
D. Fluffy Pillows may get sued by past employees

Answer: C

Explanation:
Compliance with GDPR is the main legal concern. The key word in the question is legal.

NEW QUESTION # 24 
Bruno is the newly appointed Head of Operations of a manufacturing organisation based in Coventry that makes children's toys. The
company was established in 1958 and has many years of records of toys sold. Some of the early records are paper-based, but data
from the 1990s onwards is computer-based. Bruno believes that as the company acquired the data legally, it should be stored in the
office and can be used for marketing purposes. Is this true?

A. Yes - they can use any data from electronic records
B. No - data should not be held any longer than is necessary
C. Yes - if the company created the data, they can use it how they like
D. No - the old data will not be accurate

Answer: B

Explanation:
The Data Protection Act states that data should not be retained longer than necessary, typically around six years. Using historical
customer data for marketing without consent would likely breach data protection principles. (P.123)

NEW QUESTION # 25 
What is the benefit of an organisation using blockchain in data management?

A. It allows data to be changed easily
B. It is organisation-specific
C. Data cannot be modified
D. Data is stored centrally

Answer: C

Explanation:



Blockchain ensures data integrity by preventing modifications. If changes are needed, new blocks are added instead of altering
existing ones. This enhances transparency and security, as blockchain is decentralized and not vulnerable to a single point of failure.
(P.189)

NEW QUESTION # 26
......
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