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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q110-Q115):
NEW QUESTION # 110 
During a routine security audit, an organization's security team detects an unusual spike in network traffic originating from one of their
internal servers. Upon further investigation, the team discovered that the server was communicating with an external IP address
known for hosting malicious content. The security team suspects that the server may have been compromised. As the incident
response process begins, which two actions should be taken during the initial assessment phase of this incident? (Choose two.)

A. Conduct a comprehensive forensic analysis of the server hard drive.
B. Notify law enforcement agencies about the incident.
C. Disconnect the compromised server from the network.
D. Interview employees who have access to the server.
E. Review the organization's network logs for any signs of intrusion.

Answer: C,E

Explanation:

https://drive.google.com/open?id=1X7N7SZ-piSIyl_ZGsYD2vD_CCi-v-a1V
https://www.prep4pass.com/300-215_exam-braindumps.html
https://www.torrentvalid.com/300-215-valid-braindumps-torrent.html
https://www.realvalidexam.com/300-215-real-exam-dumps.html
https://www.prep4pass.com/300-215_exam-braindumps.html


During the initial phase of incident response, the two key actions are:
* Disconnecting the server (B) to contain the threat and prevent lateral movement or further exfiltration.
* Reviewing network logs (E) to understand the timeline and scope of the attack.
These are emphasized in the containment and detection stages of the incident response lifecycle outlined in NIST 800-61 and
covered in the Cisco CyberOps training.
-

NEW QUESTION # 111 
What describes the first step in performing a forensic analysis of infrastructure network devices?

A. resetting the device to factory settings and analyzing the difference
B. producing an accurate, forensic-grade duplicate of the device's data
C. immediately disconnecting the device from the network
D. initiating an immediate full system scan

Answer: B

Explanation:
The first and most important step in forensic analysis is to preserve the integrity of the data. According to best practices outlined in
the Cisco CyberOps Associate guide and NIST 800-86, forensic investigators must first produce a forensically sound, bit-by-bit
copy of the system's data (i.e., imaging). This enables analysis to occur without altering the original evidence, which is essential for
legal admissibility and maintaining the chain of custody.

NEW QUESTION # 112 
A threat intelligence report identifies an outbreak of a new ransomware strain spreading via phishing emails that contain malicious
URLs. A compromised cloud service provider, XYZCloud, is managing the SMTP servers that are sending the phishing emails. A
security analyst reviews the potential phishing emails and identifies that the email is coming from XYZCloud. The user has not clicked
the embedded malicious URL.
What is the next step that the security analyst should take to identify risk to the organization?

A. Find any other emails coming from the IP address ranges that are managed by XYZCloud.
B. Create a detailed incident report and share it with top management.
C. Delete email from user mailboxes and update the incident ticket with lessons learned.
D. Reset the reporting user's account and enable multifactor authentication.

Answer: A

Explanation:
Since the phishing email originates from a known compromised cloud provider (XYZCloud), the correct immediate action for the
security analyst is to determine the broader scope of exposure. This involves checking whether other users in the organization
received similar emails from the same potentially malicious source. Therefore, querying for emails from theIP address rangesorSMTP
domainslinked to XYZCloud is essential for identifying other possible attack vectors.
This step aligns with the containment phase of the incident response lifecycle, as outlined in theCyberOps Technologies (CBRFIR)
300-215 study guide, where threat hunting and log analysis are used to determine the extent of compromise and prevent lateral
movement or further exposure. Only after the scope is understood should remediation or reporting actions follow.
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter: Email-Based Threats and Containment Strategy
during Incident Response.

NEW QUESTION # 113 
Refer to the exhibit.



An engineer received a ticket to analyze a recent breach on a company blog. Every time users visit the blog, they are greeted with a
message box. The blog allows users to register, log in, create, and provide comments on various topics. Due to the legacy build of
the application, it stores user information in the outdated MySQL database. What is the recommended action that an engineer should
take?

A. Validate input on arrival as strictly as possible.
B. Match the web server software for the front-end and back-end servers.
C. Implement TLS 1.3 for external communications.
D. Upgrade the MySQL database.

Answer: A

Explanation:
The alert box in the screenshot ("HACKED BY 1337") is a classic sign ofCross-Site Scripting (XSS). This occurs when unvalidated
input is executed as code in a browser.
To prevent this:
* TheCisco CyberOps Associateguide recommendsstrict input validationas the primary defense against XSS and similar web-based
injection attacks.

NEW QUESTION # 114 
An engineer received a call to assist with an ongoing DDoS attack. The Apache server is being targeted, and availability is
compromised. Which step should be taken to identify the origin of the threat?

A. An engineer should check the services on the machine by running the command service -status-all.
B. An engineer should check the list of usernames currently logged in by running the command $ who | cut - d' ' -f1| sort | uniq
C. An engineer should check the last hundred entries of a web server with the command sudo tail -100 /var/
log/apache2/access.log.
D. An engineer should check the server's processes by running commands ps -aux and sudo ps -a.

Answer: C



NEW QUESTION # 115
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