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NEW QUESTION # 13
Which statement accurately describes the use of the agent key?

A. Tt is used for both downloading Instana artifacts and deploying an instance.
B. It is used only for deploying an instance.

C. It is required only for downloading the license.

D. It is not included in the purchase email and must be obtained separately.

Answer: A

Explanation:

The IBM Instana Observability product architecture uses a security credential called an agent key for authentication and
authorization in both installation and deployment operations. The documentation explicitly affirms: 'The agent key must be used for
downloading Instana installation artifacts from IBM repositories as well as for deploying agents to connect to the backend." This
binding ensures entitlement enforcement and integrity of data transfer. The key, distributed through official IBM entitlement channels
or purchase confirmation emails, validates the customer's licensed environment. During deployment, the same key is included in
configuration files or environment variables so that each agent securely authenticates to its assigned backend instance. This unified
mechanism simplifies lifecycle management while maintaining strong license controls. The key is never generated manually nor limited
to licensing download alone-its dual purpose makes it critical in both provisioning and operations stages.

NEW QUESTION # 14
What is the default folder used to install Instana agent in Linux?

A. var/lib/instana

B. /opt/instana/agent

C. /opt/instana/agent/etc/
D. /etc/default/instana

Answer: B

Explanation:

IBM Instana installation and agent management documentation specifies: "By default, the Instana agent is installed to the
/opt/instana/agent directory on Linux hosts." All primary binaries, configuration, and logs are contained within this root directory,
though logs and runtime data are often symlinked or forwarded to standard system directories for rotation. Management scripts and
configuration files reside inside this path as well-subdirectories like /etc/ and /data/ are located under /opt/instana/agent. This default
directory ensures a consistent and predictable layout across distributions and matches enterprise Linux filesystem standards for third-
party agents. Other directories listed (A, B, D) are for data or environment references but are not the root install directory.

NEW QUESTION # 15
Which staterment best describes Beelnstana?

A. Tt is a metric database used to perform complex metric queries

B. A Kubernetes operator that requires high-performing data stores and a distributed data store cluster.
C. An operator that can be used to install Instana on Kubernetes

D. An operator that can be used only on self-hosted deployments that have data stores installed

Answer: B

Explanation:

Beelnstana is identified in Instana's documentation as the core Kubernetes operator driving distributed installation and management
of Instana components. The documentation defines: "Beelnstana is a Kubernetes operator that requires robust, high-performing
distributed data stores and manages Instana deployment complexity, resource allocation, and scaling within large clusters." By
leveraging Kubernetes-native constructs, Beelnstana orchestrates Instana backend, UI, sensors, and streaming components-ensuring
reliable, scalable deployments for enterprise settings. The operator orchestrates failover, recovery, and persistent storage
management, supporting self-hosted and hybrid installations. While it is associated with metric data handling, its main role is
orchestration and operational management based on distributed database infrastructures. Simple operator installation (A, D) does
not capture its full role, and describing Beelnstana as only a metric database (B) misrepresents its architectural function in Instana's
platform lifecycle.



NEW QUESTION # 16
What is mandatory to use Instana REST APIs?

A. CURL
B. Python
C. Cookie
D. Token

Answer: D

Explanation:

Access to Instana's REST API is secured using authorization tokens-an industry-standard best practice for API authentication and
traceability. IBM documentation says: "A personal or team API token is required to authenticate REST API calls." Tokens serve as
credentials embedded in HTTP headers on each request, providing both identity and access control for the API consumer. Tokens
are mandatory; without a valid token, any API requests are denied with a 401 Unauthorized error, regardless of whether a tool
(such as CURL) is used. Tokens can be scoped for individual users (personal tokens) or teams (team tokens), enabling granular
tracking and revocation as part of enterprise security policies. API tokens are generated from the Instana UI under the profile or
team section. Cookies and raw client libraries (e.g., Python) are not authentication methods for Instana APIs.

NEW QUESTION # 17
After creating a custom dashboard in Instana, what are the default permissions for it?

A. Only owner can see and edit it - cannot be shared to other users.
B. All users can view it but only editors can modify it.

C. Only owner can see and edit it - can be shared to other users.

D. All users can view and edtt it.

Answer: C

Explanation:

The dashboard permissions model in Instana ensures secure, user-specific management of visual analytics content. IBM confirms:
"By default, dashboards created by a user are private and accessible only to their creator; they can be shared explicitly with other
users or teans for viewing or editing," This model supports controlled collaboration while maintaining ownership accountability. The
owner may later assign permissions within the UI, typically under the Dashboard Sharing and Permissions option, defining read or
write privileges per user or group. Default private scoping avoids accidental data exposure yet allows managed distribution in team
settings. Public dashboards may be intentionally created as shared artifacts, but sharing must always be a conscious user action.
These principles align with enterprise-grade security requirements described in the Permissions section of the dashboards
documentation and remain unchanged across Instana versions.
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