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Microsoft Security Operations Analyst Sample Questions (Q167-Q172):

NEW QUESTION # 167

Youneed to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Reference:
https://docs.microsoft.conven-us/cloud-app-security/siemsentinel

NEW QUESTION # 168

You have an Azure subscription that uses Microsoft Sentinel.

Youneed to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by
Microsoft Sentinel

Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Azure Functions apps

B. Microsoft Sentinel bookmarks

C. Microsoft Sentinel playbooks

D. Microsoft Sentinel automation rules
E. Azure Automation runbooks

Answer: AD

NEW QUESTION # 169

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation
when specific security alerts are received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Reference:
httpsy/docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

NEW QUESTION # 170
You have the following SQL query.

Answer:

Explanation:

NEW QUESTION # 171
You have an Azure subscription that contains a virtual machine named VM1 and uses Azure Defender. Azure Defender has
automatic provisioning enabled.
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You need to create a custom alert suppression rule that will supress false positive alerts for suspicious use of PowerShell on VM1.
‘What should you do first?

A. On VM1 trigger a PowerShell alert.

B. From Azure Security Center, add a workflow automation.

C. On VM1, run the Get-MPThreatCatalog cmdlet.

D. From Azure Security Center, export the alerts to a Log Analytics workspace.

Answer: A

Explanation:

To create a custom alert suppression rule in Microsoft Defender for Cloud (formerly Azure Security Center), you must first have an
existing alert to base the suppression rule on. Suppression rules can only be configured for alert types that have already been
triggered.

According to Microsoft's Defender for Cloud documentation:

"You can create suppression rules for alerts that you've already received. To create the rule, locate the specific alert in Security
alerts, open it, and then choose 'Create suppression rule' from the alert page." Therefore, before you can create a suppression rule
for suspicious use of PowerShell on VM1, you must first trigger that alert by performing (or simulating) the action that causes it - in
this case, generating a PowerShell activity alert on VMI.

The other options are incorrect:

* (A) Workflow automation is used to respond automatically to alerts, not suppress them.

* (B) Get-MPThreatCatalog retrieves malware threat details from Windows Defender, not alert data from Defender for Cloud.

* (D) Exporting alerts to Log Analytics is for analysis, not suppression configuration.

# Correct answer: C. On VM1, trigger a PowerShell alert

NEW QUESTION # 172
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