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HM #58
A company wants automated response to detected threats. What should they implement?

A. SOAR integration
B. Disable alerts

C. Manual response
D. Static rules only
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EfE: A

R -
SOAR enables automated incident response by integrating detection and remediation workflows.
This reduces response time and improves consistency compared to manual processes.

H #59

A global manufacturing organization has a strategic plan for rapid growth through mergers and acquisitions Several components the
organization has purchased are deemed large deployments with existing [P address schemas and allocations that conflict with the
parent organization. The manufacturing organization needs access to the resources before a re-IP initiative can be completed.

All of the deployments include a variety of ToT devices Leadership requires protection of vulnerable assets and identification of any
known CVE:s associated with the IoT devices. The governance, risk and compliance (GRC) team requires comprehensive non-
repudiable logs to identify all IoT devices reporting "Critical (9 0+) CVE scores" for mandatory remediation.

Throughput needs to exceed the current 1 Gbps trending rate, and with expected growth will soon scale to 5 Gbps.

Segmentation is a mandatory requirement with enclaves based on region, device type, and function.

In which two ways should the organization architect for isolation of ToT with groupings based on the device types? (Choose two.)

¢ A. Device-1D based policies
¢ B. Vendor OUI-based policy

¢ (. Dynamic address groups
e D. CVE risk scoring-based policy

Ef: A. C

fERHL:

Device-ID enables identification and classification of ToT devices based on attributes such as device type, allowing policy
enforcement specific to those device categories. Dynamic address groups allow automatic grouping of devices based on tags or
attributes, enabling scalable segmentation and isolation aligned with device type and finction without manual updates.

E #60

An organization wants to modemize its legacy branch architecture. The existing architecture is rigid, complex, and ill-suited for a
cloud-first strategy, creating high operational costs and latency.

- The four core data centers are strategically located in Dallas, Toronto, London and Tokyo, and they are interconnected by a
dedicated MPLS backbone providing reliable connectivity but incurring significant costs and offering limited bandwidth scalability.
- Branches rely on MPLS or site-to-site VPN to connect to the nearest geographical data center.

- All mternet-bound traffic from the branches is backhauled to the data center egress firewalls.

This creates latency for SaaS applications and increases bandwidth strain on the MPLS links.

What is the primary security posture enhancement that can be achieved in this use case by offloading data center backhaul to a
PAN-OS SD-WAN model with local internet breakout for SaaS traffic?

A. Better segmentation within the branch LAN allowing for isolation of user groups or devices locally
B. Better visibility and granular control at the branch firewall

C. Reduced attack surface on the MPLS / DC edge by removing unnecessary SaaS flows

D. Improved resilience by allowing path diversity with DIA, LTE, or broadband

EfE: B

AR :

Offloading SaaS traffic from data center backhaul to PAN-OS SD-WAN with local internet breakout improves security posture
primarily by enforcing visibility and granular policy control directly at the branch, where the traffic actually orignates. PAN-OS SD-
WAN is designed to secure direct internet access locally at branch sites instead of forcing SaaS traffic through centralized data
center egress, which enables more precise application-aware inspection and control closer to users and devices.

R #6l

An architect is designing a security solution for a large AWS environment with numerous application virtual private clouds (VPCs).
These applications have diverse and sometimes conflicting inbound security requirements, making a single, unified ruleset challenging
to create and maintain. The solution must secure inbound traffic for different application groups while also centrally securing all



outbound and east-west traffic via an AWS Transit Gateway. Which design model recommendation will simplify rule complexity for
inbound traffic while meeting all security requirements?

¢ A Isolated model deploying a separate non-connected security VPC for each application VPC

¢ B. Centralized model to consolidating all security functions by directing all nbound, outbound, and east-west traffic through a
single, shared security VPC

e (. Transit Gateway model focused on establishing connectivity by creating a full mesh of direct peering connections between
all application VPCs

¢ D. Combined model using dedicated inbound NGFWs for logical application groups and a central NGFW for east-west and
outbound traffic

IEf#: D

TR

A combined model is designed for environments where inbound requirements differ across application groups. It uses dedicated
inbound firewalls for those logical application groups, which keeps inbound policy sets simpler and easier to manage, while a central
NGFW tied to the Transit Gateway secures outbound and east-west traffic centrally. Palo Alto Networks documents this combined
deployment pattern specifically as using inbound security at the application VPC side and the transit gateway as the hub for east-
west and outbound security.

H #62
A security architect must design a Zero Trust architecture using Palo Alto solutions. Which principle is MOST critical?

A. Allow all outbound traffic

B. Disable encryption

C. Verify and inspect all traffic

D. Trust internal network by default

Ef#: C

BRI :

Zero Trust requires continuous verification of all users and traffic, regardless of location. Palo Alto NGFW supports this with App-
ID, User-ID, and content inspection. Trusting internal networks or allowing unrestricted outbound traffic contradicts Zero Trust
principles.
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