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Security and Risk Management
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Software Development Security
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suits you best. Our CISSP Study Materials can help you get your certification in the least time with the least efforts. With our CISSP
exam questions for 20 to 30 hours, and you will be ready to take the exam confidently.

ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q870-Q875):

NEW QUESTION # 870
Which of'the following establishes the minimal national standards for certifying and accrediting national security systerms?

A. HIPAA
B. DIACAP
C. TCSEC
D. NIACAP

Answer: B

Explanation:

DIACAP DITSCAP has been replaced by DIACAP (DoD Information Assurance Certification and Accreditation Process)
effective Nov 2007 for C&A within the Department of Defense.

The DoD Information Assurance Certification and Accreditation Process (DIACAP) is the United States Department of Defense
(DoD) process to ensure that risk management is applied on information systes (IS). DIACAP defines a DoD-wide formal and
standard set of activities, general tasks and a management structure process for the certification and accreditation (C&A) ofa DoD
IS that will maintain the information assurance (IA) posture throughout the systens life cycle. An interim version of the DIACAP
was signed July 6, 2006 and superseded DITSCAP. The final version is titled Department of Defense Instruction 8510.01 and was
signed on November 28, 2007. It supersedes the Interim DIACAP Guidance.

NIACAP National Information Assurance Certification and Accreditation Process (NIACAP), establishes the mmimum national
standards for certifying and accrediting national security systens. This process

provides a standard set of activities, general tasks, and a management structure to certify and

accredit systens that will maintain the Information Assurance (IA) and security posture of a

system or site.

HIPAA

The HIPAA legislation had four primary objectives:

(D

Assure health msurance portability by eliminating job-lock due to pre-existing medical conditions,

2

Reduce healthcare fraud and abuse,

(€)

Enforce standards for health information and

)

Guarantee security and privacy of health information.

TCSEC

The TCSEC defines a hierarchy of various levels of security flinctionality and assurance criteria.

Progression up the hierarchy involves the addition of security functionality and more stringent

assurance criteria to enable users to place progressively more trust in the higher rated systems.

REFERENCES:

Source: KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten

Domains of Computer Security, page 199.

Additional references: National Security Telecommumications and Information Systers Security

Committee, National Information Assurance Certification and Accreditation Process (NIACAP).

And: U.S. Departiment of Defense, Defense Information Technology Security Certification and

Accreditation Process (DITSCAP).

And: FAGIN, Daniel (SANS Institute), HIPAA Security Standards v1.2d.

And: IBM's Security Solutions Glossary.

NEW QUESTION # 871
‘Which backup method is used if backup time is critical and tape space is at an extreme premium?

e A Full backup method.
¢ B. Explanation:
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Full Backup/Archival Backup - Complete/Full backup of every selected file on the
systemregardless of whether it has been backup recently.. This is the slowest of the backup
methods since it backups all the data. It's however the fastest for restoring data.
Incremental Backup - Any backup in which only the files that have been modified since last full
back up are backed up. The archive attribute should be updated while backing up only modified
files, which indicates that the file has been backed up. This is the fastest of the backup methods,
but the slowest of the restore methods.
Differential Backup - The backup of all data files that have been modified since the last
incremental backup or archival/full backup. Uses the archive bit to determine what files have
changed since last incremental backup or full backup. The files grows each day until the next full
backup is performed clearing the archive attributes. This enables the user to restore all files
changed since the last full backup in one pass. This is a more neutral method of backing up data
since it's not faster nor slower than the other two
Easy Way To Remember each of the backup type properties:
Backup Speed Restore Speed
Full3 1
Differential 2 2
Incremental 1 3
Legend: 1 = Fastest 2 = Faster 3 = Slowest
Source:
KRUTZ, Ronald L. & VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of
Computer Security, 2001, John Wiley & Sons, Page 69.
and
http//www.proprofs.com/mwiki/index.php/Full Backup, Incremental %26 Differential Backup66.
Hierarchical Storage Management (HSM) is commonly employed in:
A. very large data retrieval systens.
B. very small data retrieval systens.
C. shorter data retrieval systemns.
D. most data retrieval systerns.

¢ C. Differential backup method.

e D. Tape backup method.

¢ E. Incremental backup method.

Answer: E

Explanation:

Hierarchical Storage Management (HSM) is commonly employed in very large data retrieval systems. Source: KRUTZ, Ronald L.
& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security, 2001, John Wiley & Sons, Page
71.

NEW QUESTION # 872
The Common Criteria terminology for the degree of examination of the
product to be tested is:

A. Protection Profile (PP)

B. Evaluation Assurance Level (EAL)
C. Target of Evaluation (TOE)

D. Functionality (F)

Answer: B

Explanation:

The Evaluation Assurance Levels range from EA1 (finctional

testing) to EA7 (detailed testing and formal design verification). The

Target of Evaluation (TOE), answer a, refers to the product to be

tested. Answer b, Protection Profile (PP), is an implementationindependent specification of the security requirements and protections
of a product that could be built. A Security Target (ST) is a listing of the security clains for a particular I'T security product.

Also, the Common Criteria describes an intermediate grouping of

security requirement components as a package. Functionality, answer

¢, refers to Part 2 of the Common Criteria that contains standard and



well-understood functional security requirements for IT systemns.

NEW QUESTION # 873
The overall goal of a penetration test is to determine a system's

A. reliability under stress.

B. capacity management.

C. error recovery capabilities.
D. ability to withstand an attack.

Answer: D

Explanation:

A penetration test is a simulated attack on a system or network, performed by authorized testers, to evaluate the security posture
and identify vulnerabilities that could be exploited by malicious actors. The overall goal of a penetration test is to determine the
systens ability to withstand an attack, and to provide recommendations for improving the security controls and mitigating the
risks12. References: 1: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7, page 7572: CISSP For Dummies, 7th Edition,
Chapter 7, page 233.

NEW QUESTION # 874

An organization has doubled in size due to a rapid market share increase. The size of the Information Technology (IT) staff has
maintained pace with this growth. The organization hires several contractors whose onsite time is limited. The IT department has
pushed its limits building servers and rolling out workstations and has a backlog of account management requests.

‘Which contract is BEST in offloading the task from the IT staff?

A. Desktop as a Service (DaaS)
B. Software as a Service (SaaS)
C. Platformas a Service (PaaS)
D. Identity as a Service (IDaaS)

Answer: D

Explanation:

Identity as a Service (IDaaS) is the best contract in offloading the task of account management fromthe IT staff. IDaaS is a cloud-
based service that provides identity and access management (IAM) functions, such as user authentication, authorization,
provisioning, deprovisioning, password management, single sign-on (SSO), and multifactor authentication (MFA). IDaaS can help
the organization to streamline and automate the account management process, reduce the workload and costs of the IT staff; and
improve the security and compliance of the user accounts. IDaaS can also support the contractors who have limited onsite time, as
they can access the organization's resources remotely and securely through the IDaaS provider.

The other options are not as effective as IDaaS in offloading the task of account management from the IT staff, as they do not
provide IAM finctions. Platform as a Service (PaaS) is a cloud-based service that provides a platform for developing, testing, and
deploying applications, but it does not manage the user accounts for the applications. Desktop as a Service (DaaS) is a cloud-based
service that provides virtual desktops for users to access applications and data, but it does not manage the user accounts for the
virtual desktops. Software as a Service (SaaS) is a cloud-based service that provides software applications for users to use, but it
does not manage the user accounts for the software applications.

NEW QUESTION # 875

All of our CISSP pdf'torrent are up-to-date and reviewed by our IT experts and professionals. We have written our CISSP study
guide in such a way that you don't need to prepare anything else after practice our CISSP Exam Questions. You can pass the real
exam easily with our latest CISSP vee dunps and this is the only smartest way to get success. Just contact us if you have any
questions.
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