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EE#19

Referring to the exhibit, the top table shows the source and destination IP addresses and also the source and destination ports of the
incoming packet. The lower table represents the security policies from the trust zone to the untrust zone.

In this scenario, which two statements are correct? (Choose two.)

A. The incoming packet is permitted by the HTTPS application.

B. The firewall processes security policies in a top-down manner.

C. The incoming packet is permitted since it does not match any policy listed.
D. The incoming packet is denied by the final security policy.

HE:. BD

Y.

The packet's destination port is 80 (HTTP), which does not match any specific application policy in the table. As a result, it
proceeds to the final policy, which denies all unmatched traffic (any any any deny).

Junos SRX evaluates security policies sequentially from top to bottom until a match is found.

Since no earlier policy matches HTTP traffic, the firewall enforces the final deny rule.

EAE #20
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Which two statements are correct about security zones and functional zones? (Choose two.)

A. Traffic entering transit interfaces cannot exit an interface in a functional zone.

B. Traffic entering an interface in a fnctional zone can exit any other transit interface.

C. Traffic entering an interface in a functional zone cannot exit any other transit interface.
D. Traffic entering transit interfaces can exit an interface in a finctional zone.

dY: BD

MY

Traffic that enters through transit interfaces is allowed to exit through an interface in a functional zone, enabling controlled interaction
between data-plane traffic and functional services.

Traffic that enters through an interface in a finctional zone can exit through transit interfaces, allowing management and service-
related traffic to interact with normal forwarding traffic paths.

AE #21
Which feature would you use to protect clients connected to an SRX Series device froma SYN flood attack?

A. application layer gateway
B. host mbound traffic

C. security policy

D. screen option

Hg: D

MH.

A screen option in the SRX Series device can be used to protect clients connected to the device froma SYN flood attack. Screens
are security measures that you can use to protect your network from various types of attacks, including SYN floods. A screen
option specifies a set of rules to match against incoming packets, and it can take specific actions such as discarding, logging, or
allowing the packets based on the rules.

A2 #22
You want to enable NextGen Web Filtering in SRX Series devices.
In this scenario, which two actions will accomplish this task? (Choose two.)

A. Configure an SSL proxy profile.
B. Generate a self-signed certificate.
C. Generate a CA-signed certificate.
D. Configure an SSL mitiation profile.

HE. AB

ME:

NextGen Web Filtering (NGWF) requires SSL proxy functionality to inspect HTTPS traffic. To enable NGWF:

* Option B:You can generate aself-signed certificatefor SSL proxy functionality (or import a CA-signed certificate, but the course
emphasizes self-signed for lab/demo purposes).

* Option D:You must configure anSSL proxy profileso that HTTPS traffic can be decrypted and inspected.

* Option A:A CA-signed certificate may be used in production but is not strictly required to enable NGWF.

* Option C:SSL mitiation profiles are used for outbound SSL inspection initiated by the SRX, not for NGWF traffic interception.
Correct Actions:Generate a self-signed certificate, Configure an SSL proxy profile Reference-Juniper Networks -NextGen Web
Filtering Configuration with SSL Proxy, Junos OS Security Fundamentals.

A2 #23
You want to verify the peer before IPsec tunnel establishment.
‘What would be used as a final check in this scenario?

e A proxyID
e B. st0 interfaces



e (. traffic selector
e D. perfect forward secrecy

HE: A

Y.

The proxy ID is used as a final check to verify the peer before [Psec tunnel establishment. The proxy ID is a combination of local
and remote subnet and protocol, and it is used to match the traffic that is to be encrypted. If the proxy IDs match between the two
IPsec peers, the [Psec tunnel is established, and the traffic is encrypted.
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