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Microsoft MD-102 Exam Syllabus Topics:

Topic Details

¢ Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
Topic 1 security and management of device updates by using Intune.
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¢ Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
Topic 2 devices to Microsoft Intune.

¢ Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
Topic 3 devices. It also covers methods to ensure that they meet organizational policies and security standards.

¢ Manage applications: This section covers skills to manage application implementation, manage updates,
Topic 4 and manage performance to support the performance of users to meet the needs of business organizations.

Microsoft Endpoint Administrator Sample Questions (Q330-Q335):

NEW QUESTION # 330

Case Study 3 - Contoso, Ltd

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York.

Contoso has a Microsoft 365 ES subscription.

Environment

Network Environment

The network contains an on-premises Active Directory domain named contoso.com. The domain contains the servers shown in the
following table.

Name Operating system | Role

DC1 Windows Server 2019 | Bomain controller
Serverl Windows Server 2016 | Member server
Serverd

Windows Server 2019

Member server

Contoso has a hybrid Azure Active Directory (Azure AD) tenant named contoso.com.
Contoso has a Microsoft Store for Business instance.

Users and Groups
The contoso.com tenant contains the users shown in the following table.
Microsoft Store for
Name Azure AD role g Member of
Business role
Userl Cloud device administrator | BasicRurchaser GroupA
Azure AD joined device : .
User2 J : Device Guard signer | GroupB
local administrator
User3 Globa\rdadefv ~ c A f+ Purchaser GroupA, GroupB
Y [ W o S L
User4 Global administrator None Groupl

All users are assigned a Microsoft Office 365 license and an Enterprise Mobility + Security E3 license.
Enterprise State Roaming is enabled for Group1 and GroupA.

Group] and Group2 have a Membership type of Assigned.

Devices

Contoso has the Windows 10 devices shown in the following table.

Member of

Name

Type Scope (Tags)

Devicel

Corporate-owned

Groupl

Default

Device2

Corporate-owned

Groupl, Group2

Tag?2

Device3

Personally-owned

Groupl

Tagl

Device4

Personally-owned

Group?2

Tag2

Device5

Corporate-owned

Group3

The Windows 10 devices are joined to Azure AD and enrolled in Microsoft Intune.
The Windows 10 devices are configured as shown in the following table.

DeEO1 L



Name Ecwmtmg) t Secure Boot VPN connection
Devicel Yes No VPN1
Device2 Yes Yes VPN1, VPN3
Device3 No No VPN3
Deviced4 No Yes None
Device5 Yes No None

All the Azure AD joined devices have an executable file named C:\AppA.exe and a folder named D:\Folder1.
Microsoft Endpoint Manager Configuration
Microsoft Endpoint Manager has the compliance policies shown in the following table.

Name Configuration Assignment
Policyl Require BitLocker only Groupl

Policy2 Require Secure Boot only Groupl
Policy3 Require BitLocker and Secure Boot Group?2

The Conpliance policy settings are shown in the following exhibit.
These settings configure the way the compliance service treatsidetic M;h device evalu Ftes

these as a "Built-in Device Compliance Policy", which is reflqu ind I'Gtr@rso t

Mark devices with no compliance policy : =
assigned as (O ( Compliant Not Compliant )

Enhanced jailbreak detection C Enabled

Compliance status validity peried (days) © 30 v
The Automatic Enrollment settings have the following configurations:

MDM user scope: GroupA

MAM user scope: GroupB

You have an Endpoint protection configuration profile that has the following Controlled folder access settings:
Name: Protectionl

T:older protection: Enable

List of apps that have access to protected folders: C:\*\AppA.exe

List of additional folders that need to be protected: D:\Folderl

Assigniments:

- Included groups: Group2, GroupB

Windows Autopilot Configuration

Contoso has a Windows Autopilot deployment profile configured as shown in the following exhibit.




Create profile
Windows PC

v Basics v Out-of-box experience (OOBE) ~ Assignments @) Review + create

Summary

Basics

Name Profilel
Description --

Convert all targeted devices to Autopilot Yes

Device type Windows PC

Out-of-box experience (OOBE)

Deployment mode Users Driven
Join to Azure AD as Azure AD joined
Skip AD connectivity check (preview) No

Language (Region) Operating system default
Automatically configure keybeard Yes

Microsoft Software License dérms Hide

Privacy settings Hide

Hide change accaunt options Hide

User account type Standard

Allow White Glove OOBE No

Apply device name template No
Assignments

Included groups Groupl
Excluded groups Group2

Currently, there are no devices deployed by using Window Autopilot.

The Intune connector for Active Directory is installed on Serverl.

Requirements

Planned Changes

Contoso plans to implement the following changes:

Eurchase anew Windows 10 device named Device6 and enroll the device in Intune.
I_\Iew computers will be deployed by using Windows Autopilot and will be hybrid Azire AD
joined.

]-)eploy a network boundary configuration profile that will have the following settings:
- Name: Boundaryl

- Network boundary: 192.168.1.0/24

- Scope tags: Tagl

- Assignments:

- - Included groups: Group1, Group2

_Deploy two VPN configuration profiles named Connectionl and Connection2 that will have the
following settings:

- Name: Connectionl

- Connection name: VPN1

- Connection type: L2TP

- Assigniments:

- - Included groups: Group1, Group2, GroupA

- - Excluded groups: --

- Name: Connection2



- Connection name: VPN2

- Connection type: IKEv2

- Assigniments:

- - Included groups: GroupA

- - Excluded groups: GroupB

Eurchase an app named Appl that is available in Microsoft Store for Business and to assign the
app to all the users.

Technical Requirements

Contoso must meet the following technical requirements:

Users in GroupA must be able to deploy new computers.

Administrative effort must be minimized.

Hotspot Question

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area .
geVicrosoft
Statements Yes No
Device1 is marked as compliant. O @)
Deviced is\marked as compliant. O O
Device5 is marked as compliant. O O
Answer:
Explanation:
PR - Microsoft
Statements Yes No
Device1 is marked as compliant. 0 ®)
Device4is marked as compliant. @) O
Device5 is marked as compliant. O @
Explanation:
Box 1: No
Devicel Group1: Policyl and Policy2 - No secure Boot
Box 2: No
Device4 Group2: Policy3 - No BitLocker
Box 3: Yes

Device5 Group3: No policy applied
Mark devices with no conpliance policy assigned as Compliant is set.

NEW QUESTION # 331
Your network contains an Active Directory domain named contoso.com. The domain contains a computer named Computer] that
runs Windows 10. You have the groups shown in the following table.

Name Type Location

Group1 | Universal distribution groug Contoso.com
Group2 | Global security group
Group3 | Group

Groupd | Group Computeri




‘Which groups can you add to Group4?

A. Groupl, Group2, and Group3
B. Group2 and Group3 only

C. Group] and Group2 only

D. Group2only

Answer: B

NEW QUESTION # 332
You have an Azare AD tenant that contains the users shown in the following table.

You have the devices sho in the b.

You have a Conditional Access policy named CAPolicyl that has the following settings:
* Assignments

o Users or workload identities: User 1. Userl

0 Cloud apps or actions: Office 365 Exchange Online

o Conditions: Device platforms: Windows, iOS

* Access controls

0 Grant Require multi-factor authentication

You have a Conditional Access policy named CAPolicy2 that has the following settings:
Assignments

0 Users or workload identities: Used, User2

0 Cloud apps or actions: Office 365 Exch

o Conditions

Device platforms: Android, i0S

Filter for devices

Device matching the rule: Exclude filtered devices from policy

Rule syntax: device. displayName- contains "1"

Access controls

Grant Block access

Answer:
Explanation:
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NEW QUESTION # 333

You have a Microsoft 365 subscription that contains the devices shown in the following table.
Name RAM e TPM version
Device1 14 GB B 12

Device2 4 GB . 4,64 GB 2.0

Device3 8GB L VHOof28 GB 20

All the devices will be reimaged and licensed by using subscription activation.
The devices are assigned to the users shown in the following table.

\/
Nchsoﬂ"SSS E5

Microsoft 365 E3

Office 365 ES5, Enterprise Mobility +
_Security ES

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
0(0

Statements é. ©

1 can be upgraded to .gvlndows 11 and }

User3 requires an additionéﬂ\g'nse to activate Windows 11 on Device3.

Answer:

Explanation:

Yes

©)

o, Microsoft o
\ce2 requires additional hardwa’rb re it can be upgraded to Windows 11. O

O

No

O



Answer Area

Statements Yes Nc
r
Jevice1 can be upgraded to Windows 11 and.activated O 10
Device2 requires additional hardiare before it can be upgraded to Windows 11. O I__C
User3 requires an additional license to activate Windows 11 on Device3. O | C
Explanation:
Answer Area
Statements Yes N¢

Jevice1 can be upgraded to Windows 11:and activated. o)

‘ol 5]

Jevice2 requires additional hardware before it can be upgraded taWindows 11. O

User3 requires an additional license to activate Windows 11 on Device3. lOI @l

NEW QUESTION # 334

You have an Azure subscription.

You have an on-premises Windows 11 device named Device 1.

You plan to monitor Devicel by using Azure Monitor.

You create a data collection rule (DCR) named DCRI in the subscription.
To what should you associate DCR1 ?

A. Devicel

B. a Log Analytics workspace
C. Azure Network Watcher
D. a Monitored Object

Answer: A

Explanation:

To monitor Devicel by using Azure Monitor, you should associate DCR1 with Devicel. A data collection rule (DCR) defines the
data collection process in Azure Monitor, such as what data to collect, how to transform it, and where to send it. A DCR can be
associated with multiple virtual machines and specify different data sources, such as Azure Monitor Agent, custom logs, or Azure
Event Hubs1. To associate a DCR with a virtual machine, you need to install the Azure Monitor Agent on the machine and then
select the DCR from the list of available rules2. You can also use Azure Policy to automatically install the agent and associate a DCR
with any virtual machines or virtual machine scale sets as they are created in your subscription3.

The other options are not correct for this scenario because:

Azure Network Watcher is a service that provides network performance monitoring and diagnostics for Azure resources. It is not
related to data collection rules or Azure Monitor4.

A Log Analytics workspace is a destination where you can send the data collected by a data collection rule. It is not an entity that
you can associate a DCR with5.

A Monitored Object is not a valid term in the context of Azure Monitor or data collection rules.

NEW QUESTION # 335
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