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Topic 1
The Preparation Phase: Focuses on building security infrastructure, defining responder roles, procedures,
run books, event log investigation, escalation paths, and analyst tools.

Topic 2
Containment, Eradication, and Recovery: Covers grouping threat patterns, assigning urgency, performing
remediation, verifying actions, handling false positives, and updating rules, workflows, and blocklists.

Topic 3
Incident Response Foundations: Covers Proofpoint Threat Protection components, the Incident Response
Life Cycle, and incident responder responsibilities per NIST SP800-61 r2.

Topic 4
Post-Incident Activity: Focuses on preparing incident reports, analyzing trends, presenting findings, and
recommending preventive measures for future incidents.

Topic 5
Detection and Analysis: Teaches using detection tools, analyzing logs, monitoring alerts, prioritizing threats,
escalating incidents, and identifying threats like spam, malware, phishing, and BEC.

Proofpoint Certified Threat Protection Analyst Exam Sample Questions
(Q19-Q24):
NEW QUESTION # 19 
Refer to Exhibit:
X-Proofpoint-Banner-Trigger: inbound
MIM-version: 1.0
Content-Type: multipart/mixed; boundary="boundary-1698346305"
X-CLX-Shades: MLX
X-Proofpoint-Virus-Version: vendor=baseguard
engine=ICAP:2.0.272,Aquarius:18.0.987,Hydra:6.0.619,FMLib:17.11.176.26 definitions=2023-10-26_22,
2023-10-26_01,2023-05-22_02
X-Proofpoint-Spam-Details: rule=spam policy=default score=89 bulkscore=0 phishscore=0 mlxlogscore=-91 suspectscore=0
malwarescore=0 adultscore=0 spamscore=89 classifier=spam adjust=0 reason=mlx scancount=l engine=8.12.0-2310240000
definitions=main-2310260209 In the process of reviewing a false positive, you see the following email header. What was the reason
the message was quarantined by the Proofpoint Protection Server?

A. The recipient's personal block list forced quarantine of the message.
B. An anti-virus rule forced the message to be quarantined.
C. A custom spam rule caused the message to be quarantined.
D. A content policy rule (DLP/compliance) forced quarantine of the message.

Answer: C

Explanation:
The header contains X-Proofpoint-Spam-Details: rule=spam policy=default ... spamscore=89 ... reason=mlx, which is the
Proofpoint spam engine verdict (MLX classifier) and indicates quarantine was driven by the spam policy evaluation, not by anti-virus
or a user block list. In Proofpoint PPS/PoD, quarantine decisions frequently include an "X-Proofpoint-*Details" header that records
the policy, rule family, and scoring components used to reach the final disposition. Here, the high spamscore=89 is decisive, and
there is also an MLX log score entry supporting the ML-based spam classification. Antivirus-related quarantines typically show
explicit malware/virus condemnation outcomes (e.g., malware score, "virus" rule, or attachment verdicts), while personal block list
actions would be reflected as user-specific allow/block triggers, not the spam classifier rule. For IR triage, this header is the fastest
way to validate why a message was quarantined and whether a false positive should be addressed by tuning spam thresholds, allow
lists, or MLX-related settings rather than malware policies.

NEW QUESTION # 20 
Where can a user access "Smart Search"? (Select two.)

A. Protection Server GUI and Email Protection (Cloud) Admin
B. Protection Server GUI and Nexus Cloud Risk Explorer
C. TAP Dashboard and TRAP Admin Console
D. Nexus Cloud Risk Explorer and TAP Dashboard



Answer: A

Explanation:
Smart Search is a message-tracing and investigation capability used to locate and analyze email messages processed by Proofpoint
email security components. Practically, responders use it to pivot on sender, recipient, subject, message ID, IPs, URLs, and
dispositions to rapidly scope incidents (who received what, what action was taken, whether it was quarantined/rejected/delivered)
and to support response actions (block, release, or escalate). In Proofpoint deployments, Smart Search is accessible in the
Protection Server administrative interface (on-prem PPS) and in the Email Protection cloud administrative experience (Proofpoint
Email Protection / PoD admin), aligning to where message processing and policy decisions are recorded. TAP Dashboard is
primarily threat-focused telemetry (URLs, attachments, campaigns, user exposure), while TRAP/Threat Response consoles are
centered on post-delivery remediation and orchestration. For IR, knowing the correct consoles matters because message trace data
is authoritative for chain-of-events reconstruction: it provides time stamps, policy hits, verdicts, and routing outcomes needed for
incident timelines and validation of false positives/negatives. Correct access points ensure analysts can quickly confirm whether the
gateway acted as expected and whether any delivered mail requires retroactive remediation.

NEW QUESTION # 21 
What happens when a user clicks a rewritten URL that TAP URL Defense has determined to be malicious?

A. The user is shown a warning page and the site is blocked.
B. The system delivers a separate email alert to the user.
C. The user is redirected to the organization's homepage.
D. The link opens normally and the site remains accessible.

Answer: A

Explanation:
Proofpoint TAP URL Defense rewrites URLs to route clicks through Proofpoint's time-of-click analysis service. If the destination is
determined malicious at click time, the user is presented with a block/warning page and access is denied (A). This is a core
containment mechanism because URL reputation can change after delivery: a link that looked benign during initial scanning may
become weaponized later (compromised site, delayed redirect, newly hosted phishing kit). The warning page both prevents
compromise and provides user feedback that a threat was intercepted. For IR responders, this behavior is also valuable telemetry:
TAP records click events, verdicts, and whether clicks were blocked or permitted, which drives scoping and prioritization
(Impacted users vs At Risk). In recovery, blocked clicks reduce the likelihood that credential resets or endpoint remediation are
needed, but analysts still validate whether any earlier clicks occurred before condemnation, whether users accessed the URL outside
protected paths (copy/paste, mobile clients), and whether campaign-wide remediation (blocklisting domains, pulling emails) is
necessary to prevent repeat attempts.

NEW QUESTION # 22 
Which filter category in the TAP Dashboard helps identify threats targeting VIPs or specific geographies?

A. Impacted
B. At Risk
C. Targeted
D. Highlighted

Answer: C

Explanation:
The "Targeted" category (B) is used to surface threats that show targeting characteristics-commonly including VIP-focused
campaigns, department/role targeting, and sometimes geography-linked targeting indicators depending on available telemetry and
configuration. In Proofpoint triage, "At Risk" and
"Impacted" are exposure/interaction oriented (who received, who interacted/clicked), while "Highlighted" typically flags notable
techniques or analyst-marked items (e.g., suspicious/interesting, false positive indicators, notable patterns). "Targeted" is the fastest
way for analysts to focus on high-consequence threats because VIPs and specific geographies often correlate with executive
impersonation, wire-fraud pretexting, supplier fraud, or regionally themed campaigns. Operationally, this filter supports a risk-based
IR queue:
targeted threats are escalated earlier, scoped wider (adjacent executives/assistants, finance users, supplier comms), and handled with
more aggressive containment (blocking infrastructure, retroactive pulls, identity checks). It also supports proactive defense: targeted
patterns can trigger tighter policies for high-risk cohorts (VIP protections, stricter URL access, enhanced bannering, and stricter



authentication handling).

NEW QUESTION # 23 
What does a notification of "Cleared" mean when shown in the header of an individual threat tab?

A. The threat has been temporarily contained but may still pose a risk.
B. The threat has been detected but hasn't been resolved yet.
C. The threat has been identified but is not considered a priority for investigation.
D. The threat has been successfully neutralized and no longer poses a risk.

Answer: D

Explanation:
In Proofpoint TAP/Threat Protection Workbench-style workflows, "Cleared" indicates the threat is no longer considered active or
dangerous in the environment. This status is used after Proofpoint systems (and/or analyst actions) determine that the malicious
component is neutralized-commonly because URLs are now blocked, the threat has been remediated post-delivery
(pulled/quarantined), or further analysis reclassified the item as safe. In containment terms, "Cleared" communicates that the
immediate risk has been reduced: users should not be able to access the malicious URL through URL Defense, and attachment-
based threats may have been condemned and/or removed from mailboxes where applicable. IR teams still use the cleared state as a
pivot point: they confirm whether any users were already impacted (clicks/credential entry), validate that remediation actions
succeeded across all intended mailboxes (no "unavailable" gaps), and ensure preventive controls are in place (custom blocklists,
authentication enforcement, banner rules, supplier controls).
"Cleared" is not the same as "not important"; it means the threat no longer poses an ongoing hazard, but scoping and user follow-up
may still be required.

NEW QUESTION # 24
......
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