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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q71-Q76):
NEW QUESTION # 71 
A company wants to track its AWS costs in all member accounts that are part of an organization in AWS Organizations. Managers
of the member accounts want to receive a notification when the estimated costs exceed a predetermined amount each month. The
managers are unable to configure a billing alarm. The IAM permissions for all users are correct.
What could be the cause of this issue?

A. Amazon GuardDuty is turned on for all the accounts.
B. The management/payer account does not have billing alerts turned on.
C. The company has not configured an AWS Config rule to monitor billing.
D. The company has not configured AWS Resource Access Manager (AWS RAM) to share billing information between the
member accounts and the management/payer account.

Answer: B

Explanation:
For member accounts in AWS Organizations to receive notifications about estimated costs exceeding a predetermined amount,
billing alerts must be enabled in the management/payer account.
* Enable Billing Alerts in the Management Account:
* Open the AWS Billing and Cost Management console at AWS Billing Console.
* In the navigation pane, choose Billing preferences.
* Under Billing preferences, ensure that Receive Billing Alerts is enabled.
* Create a Budget and Set Up Notifications:
* Open the AWS Budgets console at AWS Budgets Console.
* Create a budget and configure it to monitor the estimated costs.
* Set up notifications for when the budget thresholds are exceeded and specify the email addresses of the managers in the member
accounts.
By enabling billing alerts in the management account, you allow member accounts to receive notifications about their estimated costs.
Setting Up Alerts and Notifications
Creating an AWS Budget

NEW QUESTION # 72 
A company wants to create an automated solution for all accounts managed by AWS Organizations to detect any security groups
that use 0.0.0.0/0 as the source address for inbound traffic. The company also wants to automatically remediate any noncompliant
security groups by restricting access to a specific CIDR block that corresponds with the company's intranet.
Which set of actions should the SysOps administrator take to create a solution?

A. Create an IAM policy to deny the creation of security groups that have 0.0.0.0/0 as the source address.
Attach this IAM policy to every user in the company.
B. Create an AWS Lambda function to inspect new and existing security groups.
Check for a noncompliant 0.0.0.0/0 source address and change the source address to the approved CIDR block.
C. Create an AWS Config rule to detect noncompliant security groups.
Set up automatic remediation to change the 0.0.0.0/0 source address to the approved CIDR block.
D. Create a service control policy (SCP) for the organizational unit (OU) to deny the creation of security groups that have the
0.0.0.0/0 source address.Set up automatic remediation to change the 0.0.0.0/0 source address to the approved CIDR block.

Answer: C

Explanation:
https://docs.aws.amazon.com/config/latest/developerguide/vpc-sg-open-only-to-authorized- ports.html
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NEW QUESTION # 73 
A company needs to monitor the disk utilization of Amazon Elastic Block Store (Amazon EBS) volumes The EBS volumes are
attached to Amazon EC2 Linux Instances A SysOps administrator must set up an Amazon CloudWatch alarm that provides an alert
when disk utilization increases to more than 80%.
Which combination of steps must the SysOps administrator lake lo meet these requirements? (Select THREE.)

A. Install and start the CloudWatch agent by using an 1AM role. Attach the Cloud Watch AgentServerPolicy AWS managed
policy to the role.
B. Configure a CloudWatch alarm to enter ALARM state when the disk_used_percent CloudWatch metric is greater than
80%.
C. Install and start the CloudWatch agent by using AWS Systems Manager or the command line
D. Create an 1AM role that includes the Cloud Watch AgentServerPol icy AWS managed policy Attach me role to the
instances
E. Create an 1AM role that includes the CloudWatchApplicationInsightsReadOnlyAccess AWS managed policy. Attach the
role to the instances
F. Configure a CloudWatch alarm to enter ALARM state when the disk_used CloudWatch metric is greater than 80% or
when the disk_free CloudWatch metric is less than 20%.

Answer: B,C,D

Explanation:
Create an IAM role with the CloudWatchAgentServerPolicy:
* This policy grants the necessary permissions for the CloudWatch agent to collect and send metrics.
* Steps:
* Go to the AWS Management Console.
* Navigate to IAM and create a new role.
* Choose "EC2" as the trusted entity.
* Attach the "CloudWatchAgentServerPolicy" managed policy to the role.
* Attach this IAM role to your EC2 instances.
* AWS IAM Roles
Install and start the CloudWatch agent:
The CloudWatch agent must be installed and configured to collect disk utilization metrics.
Steps:
Use AWS Systems Manager or SSH to connect to your instances.
Install the CloudWatch agent using the following commands:
sudo yum install amazon-cloudwatch-agent
sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-config-wizard sudo /opt/aws/amazon-cloudwatch-
agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config -m ec2 -c file:/path
/to/your-config-file.json -s
Start the agent:
sudo systemctl start amazon-cloudwatch-agent
Configure a CloudWatch alarm:
Create an alarm based on the disk_used_percent metric.
Steps:
Go to the AWS Management Console.
Navigate to CloudWatch and select "Alarms" from the left-hand menu.
Click on "Create alarm."
Select the disk_used_percent metric.
Set the threshold to 80% and configure the alarm actions (e.g., sending a notification).
Reference: Creating a CloudWatch Alarm

NEW QUESTION # 74 
A company wants to track its expenditures for Amazon EC2 and Amazon RDS within AWS. The company decides to implement
more rigorous tagging requirements for resources in its AWS accounts. A SysOps administrator needs to identify all noncompliant
resources.
What is the MOST operationally efficient solution that meets this requirement?

A. Create a rule in AWS Config that invokes a custom AWS Lambda function that will evaluate all resources for the specified



tags.
B. Create a rule in Amazon EventBridge that invokes a custom AWS Lambda function that will evaluate all created or
updated resources for the specified tags.
C. Create a rule in Amazon EventBridge with a managed rule to evaluate all created or updated resources for the specified
tags.
D. Create a rule in AWS Config with the required-tags managed rule to evaluate all resources for the specified tags.

Answer: D

Explanation:
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html

NEW QUESTION # 75 
A company has migrated its application to AWS. The company will host the application on Amazon EC2 instances of multiple
instance families.
During initial testing, a SysOps administrator identifies performance issues on selected EC2 instances. The company has a strict
budget allocation policy, so the SysOps administrator must use the right resource types with the performance characteristics to
match the workload.
What should the SysOps administrator do to meet this requirement?

A. Review and take action on AWS Compute Optimizer recommendations. Purchase Compute Savings Plans to reduce the
cost that is required to run the compute resources. Most Voted
B. Purchase zonal Reserved Instances (RIs) for the existing instances. Monitor the RI utilization in the AWS Billing and Cost
Management console. Make adjustments to instance sizes to optimize utilization.
C. Purchase regional Reserved Instances (RIs) for immediate cost savings. Review and take action on the EC2 rightsizing
recommendations in Cost Explorer. Exchange the RIs for the optimal instance family after rightsizing.
D. Review resource utilization metrics in the AWS Cost and Usage Report. Rightsize the EC2 instances. Create On-Demand
Capacity Reservations for the rightsized resources.

Answer: A

Explanation:
When managing performance and cost for EC2 instances across different families, the following steps are recommended:
Utilize AWS Compute Optimizer: This service provides recommendations for EC2 instances based on historical usage patterns and
existing configurations. It helps identify optimal EC2 instance types and sizes that could deliver better performance and cost savings
for your specific workload.
Implement Compute Savings Plans: After determining the most suitable instance types and sizes through Compute Optimizer,
purchasing Compute Savings Plans can offer significant cost savings. These savings plans apply to any instance family across any
region, providing flexibility and cost efficiency without upfront commitment to specific instance types.
AWS Documentation Reference:
Further details can be found in the AWS documentation on Compute Optimizer and Compute Savings Plans:
AWS Compute Optimizer
AWS Compute Savings Plans.

NEW QUESTION # 76
......
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