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¢ System Monitoring and Maintenance: For FortiSOAR Administrators, this domain covers using various
tools for system monitoring to ensure consistent performance. This includes how to regularly oversee
FortiSOAR processes, along with other critical functions.
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¢ Security Management: This section covers how Security Engineers implement role-based access control
FH 2 (RBAC) and set up team structures within FortiSOAR to streamline security management.

¢ System Configuration: FortiSOAR requires careful setup of applications for FortiSoar System
FH 3 Administrators. It covers system fixtures, and proxy settings to function optimally.

¢ System Operation: For System Engineers, this section covers Elasticsearch data management that may
=X 4 need to be externalized or migrated to accommodate system needs. Additionally, this section covers
configuring the recommendation engine and utilizing the war room functionality.

¢ SOC and SOAR Overview: Security Engineers can gain an understanding of SOC and SOAR deployment
FH 5 requirements, including licensing management for FortiSOAR.

%| &I NSE 6 Network Security Specialist NSE6_FSR-7.3 F2MEZE2A (Q32-
Q37):

A2 #32
Which three roles are defined as SAML roles?
(Choose three.)

A. Attribute map
B. Principal

C. Service provider
D. Role

E. Identity provider
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EE #33
An administrator wants to collect and review all FortiSOAR log tiles to troubleshoot an issue. Which two methods can they use to
accomplish this? (Choose two.)

A. Enter the csacta services -status command, and then copy the output.
B. Enter the caacta log -collect directory command.

C. Download the logs from the GUI.

D. Review the contents of /var/log/messages.

dY: BC

MY

Administrators can collect and review FortiSOAR logs for troubleshooting in two primary ways. First, they can download logs
directly from the GUI, which provides access to various logs through an intuitive interface.

Secondly, using the command-line interface, the csacta log --collect command can be used to gather all logs within a specified
directory, enabling more detailed offline analysis. Both methods offer comprehensive log collection to aid in diagnosing and resolving
issues.

HE #34
What are two different services that you can configure for monitoring system and cluster health statuses on FortiSOAR?
(Choose two.)

A. POP

B. Exchange
C. SMTP
D. IMAP
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HEE #35
‘Which CLI command will not work when the PostgreSQL database on FortiSOAR is externalized?

A. csadm ha takeover

B. csadm ha export-conf

C. csada ha firedrill

D. csadmin ha show-health -all-nodes

¥e: C

Y.

When the PostgreSQL database is externalized in FortiSOAR, certain HA-related CLI commands become napplicable.
Specifically, the csada ha firedrill command, which is used to test the integrity of the HA cluster by simulating failures, is not
applicable in scenarios where the database is managed outside FortiSOAR.

Externalizing the database changes how FortiSOAR manages database connections, making some internal commands like firedrill
redundant.

HE #36
The Create Record and Update Record steps are categorized under which playbook step'

A. Execute
B. Evaluate
C. Core

D. Reference

Y. C

MH.

In FortiSOAR playbooks, the "Create Record" and "Update Record" steps are categorized under the "Core" category of playbook
steps. Core steps are essential actions that are frequently used in playbooks to interact with records in the FortiSOAR database.
They include findamental operations such as creating, reading, updating, or deleting records within modules. These steps are crucial

for the automation of tasks such as data management, where playbooks need to create new entries or update existing data as part of
incident response workflows.
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