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Nutanix Certified Professional - Network and Security (NCP-NS) 7.5 Sample
Questions (Q23-Q28):
NEW QUESTION # 23 
An administrator needs to ensure all web traffic (HTTP/HTTPS) from a specific subnet (10.100.20.0/24) is redirected through a
third-party virtual firewall inside the VPC for Layer 7 inspection before reaching the internet. The firewall VM has an IP of
10.100.30.5 and is connected to a different subnet. What should be done to enforce this specific traffic path?

A. Move the Firewall VM into the same subnet and set the default GW of the web servers to 10.100.30.5.
B. Create a Network Policy with a high priority with the source 10.100.20.0/24, destination of 10.100.30.5 on port 80 &
443.
C. Create a FNS policy with an allow rule for the FW IP 10.100.30.5.
D. Configure a Policy-Based Route (PBR) on the VPC with a re-route IP 10.100.30.5.

Answer: D

Explanation:
This item is best solved by thinking like an operator in Prism Central: first identify whether the problem is design, control-plane state,
or policy logic, then pick the option tied to that layer. The correct response is A, meaning "Configure a Policy-Based Route (PBR)
on the VPC with a re-route IP 10.100.30.5.". The winning option is the one tied to the native Nutanix object or control that governs
the outcome described in the scenario. In practice, this falls into virtual network design: VPC structure, subnet type, external
network behavior, routing intent, and address exposure are what determine the result.
Seen from a design perspective, the correct answer is the least ambiguous and most supportable implementation path inside Prism
Central and AHV. Notice that B does not fit because it targets a different layer of the Nutanix networking and security stack than the
one causing the outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than
the one causing the outcome here. That is the underlying Nutanix principle being validated: solve the issue at the feature that owns the
behavior, not by changing unrelated infrastructure settings that happen to sound network-oriented.

NEW QUESTION # 24 
An administrator needs to allow communication between several VPCs without requiring to configure routes in the physical network
or using a dynamic routing protocol like BGP. How should the administrator satisfy this requirement?

A. Merge all the subnets into a single VPC.
B. Peer the VPCs directly.
C. Configure a VPN network between each of the VPCs.
D. Connect the VPCs to a single Transit VPC.

Answer: D

Explanation:
What makes this a strong certification question is that several answers look technically related, but only one aligns with the exact
behavior of Flow networking or Flow security. The correct response is D, meaning
"Connect the VPCs to a single Transit VPC.". With BGP in Flow Virtual Networking, route exchange depends on both gateway
objects and a correctly defined peering session. A healthy gateway alone is not enough; the session, peer parameters, and advertised
prefixes must all align. A VPN showing an "Up" state confirms tunnel establishment, but it does not guarantee end-to-end
reachability. Actual traffic flow still depends on route advertisement or static routing, proper prefixes, and correct MTU
considerations. In practice, this falls into virtual network design: VPC structure, subnet type, external network behavior, routing
intent, and address exposure are what determine the result. By contrast, A does not fit because it targets a different layer of the
Nutanix networking and security stack than the one causing the outcome here. B does not fit because it targets a different layer of the
Nutanix networking and security stack than the one causing the outcome here. For exam preparation, remember that Nutanix usually
separates discovery.

NEW QUESTION # 25 
Which statement best describes the function of an External Network in Flow Virtual Networking?



A. Each VPC requires a dedicated External Network that cannot be shared.
B. It enables communication between subnets within a VPC.
C. It acts as the entry and exit point for traffic to and from a VPC.
D. It enables communication between VPCs.

Answer: C

Explanation:
The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is A, meaning "It acts as the entry and exit point for traffic to and from a
VPC.". The winning option is the one tied to the native Nutanix object or control that governs the outcome described in the scenario.
Operationally, Flow Virtual Networking should be checked from the control plane outward: gateway health, peering state, route
advertisement, ERP coverage, external path, and MTU when encapsulation is involved.
Seen from a design perspective, the correct answer is the least ambiguous and most supportable implementation path inside Prism
Central and AHV. Notice that B does not fit because it targets a different layer of the Nutanix networking and security stack than the
one causing the outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than
the one causing the outcome here. In practice, administrators who anchor their decisions to Prism Central constructs-such as VPCs,
external networks, ERPs, categories, and policy modes-arrive at the correct answer faster and avoid unnecessary changes.

NEW QUESTION # 26 
In Nutanix Flow, which action transitions a security policy from observing traffic to actively enforcing the rules?

A. Change policy mode from Monitor to Enforce.
B. Disable Traffic Visualization for the policy.
C. Change policy mode from Monitor to Save.
D. Enforce policy by setting its scope.

Answer: A

Explanation:
The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is D, meaning "Change policy mode from Monitor to Enforce.". The winning
option is the one tied to the native Nutanix object or control that governs the outcome described in the scenario. This is a Flow
policy design question, so categories, secured entities, rule direction, policy mode, and policy precedence matter more than simple
IP connectivity assumptions.
Seen from a design perspective, the correct answer is the least ambiguous and most supportable implementation path inside Prism
Central and AHV. Notice that A sounds plausible, but it does not align with the specific Flow policy object or precedence rule that
controls this case. B sounds plausible, but it does not align with the specific Flow policy object or precedence rule that controls this
case. For exam preparation, remember that Nutanix usually separates discovery from enforcement, routing from NAT, and access
policy from identity mapping. Choosing the layer that truly owns the function is what leads to the right answer.

NEW QUESTION # 27 
An administrator creates a new VPC in No NAT mode to allow VMs in a web tier to reach an external firewall. After deployment...
none of the VMs can reach external IP addresses... Which action should the administrator take to restore routed north-south
connectivity from the VPC?

A. Change the VPC mode to NAT so that outbound traffic is automatically translated.
B. Create an Externally Routable Prefix (ERP) entry for the overlay subnet in the VPC.
C. Configure a Flow Security Policy to allow egress traffic from the VPC subnet.
D. Add a default static route in each VM pointing to the external firewall's IP address.

Answer: B

Explanation:
From a Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is B, meaning
"Create an Externally Routable Prefix (ERP) entry for the overlay subnet in the VPC.". Externally Routable Prefixes determine which
overlay prefixes are advertised beyond the VPC. If the ERP does not cover the workload subnet, upstream devices never learn a
valid return path, even when the local VPC appears healthy.



Operationally, Flow Virtual Networking should be checked from the control plane outward: gateway health, peering state, route
advertisement, ERP coverage, external path, and MTU when encapsulation is involved.
Notice that A sounds plausible, but it does not align with the specific Flow policy object or precedence rule that controls this case. C
is not appropriate because NAT changes addressing behavior and does not solve the routing or policy condition described in the
scenario. For exam preparation, remember that Nutanix usually separates discovery from enforcement, routing from NAT, and
access policy from identity mapping. Choosing the layer that truly owns the function is what leads to the right answer.

NEW QUESTION # 28
......
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