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H #72
In X86 processor architecture, which register typically serves as a base pointer for stack frames?
Response:

A. EAX
B. EBP
C. EDX
D. EBX

Ef#: B

HR#73
When developing custom fuzzing test sequences using Sulley, what is essential to measure the effectiveness of the fuzzing process?
Response:

A. Number of test cases generated
B. Execution speed

C. Menory usage

D. Code coverage
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IEf#: D

HH #74
‘When attenpting to exploit restricted Windows or Linux environments, what is a common technique used to gain elevated
privileges?
Response:

A. Buffer overflow

B. Exploiting service misconfigurations
C. Phishing

D. SQL mjection

Ef#: B

B #75
‘When performing network penetration testing, what is the primary goal of a protocol fuzzing attack?
Response:

A. To capture credentials

B. To map the network

C. To identify unknown vulnerabilities
D. To disrupt service

Ef#: C

H #76
What method can an advanced penetration tester use to bypass MAC address filtering on a network?
Response:

A. MAC spoofing
B. ARP poisoning
C. Port scanning

D. VLAN hopping

EfE: A
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