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NEW QUESTION # 97 
An engineer received a report of a suspicious email from an employee. The employee had already opened the attachment, which
was an empty Word document. The engineer cannot identify any clear signs of compromise but while reviewing running processes,
observes that PowerShell.exe was spawned by cmd.exe with a grandparent winword.exe process. What is the recommended action
the engineer should take?

A. Investigate the sender of the email and communicate with the employee to determine the motives.
B. Contain the threat for further analysis as this is an indication of suspicious activity.
C. Monitor processes as this a standard behavior of Word macro embedded documents.
D. Upload the file signature to threat intelligence tools to determine if the file is malicious.

Answer: D

NEW QUESTION # 98 
An incident response analyst is preparing to scan memory using a YARA rule. How is this task completed?

A. deobfuscation
B. data diddling
C. string matching
D. XML injection

Answer: C

Explanation:
YARA rules are pattern-matching rules used to identify malware based on specific strings, conditions, and binary patterns. They are
most effective in memory or file scans where analysts search for known indicators or unique signatures via string matching.
Correct answer: C. string matching.

NEW QUESTION # 99 
Refer to the exhibit.
According to the Wireshark output, what are two indicators of compromise for detecting an Emotet malware download? (Choose
two.)

A. Content-Type: application/octet-stream
B. Server: nginx
C. Domain name: iraniansk.com
D. filename= "Fy.exe"
E. Hash value: 5f31ab113af08=1597090577

Answer: C,D

Explanation:
From the Wireshark capture:
* A (iraniansk.com): This domain isnot a known legitimate resourceand is hosting a suspicious file named "Fy.exe," strongly
indicative of amalware distribution domain.
* D (Fy.exe): TheContent-Disposition: attachment; filename="Fy.exe"header explicitly signals abinary executabledownload, a key
indicator in Emotet campaigns.
WhileContent-Type: application/octet-stream(E) is typical of binary data transfers, it isnot uniqueto malware and cannot by itself
serve as a strong IoC. Thenginx server (B)andcookie/hash string (C)similarly do not uniquely indicate compromise.

NEW QUESTION # 100 
An insider scattered multiple USB flash drives with zero-day malware in a company HQ building. Many employees connected the
USB flash drives to their workstations. An attacker was able to get access to endpoints from outside, steal user credentials, and
exfiltrate confidential information from internal web resources. Which two steps prevent these types of security incidents in the
future? (Choose two.)

A. Deploy MFA authentication to prevent unauthorized access to critical assets.
B. Automate security alerts on connected USB flash drives to workstations.



C. Provide security awareness training and block usage of external drives.
D. Encrypt traffic from employee workstations to internal web services.
E. Deploy antivirus software on employee workstations to detect malicious software.

Answer: A,C

Explanation:
The scenario describes an attack vector where insiders or malicious actors useremovable media (USB drives) to introduce malware,
which then connects to external sources to exfiltrate data and compromise systems.
* Option B addresses the human factor and technological prevention. The guide stresses the need for training to ensure users are
aware of social engineering and removable media risks. Blocking the use of USB drives at a system level further minimizes attack
vectors.
* Option E, usingMulti-Factor Authentication (MFA), provides an additional layer of defense. Even if credentials are stolen, MFA
can prevent the attacker from accessing sensitive internal resources without the second authentication factor.
These controls align with defense-in-depth strategies recommended in the Cisco CyberOps Associate curriculum to combat insider
threats and external unauthorized access.

NEW QUESTION # 101 
What is the function of a disassembler?

A. aids performing static malware analysis
B. aids transforming symbolic language into machine code
C. aids viewing and changing the running state
D. aids defining breakpoints in program execution

Answer: A

Explanation:
A disassembler is a forensic and reverse engineering tool that translates machine-level code (binary) back into human-readable
assembly language. This is used during static malware analysis to understand how the malware is constructed and what it is designed
to do without actually executing the code.
According to theCyberOps Technologies (CBRFIR) 300-215 study guide, "Disassembler tools are used to assist with reverse
malware engineering by allowing a security professional to examine the binary and understand the functionality of the malware code".
-
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