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CompTIA A+ Certification Exam: Core 2 220-1102 Priifungsfragen mit
Losungen (Q817-Q822):

817. Frage

A technician requires graphical remote access to various Windows, Linux, and macOS desktops on the company LAN. The
security administrator asks the technician to utilize a single software solution that does not require an external internet connection.
‘Which of the following remote access tools is the technician most likely to install?

A.RDP
B. SSH
C. VNC
D. RMM

Antwort: C

Begrindung;

VNC (Virtual Network Computing) is a remote access tool that allows the technician to access and control various Windows,
Linux, and macOS desktops on the company LAN using a graphical user interface. VNC does not require an external internet
connection, as it works over a local network or a VPN. VNC uses a client-server model, where the server runs on the remote
desktop and the client connects to it firom another device. VNC can transmit the keyboard and mouse events from the client to the
server, and the screen updates from the server to the client, enabling the technician to interact with the remote desktop as if it were
locall2.

VNC is a better option than the other choices because:

RMM (Remote Monitoring and Management) (B) is not a single software solution, but a category of software solutions that enable
IT professionals to remotely monitor, manage, and troubleshoot multiple devices and networks. RMM software may include remote
access tools, but also other features such as patch management, backup and recovery, security, reporting, and autormation. RMM
software may require an external internet connection, as it often relies on cloud-based services or web-based consoles34.

RDP (Remote Desktop Protocol) is a remote access tool that allows the technician to access and control Windows desktops on the
company LAN using a graphical user interface. However, RDP is not compatible with Linux or macOS desktops, unless they have
third-party software installed that can emulate or translate the RDP protocol. RDP also has some security and performance issues,
such as encryption vulnerabilities, bandwidth consumption, and latency problems56.

SSH (Secure Shell) (D) is a remote access tool that allows the technician to access and control various Windows, Linux, and
macOS desktops on the company LAN using a command-line interface. SSH does not require an external internet connection, as it
works over a local network or a VPN. SSH uses encryption and authentication to secure the communication between the client and
the server. However, SSH does not provide a graphical user interface, which may limit the functionality and usability of the remote
desktop7 .

Reference:

1: What is VNC? - Definition from Techopedial 2: How VNC Works - RealVNC2 3: What is Remote Monitoring and
Management (RMM)? - Definition fiom Techopedia3 4: What is RMM Software? - NijaRMM4 5: What is Remote Desktop
Protocol (RDP)? - Definition from TechopediaS 6: Remote Desktop Protocol: What it is and how to secure it - CSO Online6 7:
What is Secure Shell (SSH)? - Definition from Techopedia7 : How to Use SSH to Access a Remote Server in Linux or Windows -
Hostinger Tutorials

818. Frage
A technician is installing new software on a macOS computer. Which of the following file types will the technician MOST likely use?


https://de.fast2test.com/220-1102-premium-file.html

A. exe
B. .app
C. .deb
D. .vbs

Antwort: B

Begriindung;
The file type that the technician will MOST likely use when installing new software on a macOS computer is
.app. This is because .app is the file extension for applications on macOS1.

819. Frage
A user ina SOHO asks an off-site, remote technician to connect securely to the user's laptop. The technician is able to connect to
the VPN but is unable to connect to the user’s laptop. Which of the following settings should the technician review?

A. DHCP pool

B. Content filtering
C. Wireless protocol
D. Firewall

Antwort: D

Begrindung;

When a technician is unable to connect to a laptop over a VPN, one of the most common reasons is that the firewall settings on
either the laptop or the network are blocking the connection.

* Wireless protocol: Unrelated, as the technician is already connected to the VPN.

* DHCP pool: Unlikely to be the issue, as it deals with IP address assignment.

* Content filttering; Typically involves filtering web content, not affecting direct connections.

* Firewall: The correct setting to review, as it may block the necessary ports or services required for

* remote access.

Reference: CompTIA A+ Exam Objectives [220-1102] - 2.3: Given a scenario, troubleshoot common wired and wireless network
problens.

820. Frage

A network administrator is deploying a client certificate lo be used for Wi-Fiaccess for all devices m an organization The certificate
will be used in conjunction with the user's existing username and password Which of the following BEST describes the security
benefits realized after this deployment?

A. Rogue access points will not connect

B. Eavesdropping attempts will be prevented

C. Multifactor authentication will be forced for Wi-Fi
D. All Wi-Fi traffic will be encrypted in transit

Antwort: C

Begriindung;

Multifactor authentication will be forced for Wi-Fi after deploying a client certificate to be used for Wi-Fi access for all devices in an
organization3 References:

* CompTIA Security+ (Plus) Practice Test Questions | CompTIA. Retrieved from
https//www.comptia.org/training/resources/comptia-security-practice-tests

821. Frage

The Chief Executive Officer at a bank recently saw a news report about a high-profile cybercrime where a remote-access tool that
the bank uses for support was also used in this crime. The report stated attackers were able to brute force passwords to access
systems. Which of the following would best limit the bank's risk?

(Select two).

e A. Purchase a password manager for remote-access tool users



B. Block all support accounts from logging in from foreign countries
C. Limit remote access to destinations inside the corporate network
D. Enable multifactor authentication for each support account

E. Enforce account lockouts after five bad password attempts

F. Configure a replacement remote-access tool for support cases

Antwort: D,.E

Begrindung;

To reduce the risk of brute force attacks, implementing multifactor authentication (MFA) is one of the most effective controls. MFA
requires additional verification beyond a password, drastically lowering the chance of unauthorized access. Additionally, enforcing
account lockouts after a set number of failed login attempts (e.g., five) limits brute force attempts by temporarily disabling accounts
when suspicious activity occurs. While limiting access to internal destinations and blocking foreign login attempts can help, they are
less reliable and can impact legitimate access. Replacing the remote tool or purchasing a password manager does not directly
address brute force risks. These mitigation techniques are fimdamental security practices emphasized in CompTIA A+ Core 2
Security domain.
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