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WGU Cybersecurity Architecture and Engineering (KFO1/D488)
Cybersecurity-Architecture-and-Engineering Prüfungsfragen mit Lösungen
(Q128-Q133):
128. Frage 
Which database has multiple tables with interrelated fields?

A. Hierarchical
B. Relational
C. Flat file
D. Interrelated

Antwort: B

Begründung:
* Arelational databaseis structured to recognize relations among stored items of information.
* Multiple tablesin a relational database can have interrelated fields.
* These relationships are often managed throughforeign keys, which reference the primary keys of other tables.
* This relational model allows for complex queries and data integrity across the database.
* Example:Tables such asCustomers,Orders, andProductsin a sales database, whereOrderstable may reference
bothCustomersandProductstables to establish relationships.
References:
* "Database System Concepts" by Silberschatz, Korth, and Sudarshan.
* "SQL and Relational Theory" by C.J. Date.

129. Frage 
An organization sends customers e-mail messages based on their purchase patterns.
Which characteristic of quality data does this represent?

A. Timely
B. Thorough
C. Relevant
D. Accurate

Antwort: C

Begründung:
The characteristic of quality data represented here is relevance. When an organization sends customers email messages based on
their purchase patterns, it ensures that the information is relevant to the customers' interests and needs. Relevant data is tailored to
the specific context in which it is used, enhancing its value and effectiveness.

130. Frage 
The security operations center (SOC) team has been alerted about malicious traffic on the corporate network and is concerned
about a distributed denial of service (DDoS) attack. An analyst has been tasked with inspecting network traffic in the on-premises
data center to investigate the issue.
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Which type of file should the analyst use to inspect the traffic?

A. Syslog messages
B. Packet capture
C. Web server access log
D. Operating system event log

Antwort: B

Begründung:
The correct answer is D - Packet capture.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488) content, packet captures (PCAP files) allow
analysts to inspect individual network packets to understand traffic patterns, detect anomalies, and investigate attacks like DDoS. A
packet capture provides complete network session data, enabling in-depth analysis of traffic behavior at the packet level.
Web server access logs (A) only capture web activity. Syslog messages (B) primarily record system events but not raw traffic data.
Operating system event logs (C) focus on system-level actions, not network flows.
Reference Extract from Study Guide:
"Packet captures record the full network traffic and are essential for investigating network-based attacks such as DDoS incidents by
analyzing traffic flows, protocols, and payloads."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security Monitoring Concepts

131. Frage 
An organization is experiencing multiple instances of attempted access from geographical locations where there are no corporate
offices or staff.
What should a network administrator do to prevent further access attempts?

A. Adjust the main proxy server to only allow specific addresses
B. Adjust the firewall configuration to drop traffic from these addresses
C. Adjust the rule sets within the security information and event manager (SIEM) tool
D. Adjust the Domain Name Service (DNS) server A Records

Antwort: B

Begründung:
The correct answer is C - Adjust the firewall configuration to drop traffic from these addresses.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) teaches that the firewall is the primary network defense that can
block or filter unwanted incoming traffic based on IP addresses, geographical locations, and other attributes. Dropping traffic from
untrusted regions at the firewall level effectively prevents further access attempts.
Adjusting SIEM (A) can improve alerting but not blocking. DNS changes (B) relate to domain resolution, not access control. Proxy
servers (D) can limit outbound traffic but are not primarily used for blocking geographic access inbound.
Reference Extract from Study Guide:
"Adjusting firewall rules to drop or block traffic based on IP addresses or geolocation is a primary defense against unauthorized
access attempts from suspicious regions."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security and Firewall Configuration

132. Frage 
What are two roles of a DNS?
Choose 2 answers

A. Storing the IP address
B. Sending packets along a pathway that connects it to the Internet
C. Creating IP addresses if it cannot find an alias
D. Translating an IP alias to an actual IP address

Antwort: A,D

Begründung:
* The Domain Name System (DNS) has several key roles, including:
* Storing the IP addresses associated with domain names.



* Translating human-readable domain names (aliases) into IP addresses that computers use to identify each other on the network.
* The other options:
* Creating IP addresses if it cannot find an alias is incorrect; DNS does not create IP addresses.
* Sending packets along a pathway that connects it to the Internet is the role of routers and not DNS.
* Therefore, storing the IP address and translating an IP alias to an actual IP address are the correct roles of DNS.
References:
* "DNS and BIND" by Paul Albitz and Cricket Liu, which details the functions and roles of DNS.
* "The Practice of System and Network Administration" by Thomas Limoncelli, Christina Hogan, and Strata Chalup, which explains
DNS operations.

133. Frage
......
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