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64. Frage
Which law requires a search warrant or one of the recognized exceptions to search warrant requirements for searching email
messages on a commputer?

e A, The Fourth Amendment to the U.S. Constitution
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¢ B. Electronic Communications Privacy Act (ECPA)
e C. Communications Assistance to Law Enforcement Act (CALEA)
¢ D. Stored Communications Act

Antwort: A

Begriindung;

Comprehensive and Detailed Explanation From Exact Extract:

The Fourth Amendment protects against unreasonable searches and seizures, requiring law enforcement to obtain a search warrant
based on probable cause before searching private emails on computers, except in certain recognized exceptions (such as consent or
exigent circurmstances).

* Protects privacy rights in digital commumnication.

* Failure to obtain proper legal authorization can invalidate evidence.

Reference:NIST guidelines and U.S. Supreme Court rulings affirm the Fourth Amendment's application to digital searches.

65. Frage
Which tool should a forensic investigator use to determine whether data are leaving an organization through steganographic methods?

A. Netstat

B. Forensic Toolkit (FTK)

C. Data Encryption Standard (DES)
D. MP3Stego

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

Netstatis a command-line network utility tool used to monitor active network connections, open ports, and network routing tables.
In the context of detecting data exfiltration potentially using steganographic methods, netstat can help a forensic nvestigator identify
suspicious or unauthorized network connections through which hidden data may be leaving an organization.

* While netstat itself does not detect steganography within files, it can be used to monitor data flows and connections to external
hosts, which is critical for identifying channels where steganographically hidden data could be transmitted.

* Data Encryption Standard (DES)is a cryptographic algorithim, not a forensic tool.

* MP3Stegois a steganography tool for embedding data in MP3 files and is not designed for detection or monitoring,

* Forensic Toolkit (FTK)is a forensic analysis software focused on acquiring and analyzing data from storage devices, not network
monitoring,

Reference:NIST Special Publication 800-86 (Guide to Integrating Forensic Techniques into Incident Response) emphasizes the
importance of network monitoring tools like netstat during forensic investigations to detect unauthorized data transmissions. Although
steganographic detection requires specialized analysis, identifying suspicious network activity is the first step in uncovering covert
channels used for data exfiltration.

66. Frage
‘Which United States law requires telecommunications equipment manufacturers to provide built-in surveillance capabilities for
federal agencies?

A. Health Insurance Portability and Accountability Act (HIPAA)

B. Electronic Communications Privacy Act (ECPA)

C. The Privacy Protection Act (PPA)

D. Communications Assistance to Law Enforcement Act (CALEA)

Antwort: D

Begriindung;

Comprehensive and Detailed Explanation From Exact Extract:

CALEA mandates that telecommumnications equipment and service providers design systens capable of allowing federal law
enforcement to conduct authorized electronic surveillance. This includes wiretapping and data interception capabilities.

* This law is essential for lawful monitoring in investigations.

* Tt affects hardware design and network mfrastructure.

Reference:CALEA is consistently referenced in forensic standards concerning lawful interception requirements.



67. Frage

Thomas received an email stating he needed to follow a link and verify his bank account information to ensure it was secure. Shortly
after following the instructions, Thomas noticed money was missing from his account.

Which digital evidence should be considered to determine how Thomas' account information was compromised?

A. Browser cache

B. Email messages

C. Bank transaction logs
D. Firewall logs

Antwort: B

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

The email messages, including headers and content, contain information about the phishing attempt, such as sender details and
embedded links. Analyzing these messages can help trace the source of the scam and determine the method used to deceive the
victim

* Email headers provide metadata for tracking the origin.

* Forensic examination of emails is fundamental in investigating social engineering and phishing attacks.

Reference:NIST SP 800-101 and forensic email analysis protocols recommend thorough email message examination in phishing
investigations.

68. Frage
Which operating system creates a swap file to temporarily store information from memory on the hard drive when needed?

A. Windows
B. Linux
C. Mac
D. Unix

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation From Exact Extract:

Windows uses a swap file (commonly calledpagefile.sys) to extend physical memory (RAM) by temporarily storing data from
memory to disk when RAM is insufficient. This allows the system to handle more data than the available RAM.

* Linux and Unix typically use dedicated swap partitions or swap files but refer to them differently and manage them in other ways.
* Mac OS X uses a paging file system but does not typically use a "swap file" in the Windows sense; it uses dynamic paging files
mnstead.

* The termmology "swap file" is most commonly associated with Windows.

Reference:Microsoft Windows forensics guidelines and NIST documentation describe the page file's role in virtual memory
management in Windows operating systens.
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