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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Digital-
Forensics-in-Cybersecurity Prüfungsfragen mit Lösungen (Q63-Q68):
63. Frage 
What is a reason to use steganography?

A. To highlight secret data
B. To save secret data
C. To delete secret data
D. To erase secret data
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Antwort: B

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Steganography is used to save or embed secret data within another file or medium, allowing covert communication without alerting
observers to the presence of the data.
* The goal is to conceal, not highlight or delete data.
* It does not erase or delete secret data; instead, it hides it.
This aligns with standard definitions in cybersecurity and forensic literature including NIST's cybersecurity frameworks.

64. Frage 
What are the three basic tasks that a systems forensic specialist must keep in mind when handling evidence during a cybercrime
investigation?

A. Preserve evidence, encrypt evidence, and delete evidence
B. Analyze evidence, prepare evidence, and document evidence
C. Find evidence, analyze evidence, and prosecute evidence
D. Find evidence, preserve evidence, and prepare evidence

Antwort: D

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
The fundamental tasks for a forensic specialist are to locate potential digital evidence, ensure its preservation to prevent tampering or
loss, and prepare the evidence for analysis or legal proceedings. Proper handling maintains the evidentiary value of digital artifacts.
* Preservation includes using write-blockers and documenting chain of custody.
* Preparation may involve imaging, cataloging, and validating evidence.
Reference:NIST SP 800-86 emphasizes these stages as critical components of forensic processes.

65. Frage 
Which file system is supported by Mac?

A. EXT4
B. FAT32
C. Hierarchical File System Plus (HFS+)
D. NTFS

Antwort: C

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
Mac systems traditionally use the Hierarchical File System Plus (HFS+), which supports features such as journaling and metadata
handling suited for Mac OS environments. Newer versions use APFS but HFS+ remains relevant.
* NTFS is primarily a Windows file system.
* EXT4 is a Linux file system.
* FAT32 is a generic cross-platform file system but lacks advanced features.
Reference:Apple and NIST documentation confirm HFS+ as a Mac-supported file system for forensic analysis.

66. Frage 
Which law includes a provision permitting the wiretapping of VoIP calls?

A. Health Insurance Portability and Accountability Act (HIPAA)
B. Communications Assistance to Law Enforcement Act (CALEA)
C. Stored Communications Act
D. Electronic Communications Privacy Act (ECPA)

Antwort: B



Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
The Communications Assistance to Law Enforcement Act (CALEA) mandates telecommunications carriers to assist law
enforcement in executing authorized wiretaps, including on Voice over IP (VoIP) calls, ensuring lawful interception capabilities.
* CALEA requires built-in surveillance capabilities in communications systems.
* It balances privacy rights with law enforcement needs.
Reference:CALEA is cited in digital forensics and cybersecurity standards relating to lawful interception capabilities.

67. Frage 
Which type of information does a Windows SAM file contain?

A. Encrypted local Windows passwords
B. Hash of network passwords
C. Encrypted network passwords
D. Hash of local Windows passwords

Antwort: D

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
The Windows Security Account Manager (SAM) file stores hashed passwords for local Windows user accounts. These hashes are
used to authenticate users without storing plaintext passwords.
* The SAM file stores local account password hashes, not network passwords.
* Passwords are hashed (not encrypted) using algorithms like NTLM or LM hashes.
* Network password management occurs elsewhere (e.g., Active Directory).
Reference:NIST SP 800-86 and standard Windows forensics texts explain that the SAM file contains hashed local account
credentials critical for forensic investigations involving Windows systems.

68. Frage
......

Egal wie anziehend die Werbung ist, ist nicht so überzeugend wie Ihre eigene Erfahrung. Auf unserer Webseite können Sie die Demo
der WGU Digital-Forensics-in-Cybersecurity Prüfungssoftware kostenlos herunterladen. Wir glauben, solange Sie diese Software,
die vielen Leuten bei der WGU Digital-Forensics-in-Cybersecurity geholfen hat, probiert haben, werden Sie diese Software sofort
mögen. Benutzen Sie unsere Produkte! Sie können auch ein IT-Spezialist mit WGU Digital-Forensics-in-Cybersecurity
Prüfungszeugnis werden!
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