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NEW QUESTION # 47
A forensic nvestigator needs to know which file type to look for in order to find emails froma specific client.
Which file extension is used by Fudora?
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A. pst
B. .ost
C. .mbx
D. .dbx

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Eudora email client uses the.mbxfile extension to store email messages. The.mbxformat stores emails in a mailbox file similar to the
standard mbox format used by other emil clients.

* dbxis used by Microsoft Outlook Express.

* ostand.pstare file types used by Microsoft Outlook.

* Therefore,.mbxis specific to Eudora.

Reference:Digital forensics literature and software documentation clearly indicate Eudora's.mbxfile format as the repository for its
email storage.

NEW QUESTION # 48
A forensic investigator is acquiring evidence from an iPhone.
‘What should the investigator ensure before the iPhone is connected to the computer?

A. That the phone is in jailbreak mode

B. That the phone avoids syncing with the computer
C. That the phone is powered off

D. That the phone has root privilege

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Before connecting an iPhone to a forensic workstation, the nvestigator must ensure that the phone doesnotsync with the computer
automatically. Automatic syncing may alter, delete, or overwrite evidence stored on the device or the computer, compromising
forensic integrity.

* Jailbreak mode is not necessary and can complicate forensic analysis.

* Powering off the device prevents acquisition of volatile data.

* Root privileges (jailbreak) may aid access but are not mandatory before connection.

NIST mobile device forensic guidelines emphasize disabling autormatic sync to preserve data integrity during acquisition.

NEW QUESTION # 49
Which law includes a provision permitting the wiretapping of VoIP calls?

A. Electronic Commumications Privacy Act (ECPA)

B. Stored Commumications Act

C. Communications Assistance to Law Enforcement Act (CALEA)
D. Health Insurance Portability and Accountability Act (HIPAA)

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The Commumications Assistance to Law Enforcement Act (CALEA) mandates telecommumnications carriers to assist law
enforcement in executing authorized wiretaps, including on Voice over IP (VoIP) calls, ensuring lawful interception capabilities.
* CALEA requires built-in surveillance capabilities in commumications systens.

* ]t balances privacy rights with law enforcement needs.

Reference:CALEA is cited in digital forensics and cybersecurity standards relating to lawful interception capabilities.

NEW QUESTION # 50
Which type of mformation does a Windows SAM file contain?



A. Encrypted network passwords

B. Hash of network passwords

C. Encrypted local Windows passwords
D. Hash of local Windows passwords

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The Windows Security Account Manager (SAM) file stores hashed passwords for local Windows user accounts. These hashes are
used to authenticate users without storing plaintext passwords.

* The SAM file stores local account password hashes, not network passwords.

* Passwords are hashed (not encrypted) using algorithms like NTLM or LM hashes.

* Network password management occurs elsewhere (e.g., Active Directory).

Reference:NIST SP 800-86 and standard Windows forensics texts explain that the SAM file contains hashed local account
credentials critical for forensic nvestigations involving Windows systerns.

NEW QUESTION # 51

After a company's single-purpose, dedicated messaging server is hacked by a cybercriminal, a forensics expert is hired to investigate
the crime and collect evidence.

Which digital evidence should be collected?

A. Email contents

B. Firewall logs

C. User login credentials

D. Server configuration files

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Firewall logs record network traffic to and from the messaging server and can provide evidence of unauthorized access attempts or
data exfiltration. Collecting these logs allows investigators to reconstruct the attack timeline and identify the attacker’s IP address and
methods.

* Firewall logs are critical for network-level forensics.

* According to NIST SP 800-86, log files provide primary evidence for intrusion investigations.

Reference:NIST guidelines on incident handling emphasize collecting firewall logs to track attacker behavior.

NEW QUESTION # 52
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