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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q249-Q254):

NEW QUESTION # 249

You have just come from your Chief Information Security Officer's (CISO) office with the instructions to provide an audit report of
all AWS network rules used by the organization's Amazon EC2 instances. You have discovered that a single Describe-Security-
Groups API call will return all of an account's security groups and rules within a region.

You create the following pseudo-code to create the required report:

- Parse "aws ec2 describe-security-groups" output

- For each security group

- Create report of ingress and egress rules

Which two additional pieces of logic should you include to meet the CISO's requirements?

Choose 2 answers

A. Evaluate AWS CloudTrail logs.

B. Parse security groups in each Availability Zone and region.
C. Parse security groups in each region.

D. Evaluate VPC network access control lists.

E. Parse CloudFront access control fists.

F. Evaluate Elastic Load Balancing access control lists.

Answer: C,D

NEW QUESTION # 250

A company wants to ensure that their EC2 instances are secure. They want to be notified if any new vulnerabilities are discovered on
their instances, and they also want an audit trail of all login activities on the instances.

Which solution will meet these requirements?

¢ A. Configure Amazon CloudWatch to detect vulnerabilities on the EC2 instances.
Install the AWS Config daemon to capture system logs and view themin the AWS Config console.
e B. Use AWS Systens Manager to detect vulnerabilities on the EC2 nstances.
Install the Systems Manager Agent to capture system logs and view login activity in the CloudTrail console.
e C. Use AWS Systems Manager to detect vulnerabilities on the EC2 instances.
Install the Amazon Kinesis Agent to capture system logs and deliver them to Amazon S3.
e D. Configure Amazon Inspector to detect vulnerabilities on the EC2 instances.
Install the Amazon CloudWatch Agent to capture system logs and record them via Amazon CloudWatch Logs.

Answer: B

NEW QUESTION # 251
If designing a single playbook to run across multiple Linux distributions that have distribution specific commands, what would be the
best method to allow a successful run?

A. This isn't possible, a separate playbook for each target Linux distribution is required.

B. Enable fact gathering and use the “when' conditional to match the distribution to the task.
C. Use “ignore_errors: true' in the tasks.

D. Use the “shell' module to write your own checks for each command that is ran.

Answer: B

Explanation:

Ansible provides a method to only run a task when a condition is met using the “when' declarative. With gather facts enabled, the
play has access to the distribution name of the Linux system, thus, tasks can be tailored to a specific distribution and ran only when
the condition is met, e.g.: * - when: ansible_os_family = "Debian".

Reference: httpz//docs.ansible.convansible/playbooks _conditionals.html



NEW QUESTION # 252

You have an application which consists of EC2 instances in an Auto Scaling group. Between a particular time frame every day, there
is an increase in traffic to your website. Hence users are complaining of a poor response time on the application. You have
configured your Auto Scaling group to deploy one new EC2 instance when CPU utilization is greater than 60% for 2 consecutive
periods of 5 minutes. What is the least cost-effective way to resolve this problem?

A. Decrease the consecutive number of collection periods

B. Decrease the collection period to ten minutes

C. Increase the minimum number of instances in the Auto Scaling group

D. Decrease the threshold CPU utilization percentage at which to deploy a new instance

Answer: C

Explanation:

Ifyou increase the mmnimum number of instances, then they will be running even though the load is not high on the website. Hence
you are incurring cost even though there is no need.

All of the remaining options are possible options which can be used to increase the number of instances on a high load.

For more information on On-demand scaling, please refer to the below link:
httpz//docs.aws.amazon.comvautoscaling/latest/userguide/as-scale-based-on-demand. html Note: The tricky part where the question
is asking for 'least cost effective way". You got the design consideration correctly but need to be careful on how the question is
phrased.

NEW QUESTION # 253

A Developer is maintaining a fleet of 50 Amazon EC2 Linux servers. The servers are part of an Amazon EC2 Auto Scaling group,
and also use Elastic Load Balancing for load balancing,

Occasionally, some application servers are being terminated after failing ELB HTTP health checks. The Developer would like to
performa root cause analysis on the issue, but before being able to access application logs, the server is terminated.

How can log collection be autormated?

e A. Use Auto Scaling lifecycle hooks to put instances in a Terminating:Wait state. Create an Amazon CloudWatch Events rule
for EC2 'Instance-terminate Lifecycle Action and trigger an AWS Lambda function that executes a SSM Run Command
script to collect logs, push themto Amazon S3, and complete the lifecycle action once logs are collected.

¢ B. Use Auto Scaling lifecycle hooks to put instances in a Terminating: Wait state. Create an Amazon CloudWatch
subscription filter for EC2 Instance Terminate Successful and trigger a CloudWatch agent that executes a script to called logs,
push themto Amazon S3, and complete the lifecycle action once logs are collected.

e C. Use Auto Scaling lifecycle hooks to put instances in a Terminating; Wait state. Create a Config rule for EC2 Instance-
terminate Lifecycle Action and trigger a step function that executes a script to collect logs, push themto Amazon S3, and
complete the lifecycle action once logs are collected.

e D. Use Auto Scaling lifecycle hooks to put instances in a Pending:Wait state. Create an Amazon CloudWatch Alarm for EC2
Instance Termnate Successful and trigger an AWS Lambda function that executes an SSM Run Command script to collect
logs, push themto Amazon S3, and complete the lifecycle action once logs are collected.

Answer: A

Explanation:
https://docs.aws.amazon.convautoscaling/ec2/userguide/lifecycle-hooks. html

NEW QUESTION # 254

Maybe you are determined to pass the DOP-CO1 exam, but if you want to study by yourself; the efficiency of going it alone is very
low, and it is easy to go to a dead end. Youreally need a helper. Take a look at the development of DOP-CO01 Guide quiz and you
will certainly be attracted to it. And you can just free download the demos to try it out. The advantages of DOP-CO1 study materials
are numerous and they are all you need!
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