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Amazon AWS Certified DevOps Engineer - Professional (DOP-C01) certification exam is designed to test the skills and knowledge
of professionals who are responsible for designing, implementing, and managing DevOps processes and tools in an AWS
environment. AWS Certified DevOps Engineer - Professional certification is intended for individuals who have already earned the
AWS Certified Developer - Associate or AWS Certified SysOps Administrator - Associate certifications, and who have at least
two years of experience working with AWS applications and services.

Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q167-Q172):
NEW QUESTION # 167 
You are building a large, multi-tenant SaaS (software-as-a-service) application with a component that fetches data to process from a
customer-specific Amazon S3 bucket in their account.
How should you ensure that your application follows security best practices and limits risk when fetching data from customer-owned
Amazon S3 buckets?

A. Have users create a cross-account lAM role with a policy that grants read-only access to the Amazon S3 bucket required
by your application to the AWS account ID running your production Sass application.
B. Have users create an Amazon S3 bucket policy that grants read-only access to the Amazon S3 bucket required by your
application, and securely store the corresponding access keys in the database holding their account data.
C. Have users create an Amazon S3 bucket policy that grants read-only access to the Amazon S3 bucket required by your
application and limits access to the public IP address of the SaaS application.
D. Have users create an IAM user with a policy that grants read-only access to the Amazon S3 bucket required by your
application, and store the corresponding access keys in an encrypted database that holds their account data.

Answer: A

NEW QUESTION # 168 
Which status represents a failure state in AWS CloudFormation?

A. <code>ROLLBACK_IN_PROGRESS</code>
B. <code>UPDATE_COMPLETE_CLEANUP_IN_PROGRESS</code>
C. <code>DELETE_COMPLETE_WITH_ARTIFACTS</code>
D. <code>ROLLBACK_FAILED</code>

Answer: A

Explanation:
ROLLBACK_IN_PROGRESS means an UpdateStack operation failed and the stack is in the process of trying to return to the
valid, pre-update state.
UPDATE_COMPLETE_CLEANUP_IN_PROGRESS means an update was successful, and CloudFormation is deleting any
replaced, no longer used resources. ROLLBACK_FAILED is not a CloudFormation state (but UPDATE_ROLLBACK_FAILED
is).
DELETE_COMPLETE_WITH_ARTIFACTS does not exist at all.
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating- stacks.html

NEW QUESTION # 169 
A DevOps Engineer must implement monitoring for a workload running on Amazon EC2 and Amazon RDS MySQL. The
monitoring must include:
- Application logs and operating system metrics for the Amazon EC2
instances
- Database logs and operating system metrics for the Amazon RDS
database
Which steps should the Engineer take?

A. Install an Amazon CloudWatch agent on the EC2 and RDS instances. Configure the agent to send the operating system
metrics and application and database logs to CloudWatch.
B. Install an Amazon CloudWatch Logs agent on the EC2 instance and configure it to send application logs to CloudWatch.
C. Install an Amazon CloudWatch agent on the EC2 instance, and configure the agent to send the application logs and



operating system metrics to CloudWatch. Enable RDS Enhanced Monitoring, and modify the RDS instance to publish
database logs to CloudWatch Logs.
D. Set up scheduled tasks on the EC2 and RDS instances to put operating system metrics and application and database logs
into an Amazon S3 bucket. Set up an event on the bucket to invoke an AWS Lambda function to monitor for errors each
time an object is put into the bucket.

Answer: C

NEW QUESTION # 170 
A DevOps engineer has been tasked with ensuring that all Amazon S3 buckets, except for those with the word
"public" in the name, allow access only to authorized users utilizing S3 bucket policies. The security team wants to be notified when a
bucket is created without the proper policy and for the policy to be automatically updated.
Which solutions will meet these requirements?

A. Create a custom AWS Config rule that will trigger an AWS Lambda function when an S3 bucket is created or updated.
Use the Lambda function to look for S3 buckets that should be private, but that do not have a bucket policy that enforces
privacy. When such a bucket is found, invoke a remediation action and use Amazon SNS to notify the security team.
B. Create an Amazon S3 event notification that triggers when an S3 bucket is created that does not have the word "public" in
the name. Define an AWS Lambda function as a target for this notification and use the function to apply a new default policy
to the S3 bucket. Create an additional notification with the same filter and use Amazon SNS to send an email to the security
team.
C. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that triggers when an S3 bucket is created. Use an
AWS Lambda function to determine whether the bucket should be private. If the bucket should be private, update the
PublicAccessBlock configuration. Configure a second EventBridge (CloudWatch Events) rule to notify the security team using
Amazon SNS when PutBucketPolicy is called.
D. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that triggers when a new object is created in a bucket
that does not have the word "public" in the name. Target and use an AWS Lambda function to update the PublicAccessBlock
configuration. Create an additional notification with the same filter and use Amazon SNS to send an email to the security team.

Answer: D

Explanation:
Explanation/Reference:

NEW QUESTION # 171 
A DevOps engineer is writing an AWS CloudFormation template to stand up a web service that will run on Amazon EC2 instances
in a private subnet behind an ELB Application Load Balancer.
The Engineer must ensure that the service can accept requests from clients that have IPv6 addresses. Which configuration items
should the Engineer incorporate into the CloudFormation template to allow IPv6 clients to access the web service?

A. Assign each EC2 instance an IPv6 Elastic IP address. Create a target group and add the EC2 instances as targets. Create
a listener on port 443 of the Application Load Balancer, and associate the newly created target group as the default target
group.
B. Associate an IPv6 CIDR block with the Amazon VPC and subnets where the EC2 instances will live.
Create route table entries for the IPv6 network, use EC2 instance types that support IPv6, and assign IPv6 addresses to each
EC2 instance.
C. Create a target group and add the EC2 instances as targets. Create a listener on port 443 of the Application Load
Balancer. Associate the newly created target group as the default target group.
Select a dual stack IP address, and create a rule in the security group that allows inbound traffic from anywhere.
D. Replace the Application Load Balancer with a Network Load Balancer. Associate an IPv6 CIDR block with the Virtual
Private Cloud (VPC) and subnets where the Network Load Balancer lives, and assign the Network Load Balancer an IPv6
Elastic IP address.

Answer: C

Explanation:
https://aws.amazon.com/about-aws/whats-new/2017/01/announcing-internet-protocol-version-6- ipv6-support-for-elastic-load-
balancing-in-amazon-virtual-private-cloud-vpc/



NEW QUESTION # 172
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