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(Q551-Q556):

NEW QUESTION # 551
You need to grant a vendor access to your AWS account. They need to be able to read protected messages in a private S3 bucket
at their leisure. They also use AWS. What is the best way to accomplish this?

¢ A. Create an EC2 Instance Profile on your account. Grant the associated 1AM role full access to the bucket.
Start an EC2 mstance with this Profile and give SSH access to the instance to the vendor.

¢ B. Create an 1AM User with API Access Keys. Grant the User permissions to access the bucket. Give the vendor the AWS
Access Key ID and AWS Secret Access Key for the User.

e C. Create a cross-account I AM Role with permission to access the bucket, and grant permission to use the Role to the
vendor AWS account.
D- Generate a signed S3 PUT URL and a signed S3 PUT URL, both with wildcard values and 2 year durations. Pass the
URLs to the vendor.

Answer: C

Explanation:

Explanation

You can use AWS Identity and Access Management (I AM) roles and AWS Security Token Service (STS) to set up cross-
account access between AWS accounts. When you assume an 1AM role in another AWS account to obtain cross-account access
to services and resources in that account, AWS CloudTrail logs the cross-account activity For more information on Cross Account
Access, please visit the below URL:

* httpsz/aws.amazon.com/blogs/security/tag/cross-account-access/

NEW QUESTION # 552

You have been asked to use your departments existing continuous Integration (CI) tool to test a three-tier web architecture defined
In an AWS CloudFormation template.

The tool already supports AWS APIs and can launch new AWS CloudFormation stacks after polling version control.

The CI tool reports on the success of the AWS CloudFormation stack creation by using the Describe Stacks API to look for the
CREATE COMPLETE status.

The architecture tiers defined in the template consist of:

- One load balancer

- Five Amazon EC2 instances running the web application

- One nulti- AZ Amazon ROS instance

How would you implement this? Choose 2 answers

¢ A Define a CustomResource and write a script that runs architecture-level Integration tests through the load balancer to the
application and database for the state of multiple tiers.

¢ B. Define a UserDataHandle for the output of a CustomResource that does sanity checking of the application's post-nstall
state.

¢ C. Define a WaitCondition and a WaitConditionHandle for the output of a UserData command that does sanity checking of
the application's post-install state.

¢ D. Define a UserDataHandle for the output of'a UserData command that does sanity checking of the application's post-install
state and runs integration tests on the state of multiple tiers through the load balancer to the application.

¢ E. Define a CustomResource that leverages the AWS SDK to run the DescribeStacks API call until the 'CREATE
COMPLETE status is returned.

¢ F. Define a WaitCondition and use a WaitConditionHandle that leverages the AWS SDK to run the DescribeStacks API call
until the CREATE COMPLETE status is returned.

Answer: D,F

NEW QUESTION # 553

A company has multiple development teams sharing one AWS account. The development team's manager wants to be able to
automatically stop Amazon EC2 instances and receive notifications if resources are idle and not tagged as production resources
‘Which solution will meet these requirements?

e A Use a scheduled Amazon CloudWatch Events rule to target Amazon Inspector events for idle EC2 mstances Use the



CloudWatch Events rule to target the AWS Lambda function to stop non-production instances and send notifications

¢ B. Use a scheduled Amazon CloudWatch Events rule to target a custom AWS Lambda function that rans AWS Trusted
Advisor checks Create a second CloudWatch Events rule to filter events from Trusted Advisor to trigger a Lambda function
to stop idle non-production instances and send notifications

e (. Use a scheduled Amazon CloudWatch Events rule to filter for Amazon EC2 instance status checks and identify idle EC2
instances. Use the CloudWatch Events rule to target an AWS Lambda function to stop non-production instances and send
notifications.

¢ D. Use a scheduled Amazon CloudWatch Events rule to filter AWS Systems Manager events and identify idle EC2 instances
and resources. Use the CloudWatch Events rule to target an AWS Lambda finction to stop non-production instances and
send notifications.

Answer: C

NEW QUESTION # 554

A company is launching a marketing campaign on their website tomorrow and expects a significant increase in
traffic. The website is designed as a multi-tiered web architecture, and the increase in traffic could potentially
overwhelm the current design.

‘What should a Solutions Architect do to minimize the effects from a potential failure in one or more of the
tiers?

A. Use Auto Scaling to keep up with the demand.

B. Use both a SQL and a NoSQL database in the design.
C. Migrate the database to Amazon RDS.

D. Set up DNS failover to a statistic website.

Answer: A

NEW QUESTION # 555
You have defined a Linux based instance stack in Opswork. You now want to attach a database to the Opswork stack. Which of
the below is an important step to ensure that the application on the Linux instances can communicate with the database

A. Addanother stack with the database layer and attach it to the application stack.

B. Configuredatabase tags for the Opswork application layerOpswork application layer

C. ConfigureSSL so that the instance can commumnicate with the database

D. ConfigureSSL so that the instance can communicate with the database

E. Addthe appropriate driver packages to ensure the application can work with thedatabase

F. Addanother stack with the database layer and attach it to the application stack.

G. Addthe appropriate driver packages to ensure the application can work with thedatabase

H. Configuredatabase tags for theYou have defined a Linux based instance stack in Opswork. You now want to attach a
database to the Opswork stack. Which of the below is an important step to ensure that the application on the Linux instances
can communicate with the database

Answer: G

Explanation:

Explanation

The AWS documentation mentions the below point

Inmportant

For Linux stacks, if you want to associate an Amazon RDS service layer with your app, you must add the appropriate driver
package to the associated app server layer, as follows:

1. Click Layers in the navigation pane and open the app server's Recipes tab.

2. Click Edit and add the appropriate driver package to OS Packages. For example, you should specify mysql if the layer contains
Amazon Linux instances and mysql-client if the layer contains Ubuntu instances.

3. Save the changes and redeploy the app.

For

more information on Opswork app connectivity, please visit the below URL:
httpz//docs.aws.amazon.com/opsworks/latest/userguide/workingapps-connectdb. html



NEW QUESTION # 556
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