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Wir wissen, wie bedeutend die Amazon DOP-C02 Prüfung für die in der IT-Branche angestellte Leute ist. Deshalb entwickeln wir
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Amazon AWS Certified DevOps Engineer - Professional DOP-C02
Prüfungsfragen mit Lösungen (Q173-Q178):
173. Frage 
A company is building a serverless application that uses AWS Lambda functions to process data.
A BeginResponse Lambda function initializes data in response to specific application events. The company needs to ensure that a
large number of Lambda functions are invoked after the BeginResponse Lambda function runs. Each Lambda function must be
invoked in parallel and depends on only the outputs of the BeginResponse Lambda function. Each Lambda function has retry logic
for invocation and must be able to fine-tune concurrency without losing data.
Which solution will meet these requirements with the MOST operational efficiency?

A. Create an Amazon Simple Queue Service (Amazon SQS) queue for each Lambda function that needs to run after the
BeginResponse Lambda function runs. Subscribe each Lambda function to its own SQS queue. Create an Amazon Simple
Notification Service (Amazon SNS) topic. Subscribe each SQS queue to the SNS topic. Modify the BeginResponse function
to publish to the SNS topic when it finishes running.
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B. Create an AWS Step Functions Standard Workflow. Configure states in the workflow to invoke the Lambda functions
sequentially. Create an Amazon Simple Notification Service (Amazon SNS) topic.Modify the BeginResponse Lambda
function to publish to the SNS topic before the Lambda function finishes running. Create a new Lambda function that is
subscribed to the SNS topic and that invokes the Step Functions workflow.
C. Create an Amazon Simple Notification Service (Amazon SNS) topic. Modify the BeginResponse Lambda function to
publish to the SNS topic before the BeginResponse Lambda function finishes running. Subscribe all Lambda functions that
need to invoke after the BeginResponse Lambda function runs to the SNS topic. Subscribe any new Lambda functions to the
SNS topic.
D. Create an Amazon Simple Queue Service (Amazon SQS) queue for each Lambda function that needs to run after the
BeginResponse Lambda function runs. Subscribe the Lambda function to the SQS queue.
Create an Amazon Simple Notification Service (Amazon SNS) topic for each SQS queue. Subscribe the SQS queues to the
SNS topics. Modify the BeginResponse function to publish to the SNS topics when the function finishes running.

Antwort: A

Begründung:
Comprehensive and Detailed Explanation From Exact Extract:
To invoke many Lambda functionsin paralleland allow each function to haveindependent retry logic and concurrency management,
usingSQS queues for each Lambda functionis recommended.
* The BeginResponse Lambda publishes a message to anSNS topic, which fans out to multipleSQS queues(one per Lambda).
* Each Lambda function polls its own SQS queue, allowing fine-grained control of concurrency and retry behavior.
* SNS alone (Option A) invokes Lambda functions but lacks the queue's buffering and retry durability.
* Step Functions (Option D) would invoke Lambdas sequentially, not in parallel, and add complexity.
* Option C reverses SNS and SQS in an inefficient manner.
References:
Using SNS with SQS for fan-out and Lambda processing
Lambda retry behavior with SQS triggers

174. Frage 
A company uses AWS Organizations to manage multiple accounts. Information security policies require that all unencrypted Amazon
EBS volumes be marked as non-compliant. A DevOps engineer needs to automatically deploy the solution and ensure that this
compliance check is always present.
Which solution will accomplish this?

A. Deploy an IAM role to all accounts from a single trusted account. Build a pipeline with AWS CodePipeline with a stage in
AWS Lambda to assume the IAM role, and list all EBS volumes in the account. Publish a report to Amazon S3.
B. Create an SCP in Organizations. Set the policy to prevent the launch of Amazon EC2 instances without encryption on the
EBS volumes using a conditional expression. Apply the SCP to all AWS accounts. Use Amazon Athena to analyze the AWS
CloudTrail output, looking for events that deny an ec2:RunInstances action.
C. Create an AWS CloudFormation template that defines an AWS Inspector rule to check whether EBS encryption is
enabled. Save the template to an Amazon S3 bucket that has been shared with all accounts within the company. Update the
account creation script pointing to the CloudFormation template in Amazon S3.
D. Create an AWS Config organizational rule to check whether EBS encryption is enabled and deploy the rule using the
AWS CLI. Create and apply an SCP to prohibit stopping and deleting AWS Config across the organization.

Antwort: D

Begründung:
https://docs.aws.amazon.com/config/latest/developerguide/ec2-ebs-encryption-by-default.html

175. Frage 
A company uses AWS Storage Gateway in file gateway mode in front of an Amazon S3 bucket that is used by multiple resources.
In the morning when business begins, users do not see the objects processed by a third party the previous evening. When a DevOps
engineer looks directly at the S3 bucket, the data is there, but it is missing in Storage Gateway.
Which solution ensures that all the updated third-party files are available in the morning?

A. Configure a nightly Amazon EventBridge event to invoke an AWS Lambda function to run the RefreshCache command for
Storage Gateway.
B. Use S3 Same-Region Replication to replicate any changes made directly in the S3 bucket to Storage Gateway.



C. Instruct the third party to put data into the S3 bucket using AWS Transfer for SFTP.
D. Modify Storage Gateway to run in volume gateway mode.

Antwort: A

176. Frage 
A DevOps engineer is creating an AWS CloudFormation template to deploy a web service. The web service will run on Amazon
EC2 instances in a private subnet behind an Application Load Balancer (ALB). The DevOps engineer must ensure that the service
can accept requests from clients that have IPv6 addresses.
What should the DevOps engineer do with the CloudFormation template so that IPv6 clients can access the web service?

A. Assign each EC2 instance an IPv6 Elastic IP address. Create a target group, and add the EC2 instances as targets. Create
a listener on port 443 of the ALB, and associate the target group with the ALB.
B. Replace the ALB with a Network Load Balancer (NLB). Add an IPv6 CIDR block to the VPC and subnets for the NLB,
and assign the NLB an IPv6 Elastic IP address.
C. Add an IPv6 CIDR block to the VPC and the private subnet for the EC2 instances. Create route table entries for the IPv6
network, use EC2 instance types that support IPv6, and assign IPv6 addresses to each EC2 instance.
D. Add an IPv6 CIDR block to the VPC and subnets for the ALB. Create a listener on port 443. and specify the dualstack
IP address type on the ALB. Create a target group, and add the EC2 instances as targets. Associate the target group with the
ALB.

Antwort: D

Begründung:
it involves adding an IPv6 CIDR block to the VPC and subnets for the ALB and specifying the dualstack IP address type on the
ALB listener. This allows the ALB to listen on both IPv4 and IPv6 addresses, and forward requests to the EC2 instances that are
added as targets to the target group associated with the ALB.

177. Frage 
A company runs applications in AWS accounts that are in an organization in AWS Organizations The applications use Amazon EC2
instances and Amazon S3.
The company wants to detect potentially compromised EC2 instances suspicious network activity and unusual API activity in its
existing AWS accounts and in any AWS accounts that the company creates in the future When the company detects one to these
events the company wants to use an existing Amazon Simple Notification Service (Amazon SNS) topic to send a notification to its
operational support team for investigation and remediation.
Which solution will meet these requirements in accordance with AWS best practices?

A. In the organization's management account. create an AWS CloudTrail organization trail Activate the organization trail in all
AWS accounts in the organization. Create an SCP that enables VPC Flow Logs in each account in the organization.
Configure AWS Security Hub for the organization Create an Amazon EventBridge rule with an even pattern to match Security
Hub events and to forward matching events to the SNS topic.
B. In the organization's management account configure an AWS account as the Amazon GuardDuty administrator account. In
the GuardDuty administrator account add the company's existing AWS accounts to GuardDuty as members In the GuardDuty
administrator account create an Amazon EventBridge rule with an event pattern to match GuardDuty events and to forward
matching events to the SNS topic.
C. In the organization's management account configure Amazon GuardDuty to add newly created AWS accounts by invitation
and to send invitations to the existing AWS accounts Create an AWS Cloud Formation stack set that accepts the GuardDuty
invitation and creates an Amazon EventBridge rule Configure the rule with an event pattern to match. GuardDuty events and
to forward matching events to the SNS topic. Configure the Cloud Formation stack set to deploy into all AWS accounts in
the organization.
D. In the organization's management account configure an AWS account as the AWS CloudTrail administrator account in the
CloudTrail administrator account create a CloudTrail organization trail.
Add the company's existing AWS accounts to the organization trail Create an SCP that enables VPC Flow Logs in each
account in the organization. Configure AWS Security Hub for the organization.Create an Amazon EventBridge rule with an
event pattern to match Security Hub events and to forward matching events to the SNS topic.

Antwort: C

Begründung:



Explanation
It allows the company to detect potentially compromised EC2 instances, suspicious network activity, and unusual API activity in its
existing AWS accounts and in any AWS accounts that the company creates in the future using Amazon GuardDuty. It also provides
a solution for automatically adding future AWS accounts to GuardDuty by configuring GuardDuty to add newly created AWS
accounts by invitation and to send invitations to the existing AWS accounts.

178. Frage
......
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