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NEW QUESTION # 123 
A company uses a single AWS account lo test applications on Amazon EC2 instances. The company has turned on AWS Config in
the AWS account and has activated the restricted-ssh AWS Config managed rule.
The company needs an automated monitoring solution that will provide a customized notification in real time if any security group in
the account is not compliant with the restricted-ssh rule. The customized notification must contain the name and ID of the
noncompliant security group.
A DevOps engineer creates an Amazon Simple Notification Service (Amazon SNS) topic in the account and subscribes the
appropriate personnel to the topic.
What should me DevOps engineer do next to meet these requirements?

A. Create an Amazon EventBridge rule that matches an AWS Config evaluation result of NON_COMPLIANT tor the
restricted-ssh rule. Configure an input transformer for the EventBridge rule Configure the EventBridge rule to publish a
notification to the SNS topic.
B. Configure AWS Config to send all evaluation results for the restricted-ssh rule to the SNS topic.
Configure a filter policy on the SNS topic to send only notifications that contain the text of NON_COMPLIANT in the
notification to subscribers.
C. Create an Amazon EventBridge rule that matches an AWS Config evaluation result of NON_COMPLlANT for the
restricted-ssh rule Configure the EventBridge rule to invoke AWS Systems Manager Run Command on the SNS topic to
customize a notification and to publish the notification to the SNS topic
D. Create an Amazon EventBridge rule that matches all AWS Config evaluation results of NON_COMPLIANT Configure
an input transformer for the restricted-ssh rule Configure the EventBridge rule to publish a notification to the SNS topic.

Answer: A

Explanation:
Explanation
Create an Amazon EventBridge (Amazon CloudWatch Events) rule that matches an AWS Config evaluation result of
NON_COMPLIANT for the restricted-ssh rule. Configure an input transformer for the EventBridge (CloudWatch Events) rule.
Configure the EventBridge (CloudWatch Events) rule to publish a notification to the SNS topic. This approach uses Amazon
EventBridge (previously known as Amazon CloudWatch Events) to filter AWS Config evaluation results based on the restricted-ssh
rule and its compliance status (NON_COMPLIANT). An input transformer can be used to customize the information contained in
the notification, such as the name and ID of the noncompliant security group. The EventBridge (CloudWatch Events) rule can then
be configured to publish a notification to the SNS topic, which will notify the appropriate personnel in real-time.

NEW QUESTION # 124 
A company uses AWS CodePipeline pipelines to automate releases of its application A typical pipeline consists of three stages
build, test, and deployment. The company has been using a separate AWS CodeBuild project to run scripts for each stage.
However, the company now wants to use AWS CodeDeploy to handle the deployment stage of the pipelines.
The company has packaged the application as an RPM package and must deploy the application to a fleet of Amazon EC2
instances. The EC2 instances are in an EC2 Auto Scaling group and are launched from a common AMI.
Which combination of steps should a DevOps engineer perform to meet these requirements? (Choose two.)

A. Create a new version of the common AMI with the CodeDeploy agent installed. Create an AppSpec file that contains
application deployment scripts and grants access to CodeDeploy.
B. Create an application in CodeDeploy. Configure an in-place deployment type. Specify the Auto Scaling group as the
deployment target. Add a step to the CodePipeline pipeline to use EC2 Image Builder to create a new AMI. Configure
CodeDeploy to deploy the newly created AMI.
C. Create a new version of the common AMI with the CodeDeploy agent installed. Update the IAM role of the EC2
instances to allow access to CodeDeploy.
D. Create an application in CodeDeploy. Configure an in-place deployment type. Specify the EC2 instances that are launched
from the common AMI as the deployment target. Update the CodePipeline pipeline to use the CodeDeploy action to deploy
the application.
E. Create an application in CodeDeploy. Configure an in-place deployment type. Specify the Auto Scaling group as the
deployment target. Update the CodePipeline pipeline to use the CodeDeploy action to deploy the application.

Answer: C,E

Explanation:
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws-auto-scaling.html



NEW QUESTION # 125 
A company is using AWS to run digital workloads. Each application team in the company has its own AWS account for application
hosting. The accounts are consolidated in an organization in AWS Organizations.
The company wants to enforce security standards across the entire organization. To avoid noncompliance because of security
misconfiguration, the company has enforced the use of AWS CloudFormation. A production support team can modify resources in
the production environment by using the AWS Management Console to troubleshoot and resolve application-related issues.
A DevOps engineer must implement a solution to identify in near real time any AWS service misconfiguration that results in
noncompliance. The solution must automatically remediate the issue within 15 minutes of identification. The solution also must track
noncompliant resources and events in a centralized dashboard with accurate timestamps.
Which solution will meet these requirements with the LEAST development overhead?

A. Turn on AWS CloudTrail in the AWS accounts. Analyze CloudTrail logs by using Amazon Athena to identify
noncompliant resources. Use AWS Step Functions to track query results on Athena for drift detection and to invoke an AWS
Lambda function for remediation. For tracking, set up an Amazon QuickSight dashboard that uses Athena as the data source.
B. Turn on AWS CloudTrail in the AWS accounts. Analyze CloudTrail logs by using Amazon CloudWatch Logs to identify
noncompliant resources. Use CloudWatch Logs filters for drift detection. Use Amazon EventBridge to invoke the Lambda
function for remediation. Stream filtered CloudWatch logs to Amazon OpenSearch Service. Set up a dashboard on
OpenSearch Service for tracking.
C. Use CloudFormation drift detection to identify noncompliant resources. Use drift detection events from CloudFormation to
invoke an AWS Lambda function for remediation. Configure the Lambda function to publish logs to an Amazon CloudWatch
Logs log group. Configure an Amazon CloudWatch dashboard to use the log group for tracking.
D. Turn on the configuration recorder in AWS Config in all the AWS accounts to identify noncompliant resources. Enable
AWS Security Hub with the ~no-enable-default-standards option in all the AWS accounts. Set up AWS Config managed
rules and custom rules. Set up automatic remediation by using AWS Config conformance packs. For tracking, set up a
dashboard on Security Hub in a designated Security Hub administrator account.

Answer: D

NEW QUESTION # 126 
A company wants to set up a continuous delivery pipeline. The company stores application code in a private GitHub repository. The
company needs to deploy the application components to Amazon Elastic Container Service (Amazon ECS). Amazon EC2, and
AWS Lambd a. The pipeline must support manual approval actions.
Which solution will meet these requirements?

A. Use AWS CodePipeline with AWS CodeDeploy as the deploy provider.
B. Use AWS CodePipeline with Amazon ECS. Amazon EC2, and Lambda as deploy providers.
C. Use AWS CodeDeploy with GitHub integration to deploy the application.
D. Use AWS CodePipeline with AWS Elastic Beanstalk as the deploy provider.

Answer: A

Explanation:
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html

NEW QUESTION # 127 
A global company manages multiple AWS accounts by using AWS Control Tower. The company hosts internal applications and
public applications.
Each application team in the company has its own AWS account for application hosting. The accounts are consolidated in an
organization in AWS Organizations. One of the AWS Control Tower member accounts serves as a centralized DevOps account
with CI/CD pipelines that application teams use to deploy applications to their respective target AWS accounts. An 1AM role for
deployment exists in the centralized DevOps account.
An application team is attempting to deploy its application to an Amazon Elastic Kubernetes Service (Amazon EKS) cluster in an
application AWS account. An 1AM role for deployment exists in the application AWS account. The deployment is through an
AWS CodeBuild project that is set up in the centralized DevOps account. The CodeBuild project uses an 1AM service role for
CodeBuild. The deployment is failing with an Unauthorized error during attempts to connect to the cross-account EKS cluster from
CodeBuild.
Which solution will resolve this error?



A. Configure the centralized DevOps account's deployment 1AM role to have a trust relationship with the application
account. Configure the trust relationship to allow the sts:AssumeRoleWithSAML action.
Configure the centralized DevOps account's deployment 1AM role to allow the required access to CodeBuild.
B. Configure the centralized DevOps account's deployment I AM role to have a trust relationship with the application
account. Configure the trust relationship to allow the sts:AssumeRole action. Configure the centralized DevOps account's
deployment 1AM role to allow the required access to CodeBuild.
C. Configure the application account's deployment 1AM role to have a trust relationship with the centralized DevOps
account. Configure the trust relationship to allow the sts:AssumeRole action.
Configure the application account's deployment 1AM role to have the required access to the EKS cluster. Configure the EKS
cluster aws-auth ConfigMap to map the role to the appropriate system permissions.
D. Configure the application account's deployment 1AM role to have a trust relationship with the AWS Control Tower
management account. Configure the trust relationship to allow the sts:AssumeRole action. Configure the application account's
deployment 1AM role to have the required access to the EKS cluster. Configure the EKS cluster aws-auth ConfigMap to
map the role to the appropriate system permissions.

Answer: C

Explanation:
In the source AWS account, the IAM role used by the CI/CD pipeline should have permissions to access the source code
repository, build artifacts, and any other resources required for the build process. In the destination AWS accounts, the IAM role
used for deployment should have permissions to access the AWS resources required for deploying the application, such as EC2
instances, RDS databases, S3buckets, etc. The exact permissions required will depend on the specific resources being used by the
application. the IAM role used for deployment in the destination accounts should also have permissions to assume the IAM role for
deployment in the centralized DevOps account. This is typically done using an IAM role trust policy that allows the destination
account to assume the DevOps account role.

NEW QUESTION # 128
......

Our products are compiled by experts from various industries and they are based on the true problems of the past years and the
development trend of the industry. What's more, according to the development of the time, we will send the updated materials of
DOP-C02 test prep to the customers soon if we update the products. Under the guidance of our study materials, you can gain
unexpected knowledge. Finally, you will pass the exam and get a DOP-C02 Certification. Customers can learn according to their
actual situation and it is flexible. Next I will introduce the advantages of our DOP-C02 test prep so that you can enjoy our products.
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