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All kinds of exams are changing with dynamic society because the requirements are changing all the time. To keep up with the
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EC-COUNCIL EC-Council Disaster Recovery Professional (EDRP) Sample
Questions (Q14-Q19):
NEW QUESTION # 14 
Lily works as a disaster recovery professional in an IT company. The archiving method used by the company provides the tools and
software required for the archiving of data. The data can be easily accessed and cataloged in this method. However, this method
involves recurring costs in its cooling and maintenance. What data archiving method is being used by Lily's company?

A. Cloud-Based Archiving
B. Legacy Archiving
C. On-Premise Disk-Based Archiving
D. Optical Media Storage

Answer: C

Explanation:
On-Premise Disk-Based Archiving uses local disk systems with tools for access and cataloging, incurring cooling and maintenance
costs, as described.
* Option A (Optical):Low cost, no cooling needs.
* Option C (Legacy):Outdated systems, not specified here.
* Option D (Cloud-Based):Offsite, minimal local maintenance costs.
* "On-Premise Disk-Based Archiving offers accessible data cataloging with recurring costs for cooling and upkeep" (Module: Data
Archiving, Section: Archiving Methods).

NEW QUESTION # 15 
Which of the following actions can be performed by using the principle of separation of duties?

A. Conducting background investigation
B. Reducing the opportunity for fraud
C. Identifying critical positions
D. Developing job descriptions

Answer: B

NEW QUESTION # 16 
Which of the following events occurs in a system when there is a TCB failure and the recovery procedures cannot return the system
to a secure state?

A. Fail-soft
B. Fault tolerance
C. Fail-over
D. Cold start

Answer: D

NEW QUESTION # 17 
Matt wants his organization to be prepared for any disaster that may occur in the future. In his preparations for the same, he wants to
implement a robust storage system for his servers. After conducting thorough research, he arrives at the conclusion that PASIS
architecture would be best suited for his requirements as it combines several critical components to provide survivable data storage.
Which of the following components does the PASIS architecture integrate?

A. Decentralized Storage Systems, Data Redundancy and Encoding, and Dynamic Self-Maintenance
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B. Centralized Computing, Data Redundancy and Encoding
C. Distributed Computing, Data Redundancy and Encoding, and Dynamic Self-Maintenance
D. Centralized Storage Systems, Deduplication, and Mirroring

Answer: A

Explanation:
PASIS (Pittsburgh Advanced Survivable Information Storage) integrates Decentralized Storage Systems, Data Redundancy and
Encoding, and Dynamic Self-Maintenance for survivable storage, as Matt researched.
* Option A:Centralized, not PASIS's decentralized focus.
* Option B:Distributed computing is broader than storage-specific.
* Option D:Centralized, contradicts PASIS principles.
* "PASIS architecture combines decentralized storage, redundancy with encoding, and self-maintenance for robust, survivable data
systems" (Module: Survivable Storage Systems, Section: PASIS Components).

NEW QUESTION # 18 
Choose the steps involved in the general disaster recovery procedure.

A.

Answer: A

NEW QUESTION # 19
......
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