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NEW QUESTION # 32 
According to Article 7 of the NIS 2 Directive, what is one of the aspects that the national cybersecurity strategy adopted by
Member States must include?

A. Policies on foreign trade agreements
B. Plans for infrastructure development
C. A list of authorities and stakeholders

Answer: C

NEW QUESTION # 33 
Scenario 3: Founded in 2001, SafePost is a prominent postal and courier company headquartered in Brussels, Belguim. Over the
years, it has become a key player in the logistics and courier in the region. With more than 500 employees, the company prides itself
on its efficient and reliable services, catering to individual and corporate clients. SafePost has recognized the importance of
cybersecurity in an increasingly digital world and has taken significant steps to align its operations with regulatory directives, such as
the NIS 2 Directive.
SafePost recognized the importance of thoroughly analyzing market forces and opportunities to inform its cybersecurity strategy.
Hence, it selected an approach that enabled the analysis of market forces and opportunities in the four following areas: political,
economic, social, and technological. The results of the analysis helped SafePost in anticipating emerging threats and aligning its
security measures with the evolving landscape of the postal and courier industry.
To comply with the NIS 2 Directive requirements, SafePost has implemented comprehensive cybersecurity measures and
procedures, which have been documented and communicated in training sessions. However, these procedures are used only on
individual initiatives and have still not been implemented throughout the company. Furthermore, SafePost's risk management team
has developed and approved several cybersecurity risk management measures to help the company minimize potential risks, protect
customer data, and ensure business continuity.
Additionally, SafePost has developed a cybersecurity policy that contains guidelines and procedures for safeguarding digital assets,
protecting sensitive data, and defining the roles and responsibilities of employees in maintaining security. This policy will help the
company by providing a structured framework for identifying and mitigating cybersecurity risks, ensuring compliance with
regulations, and fostering a culture of security awareness among employees, ultimately enhancing overall cybersecurity posture and
reducing the likelihood of cyber incidents.
As SafePost continues to navigate the dynamic market forces and opportunities, it remains committed to upholding the highest
standards of cybersecurity to safeguard the interests of its customers and maintain its position as a trusted leader in the postal and
courier industry.
SafePost's risk management team has developed and approved several cybersecurity risk management measures intended to help
the company in minimizing potential risks, protecting customer data, and ensuring business continuity. Is this in compliance with
Article 20 of the NIS 2 Directive?
Refer to scenario 3.

A. Yes, the risk management team is responsible for developing and approving cybersecurity risk management measures
B. No, the IT Department is solely responsible for developing and approving cybersecurity risk management measures
C. No, the company's management body is responsible for approving cybersecurity risk management measures

Answer: C

NEW QUESTION # 34 
Scenario 5:Based in Altenberg, Germany, Astral Nexus Power is an innovative company founded by visionary engineers and
scientists focused on pioneering technologies in the electric power sector. It focuses on the development of next-generation energy
storage solutions powered by cutting-edge quantum materials. Recognizing the critical importance of securing its energy
infrastructure, the company has adopted the NIS 2 Directive requirements. In addition, it continually cooperates with cybersecurity
experts to fortify its digital systems, protect against cyber threats, and ensure the integrity of the power grid. By incorporating
advanced security protocols, the company contributes to the overall resilience and stability of the European energy landscape.
Dedicated to ensuring compliance with NIS 2 Directive requirements, the company initiated a comprehensive journey toward
transformation, beginning with an in-depth comprehension of its structure and context, which paved the way for the clear designation
of roles and responsibilities related to security, among others. The company has appointed a Chief Information Security Officer
(CISO) who is responsible to set the strategic direction for cybersecurity and ensure the protection of information assets. The CISO
reports directly to the Chief Executive Officer (CEO) of Astral Nexus Power which helps in making more informed decisions
concerning risks, resources, and investments. To effectively carry the roles and responsibilities related to information security, the
company established a cybersecurity team which includes the company's employees and an external cybersecurity consultant to



guide them.
Astral Nexus Power is also focused on managing assets effectively. It consistently identifies and categorizes all of its digital assets,
develops an inventory of all assets, and assesses the risks associated with each asset. Moreover, it monitors and maintains the assets
and has a process for continual improvement in place. The company has also assigned its computer security incident response team
(CSIRT) with the responsibility to monitor its on and off premises internet-facing assets, which help in managing organizational risks.
Furthermore, the company initiates a thorough process of risk identification, analysis, evaluation, and treatment. By identifying
operational scenarios, which are then detailed in terms of assets, threats, and vulnerabilities, the company ensures a comprehensive
identification and understanding of potential risks. This understanding informs the selection and development of risk treatment
strategies, which are then communicated and consulted upon with stakeholders. Astral Nexus Power's commitment is further
underscored by a meticulous recording and reporting of these measures, fostering transparency and accountability.
Based on scenario 5, the CISO reports directly to the CEO of Astral Nexus Power. Is this in alignment with best practices?

A. Yes, it is advisable for the CISO to report directly to the top management to facilitate the process of decision-making with
respect to cybersecurity
B. No, the current organizational structure impedes inter-departmental collaboration which would enable balanced distribution
of tasks
C. No, this type of structure does not allow the CISO to properly exercise the mandate with regards to cybersecurity

Answer: A

NEW QUESTION # 35 
What is the key difference between Tier 2 and Tier 3 disaster recovery strategies?

A. Tier 2 mandates dual sites with peer-to-peer connections, whereas Tier 3 focuses on data transfer enhancement
B. Tier 2 involves electronic vaulting of critical data, while Tier 3 relies on offsite vaults
C. Tier 2 uses couriers to transport data between centers, while Tier 3 uses electronic vaulting of critical data

Answer: C

NEW QUESTION # 36 
What is the primary focus of cryptanalysis?

A. To develop encryption keys
B. To analyze and breach secure communication
C. To safeguard data

Answer: B

NEW QUESTION # 37
......
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