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GIAC Red Team Professional Sample Questions (Q51-Q56):

NEW QUESTION # 51
Which attribute of Active Directory user accounts is specifically targeted in a Kerberoasting attack?
Response:

e A The user’s logon script path
e B. The user's Service Principal Name (SPN)
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e C. The user's SID
¢ D. The user’s group membership

Answer: B

NEW QUESTION # 52

‘Which methodology provides a structured approach for testing the efficiency of security controls against a known adversary
behavior?

Response:

A. OWASP Testing Guide

B. ISO/IEC 27001

C. MITRE ATT&CK Evaluations
D. Red Team Assessment

Answer: C

NEW QUESTION # 53

‘What considerations must be taken into account when exfiltrating data to avoid detection?
Multiple Correct Answers

Response:

A. Timing of the exfiltration to coincide with high network traffic periods

B. The use of common network ports and protocols to blend in with normal traffic
C. Posting data publicly to deflect suspicion

D. The volume of data being exfiltrated at any one time

Answer: A,B

NEW QUESTION # 54

Which are common post-exploitation activities related to persistence?
Multiple Correct Answers

Response:

A. Installing additional tools and utilities that may be needed later

B. Discovering and exfiltrating sensitive information

C. Scanning the network for other targets to compromise

D. Running a defragmentation utility to optimize the compromised system

Answer: A,.B

NEW QUESTION # 55
What is the purpose of using Metasploit for payload creation in red team engagements?
Response:

A. To generate and deliver payloads for initial exploitation
B. To automate network scanning

C. To test firewall configurations

D. To exploit web application vulnerabilities

Answer: A

NEW QUESTION # 56
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