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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q13-Q18):
NEW QUESTION # 13 
How does HyperSync work in a Dual Site environment?

A. Each active connection has two local backups (on the local site) and a third backup connection on the second site (remote
site.)
B. Each active connection has a local backup (on the local site) and a second backup connection on the second site (remote
site.)
C. Each active connection has a local backup (on the local site) and a second backup connection on each of the MHOs.
D. Each active connection has a backup connection on the second site (remote site.)

Answer: B
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Which command do you use to find bottlenecks in the system that are affecting performance, even functionality in some cases?

A. asg monitor
B. asg diag verify
C. asg perf -v
D. asg stat -v

Answer: C

Explanation:
Explanation
The asg perf -v command is used to find bottlenecks in the system that are affecting performance, even functionality in some cases.
The asg perf -v command displays the performance statistics of the Security Group Modules (SGMs) in the Security Group, such as
throughput, packet rate, CPU utilization, memory usage, and more. The asg perf -v command also shows the distribution mode and
the correction rate of each SGM, which can indicate potential issues with asymmetric routing or load balancing. The asg perf -v
command can help identify which SGMs are overloaded, underutilized, or misconfigured, and provide insights for troubleshooting
and optimization.
References =
*Check Point Maestro R81.X Administration Guide, page 67, section "asg perf" 1
*Check Point Maestro R81.X Getting Started Guide, page 29, section "asg perf" 2
*Check Point Maestro Under the Hood presentation by Lari Luoma, slide 26
1: https://www.manualslib.com/manual/2031661/Check-Point-Maestro-R80-20sp.html 2:
https://sc1.checkpoint.com/documents/R81/WebAdminGuides/EN/CP_R81_Maestro_GettingStarted/html_frame
:
https://community.checkpoint.com/fyrhh23835/attachments/fyrhh23835/maestro/1191/1/Check%20Mates%20M

NEW QUESTION # 15 
What is the purpose of g_tcpdump command?

A. Collects traffic dump from Sync network
B. Collects traffic dump from all Active Appliances within Security Group
C. The same as tcpdump, just on Scalable Platform
D. Collects traffic dump from CIN network

Answer: B

Explanation:
Explanation
_tcpdump" probably collects traffic dumps from all active appliances within a security group, aligning with the naming convention and
function of similar commands in scalable platforms.
References
*Maestro Expert (CCME) Course - Check Point Software, page 331
*What is 'IN' and 'OUT' of g_tcpdump? - Check Point CheckMates2
*CHECK POINT MAESTRO EXPERT, page 23

NEW QUESTION # 16 
What cannot be learned from the output of lldpctl?

A. Orchestrator's IP
B. Appliance model
C. Distribution mode
D. Serial number of Appliance

Answer: C

Explanation:
The lldpctl command is a tool to display information about the devices discovered by the Link Layer Discovery Protocol (LLDP) on
all ports of the Maestro Orchestrator and the Security Group Members. LLDP is a protocol that enables devices to exchange
information about their identity, capabilities, and configuration.



LLDP can help to discover the topology and connectivity of the Maestro environment. The output of lldpctl can show the serial
number, appliance model, and orchestrator's IP of the connected devices, but it cannot show the distribution mode of the Security
Group. The distribution mode is the algorithm that determines how the Maestro Orchestrator distributes the traffic among the
Security Group Members. To view the distribution mode, other commands such as asg monitor or asg stat can be used.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson 4.2: LLDP, page 4-9
*Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security GroupModules, Section:
LLDP, page 3-9
*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Maestro basic setup documentation - Page 2 - Check Point CheckMates
*Log and Configuration Files - Check Point Software

NEW QUESTION # 17 
Maestro allows running commands globally in Expert mode by using global prefixes, such as:

A. all
B. asg all
C. global
D. g_all

Answer: D

Explanation:
Explanation
The g_all prefix is used to run commands globally in Expert mode on all Security Group Members of the current Security Group.
For example, g_all cpstop will stop the Check Point services on all SGMs. The other prefixes are not valid for global commands in
Expert mode.
References
*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson 4.3: Global Commands, page 4-11
*Check Point R81 Maestro Administration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: Global
Commands, page 4-9
*Global Expert Mode Commands - Check Point CheckMates
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