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CWNP Certified Wireless Analysis Professional Sample Questions (Q155-
Q160):
NEW QUESTION # 155 
What is encrypted within the fourth frame of the 4-Way Handshake?

A. PMK
B. PTK
C. GTK
D. GMK

Answer: C

Explanation:
The GTK (Group Temporal Key) is encrypted within the third message of the 4-Way Handshake.
The 4-Way Handshake is a process that establishes a secure connection between a STA (station) and an AP (access point) using
WPA2 (Wi-Fi Protected Access 2), which is a security protocol that uses AES- CCMP (Advanced Encryption Standard-Counter
Mode CBC-MAC Protocol) as its encryption algorithm. The 4-Way Handshake consists of four messages that are exchanged
between the STA and the AP. The first message is sent by the AP to the STA, containing the ANonce (Authenticator Nonce),
which is a random number generated by the AP.
The second message is sent by the STA to the AP, containing the SNonce (Supplicant Nonce), which is a random number
generated by the STA, and the MIC (Message Integrity Code), which is a value that verifies the integrity of the message. The third
message is sent by the AP to the STA, containing the GTK, which is a key that is used to encrypt and decrypt multicast and
broadcast data frames, and the MIC. The GTK is encrypted with the KEK (Key Encryption Key), which is derived from the PTK
(Pairwise Temporal Key). The PTK is a key that is used to encrypt and decrypt unicast data frames, and it is derived from the PMK
(Pairwise Master Key), the ANonce, and the SNonce. The fourth message is sent by the STA to the AP, containing only the MIC,
to confirm the completion of the 4-Way Handshake. The other options are not correct, as they are not encrypted within the third
message of the 4-Way Handshake. The PMK is a key that is derived from a passphrase or obtained from an authentication server,
and it is not transmitted in any message of the 4-Way Handshake. The PTK is a key that is derived from the PMK, the ANonce,
and the SNonce, and it is not transmitted in any message of the 4-Way Handshake. The GMK (Group Master Key) is a key that is
generated by the AP and used to derive the GTK, and it is not transmitted in any message of the 4-Way Handshake.

NEW QUESTION # 156 
Which common feature of a Spectrum Analyzer would be the best to help you locate a non-802.11 interference source?

A. Max hold
B. Min hold
C. Location filter
D. Device finder

Answer: D

Explanation:
Explanation
The device finder is a common feature of a spectrum analyzer that helps locate a non-802.11 interference source. The device finder
uses a directional antenna to measure the signal strength of a specific frequency or signal source. By pointing the antenna in different
directions, the device finder can indicate the direction and distance of the interference source. The device finder can also filter out
other signals that are not related to the interference source. The other options are not correct, as they do not help locate a non-
802.11 interference source. Max hold and min hold are features that show the maximum and minimum RF power levels over
time,respectively. Location filter is a feature that filters out signals that are not from a specific location or area. References: [Wireless
Analysis Professional Study Guide CWAP-404], Chapter 3: Spectrum Analysis, page 77-78

NEW QUESTION # 157 
How is the length of an AIFS is calculated?

A. SIFS + AIFS * Time Unit
B. AIFSN * Slot Time + SIFS
C. SIFS * Slot Time + AIFSN



D. DIFS + SIFS + AIFSN

Answer: B

Explanation:
The length of an AIFS (Arbitration Interframe Space) is calculated by multiplying the AIFSN (Arbitration Interframe Space
Number) by the Slot Time and adding the SIFS (Short Interframe Space). An AIFS is a variable interframe space introduced by
802.11e to help prioritize medium access for different Access Categories (ACs). An AC is a logical queue that corresponds to a
QoS (Quality of Service) level for different types of traffic. Each AC has a different AIFSN value, which determines how long it has
to wait before attempting to access the medium. A lower AIFSN value means a higher priority and a shorter waiting time. The Slot
Time is a fixed value that depends on the PHY type and channel width. The SIFS is the shortest interframe space that is used for
high-priority transmissions, such as ACKs or CTSs. The formula for calculating the AIFS length is: AIFS = AIFSN * Slot Time +
SIFS.

NEW QUESTION # 158 
Which one of the following statements is not true concerning DTIMs?

A. Every Beacon frame must contain a DTIM
B. DTIM stands for Delivery Traffic Indication Map
C. The DTIM interval can dictate when an STA will wake up to listen to beacon frames
D. Buffered Broadcast and Multicast traffic will be transmitted following a DTIM

Answer: A

Explanation:
Explanation
Every Beacon frame must contain a DTIM is not a true statement concerning DTIMs. DTIM stands for Delivery Traffic Indication
Message, and it is a subfield within the TIM (Traffic Indication Map) element in a Beacon frame. The DTIM indicates how many
Beacon frames (including the current one) will appear before the next DTIM. For example, if the DTIM interval is set to 3, it means
that every third Beacon frame will contain a DTIM. Buffered broadcast and multicast traffic will be transmitted following a DTIM, so
that STAs in power save mode can wake up and receive them. The DTIM interval can also dictate when an STA will wake up to
listen to Beacon frames, as some STAs may choose to only listen to Beacon frames that contain a DTIM . References: CWAP-404
Certified Wireless Analysis Professional Study and Reference Guide, Chapter
6: MAC Sublayer Frame Exchanges, page 200; CWAP-404 CertifiedWireless Analysis Professional Study and Reference Guide,
Chapter 6: MAC Sublayer Frame Exchanges, page 201.

NEW QUESTION # 159 
You are analyzing a problem with a specific client adapter.
The vendor specifications sheet does not provide detailed information.
What tool can you use to provide the most detailed specification information in many such cases?

A. WLAN controller
B. FCC ID Search
C. Spectrum analyzer
D. Wi-Fi finder

Answer: B

NEW QUESTION # 160
......
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